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Abstract. In this research, we propose an enhanced PointNeXt model for monitoring the growth of malware families under
binary opcode transition graph settings. Weighted opcode transition graphs can nonetheless offer some structural
information about instruction order, local branching behaviour, and repeated payload routines even in the absence of source
code and trustworthy runtime traces. The suggested approach uses transition-aware neighbourhood aggregation with family
prototype memory, breaks down binary samples, creates smoothed directed opcode transition graphs, and converts node
and transition statistics into graph-point representations. Family categorisation, lineage tracking, open-set rejection, and
reviewer-facing threat interpretation are all supported by the system. Packed variants, instruction substitution, padding
blocks, mixed obfuscation, and version drift are assessed using a simulated malware corpus of 18,600 binaries from 12
families and 1,900 benign boundary samples. The suggested model obtained 93.8% family classification accuracy, 89.6%
evolution tracking recall, and a 17.4% reduction in lineage distance error when compared to the opcode histogram, sequence,
graph neural networks, graph Transformers, the original PointNeXt, and PointNeXt without prototype memory. According to
ablation research, prototype memory regularises family trajectory tracking, and edge-aware aggregation is more reliable. In
this sense, it may be viewed as a structural triage tool for reverse engineers, and multi-architecture binaries, dynamic traces,
and actual malware feeds are needed for additional verification.
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Introduction

Malware analysis seeks to determine whether a binary file is malicious, and Gibert et al. [1] have recently
expanded the scope of this work from simple detection to family-aware analysis. The family of the sample needs
to be identified as either a direct mutation of a known strain or, if the structural features indicate a new
evolutionary branch, as a candidate for a new defence strategy, which aligns with Karbab et al. [2] application
of deep malware representation for family-oriented detection. Because malicious developers often use packing,
code rearrangement, instruction substitution, garbage insertion and compiler-level modification [3] treated
malware family identification as an evolving clustering and tracking problem rather than a fixed-label task.
Dynamic Sandboxes provide rich behavioural evidence [4] pointed out that practical malware research must also
consider evasion, dataset bias and analysis cost; although sandbox execution is relatively expensive, it may be
avoided due to environment checks. Lightweight binary features and structural representations are thus
beneficial because they can retain program-level evidence after the surface byte pattern has changed. Opcode-
level modelling must also be used to handle instruction transitions with branch organisation, repeated execution
patterns and unavoidable computational processes. Development of the family should be viewed as a
continuous tracking problem rather than a fixed-label classification. Thus, real-world malware triage requires
lineage-aware representation learning.
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To address this problem, the manuscript uses a binary opcode transition graph. In this graph, nodes represent
normalized opcode categories, edges represent observed transition relations, and edge weights represent the
likelihood or frequency of transitions inside a function, section, or binary. This representation is more
informative than a flat opcode histogram because it preserves local order, repeated instruction pairs, and
conditional execution traces. It is also smaller than a full control-flow graph, although severe compiler
optimization, packing, and obfuscation can still introduce noise. Prior studies on binary similarity and malware
family detection show that graph-based representations can capture relationships among code blocks, library
calls, and instruction patterns. However, many graph approaches remain single-shot classifiers and do not
explicitly show how a family changes across versions, how an uncertain sample relates to previous variants, or
which cluster an analyst should inspect. Structured malware similarity research suggests that graph connection
evidence should be linked with variant-level analysis [5].

Deep learning has produced new tools for malware family evolution analysis, but generic sequence models and
universal graph encoders remain limited. Sequence models can learn local order, but packed code and irrelevant
instruction blocks can obscure long-distance structural correlations [6]. Graph neural networks can aggregate
neighborhoods, but when opcode categories are limited and edge patterns are dense, oversmoothing can occur
and message quality becomes critical [7]. A point-based network is useful because a transition graph can be
converted into an ordered set of graph-points with coordinates, node statistics, and transition properties. After
the neighborhood rule is changed from Euclidean distance to transition affinity, PointNeXt local aggregation
becomes suitable for opcode graph-point structures [8]. The proposed approach therefore combines local
opcode neighborhoods, global family prototypes, and cross-version structural drift. It integrates classification,
distance learning, and lineage scoring so analysts can identify known families, near-family variants, and
uncertain samples requiring manual inspection [9]. This design also supports explainable security learning
because model output should provide operational evidence, not only a class name [10].

An opcode transition graph-conditioned PointNeXt model for monitoring the evolution of malware families is
presented in this work. The pieces are arranged as follows. The cause and technological issues are covered in
the first section. The second includes deep structural representation learning, malware lineage tracking, and
opcode-based binary representation. The creation of weighted opcode transition graphs, graph-point
conversion, enhanced PointNeXt aggregation, prototype memory, and the training goal comprise the third. The
outcomes of simulated experiments, such as dataset statistics, classification accuracy, evolution tracking,
robustness, ablation analysis, and useful threat interpretation, are shown in the fourth. The study's
shortcomings in cross-platform binaries, highly compressed samples, and real-time execution are enumerated
in the fifth section.

Related Work

Opcode Transition and Binary Structure Representation

Because disassembled instructions show the program's low-level behaviour even without the source code,
opcode-based malware analysis has a lengthy history. Early techniques extracted n-gram features or measured
opcode frequencies, but these flat representations were vulnerable to local code rewriting and instruction
padding. In order to preserve the order information, transition matrices and graphs were introduced in later
study. Because malware versions may modify strings and binary layout while leaving the loader routine,
encryption loop, registry action, or communication preparation logic unaltered, a transition graph is required to
display which instructions are performed and how they are related [11]. Control-flow graphs, call graphs,
function dependency graphs, and APl invocation relations are more examples of binary structure representation.
Call graphs may overlook packaged or dynamically resolved calls, whereas control-flow graphs are expressive
but can be huge and prone to disassembly mistakes. Opcode transition graphs can display the execution patterns
of repeated operations since they are well-structured and reasonably easy to build at scale [12]. There are very
few opcode types, and the transition edges are frequently uneven and crowded. Therefore, in order to avoid
the model learning solely instruction popularity, weighted edges and normalised transition probabilities are
needed [13]. Relation-aware embeddings [14] can enhance the stability of detection in sparse or noisy raw graph
topologies. Each opcode node is represented as a point with structural coordinates obtained from transition
statistics. Consequently, this study introduces the graph-point conversion.
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Malware Lineage Tracking and Deep Representation Learning

The goal of malware lineage tracing is to follow a sample's evolution across time, across versions, campaigns,
etc. Itis more difficult than classifying families since distinct families may share libraries, packers, or other public
code, and a single family may have several varieties. Similarity score, grouping, temporal ordering, and expert
interpretation are frequently used in lineage analysis. Malware detection research has recently concentrated on
how to recognise novel malware kinds and the reasons behind their similarities to earlier groups [15]. through
convolutional networks, recurrent models, Transformers, and graph neural networks, deep neural networks
have improved the categorisation of malware. Convolutional models do not capture clear transition
relationships, although they do well with byte images or instruction mappings [16]. Although recurrent models
retain order, they struggle with introduced noise and lengthy binaries. Long-range dependencies may be
handled by transformers, but as enough benign-like instructions are introduced, they become sensitive to
irrelevant tokens and have an attention cost [17]. The informative region can be sampled and the local structural
contrast maintained using a point-based structure.

PointNeXt uses hierarchical feature learning and neighbourhood aggregation to provide strong local
representation capabilities. Because malware opcode points are not structured in actual geometric space, the
sampling and aggregation modules must be changed when they are applied to opcode transition graphs. Choose
neighbours for the model based on transition probability, edge entropy, and node centrality to avoid taking into
account instructions with huge distances based on arbitrary measurements. Local structure preservation can
improve interpretability for security applications, according to research on explainable representations and
resilient graph learning [18]. A family may be seen as a stable center, and its new forms can be compared to this
center by distance and uncertainty. This makes prototype learning relevant as well. Distance-based uncertainty
and reviewer-facing evidence are supported by work on open-set malware detection and cyber threat
intelligence [19]. In reality, the system must be fast and reliable; scalable code-intelligence research [20] has
determined that inference latency, review burden, and confidence calibration are essential indications for
automated security analysis. The tracking framework's technological basis is derived from the study.

Opcode Transition Graph Conditioned PointNeXt Model

Binary Opcode Transition Graph Construction

If a binary sample is available, it is first unzipped; if not, the useful disassembly will be separated into instruction
sequences. After removing repetitive alignment bytes and non-executable padding, each binary in the simulated
experiment has 1,200-8,500 valid instructions. To lessen sparsity brought on by compiler-specific aliases and
architecture-specific spelling variations, the model includes 96 basic opcode categories. The present opcode,
next opcode, section context, and function border location are noted for every adjacent pair of instructions. The
process for creating a weighted directed transition graph for every blnary sample is shown in Figure 1.
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Figure 1. Binary opcode transition graph construction workflow.
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The transition probability is smoothed so that rare but meaningful opcode relations are not removed when a
family has only a small number of observed variants. In the simulated dataset, the smoothing coefficient is set
to 0.2 after validation on mixed-family samples. The normalized transition graph has an average of 64.7 active
nodes and 418.3 weighted edges per sample.

5i = Mo fi + Apd? + A3d™ + Ak Eq.(2)

The node importance score combines occurrence frequency, incoming degree, outgoing degree, and local
transition entropy. In the experiment, the final coefficient group is 0.35,0.20,0.20, and 0.25, which gives entropy
enough influence to highlight family-specific branching patterns.

o = log(1 + C(i,)))
Y maxlog(1 + C(u,v)) Eq.(3)
u,v

Edge weights are compressed with logarithmic normalization. After normalization, the graph is converted into a
graphpoint set. Each opcode point contains a structural coordinate, node importance, transition entropy, section
indicator, and edge-aware neighborhood list.

x; = [z, 84, hiy 1, q4] Eq.(4)

The learnt opcode embedding, node significance score, transition entropy, section-context ratio, and normalised
neighbourhood quality score are all included in the graph-point vector. Edge weights are logarithmically
normalised, and node significance is determined by combining occurrence frequency, incoming degree, outgoing
degree, and local transition entropy. This version preserves the directed opcode transition structure and makes
the representation appropriate for PointNeXt-style local aggregation. Additionally, it can maintain the visibility
of medium-weight yet family-specific transition neighbourhoods rather than concealing them in compiler-
generated or common stack preparation methods.
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Figure 2. Improved PointNeXt malware evolution tracking structure.

Improved PointNeXt for Malware Evolution Tracking

The enhanced PointNeXt module uses edge-aware local aggregation to extract family-level characteristics from
graph-point sets. The model chooses neighbourhoods based on node centrality, edge entropy, and transition
affinity rather than using generic geographic neighbours. The channel widths at each of the three aggregation
levels are 64, 128, and 256. The enhanced PointNeXt malware evolution tracking model's core structure is shown
in Figure 2. In order to prevent noise-prone packed regions from controlling the representation, a gating
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mechanism contrasts the initial opcode point with aggregated neighbourhood evidence, and edge-aware
aggregation prioritises stable transition relations over accidental neighbours.

g = Z softmax (qb(ei’j,sj)) Wx;
e Eq.(5)
JEN(D)
Local aggregation uses a learned edge function so that strongly connected opcode transitions contribute more
than accidental neighbors. In validation, a neighborhood size of 16 to 24 gives the best balance between family
recall and latency.

u; = a(Wg[xillgi])gi + (1 - 0(%[xi||gi])> Xi Eq.(6)

The gate compares the original opcode point with the aggregated neighborhood feature. If the local context is
reliable, the model accepts more neighborhood evidence. If the neighborhood is noisy, the original point
representation remains influential.

m® = pm + (1 - p)mean(F?) Eq.(7)

Family prototype memory is updated from batch-level features. The momentum factor is set to 0.85 so that
prototypes evolve slowly and do not overreact to a small group of ambiguous samples.

D(x,¢) = IIF () = mll; + (1 = cos(F (x), m,)) Eq.(8)

The evolution distance combines Euclidean and angular components. This helps the model distinguish samples
that are close in magnitude but located along a different family branch.

L= Lcls + :ULlineage + yLopen + pLstruct Eq(9)

The training objective combines family classification, lineage distance learning, open-set separation, and
structural consistency. In the simulated experiment, the final coefficients are 1.0,0.45,0.30, and 0.25.

Experiments and Discussion

Dataset Design and Opcode Transition Graph Statistics

The simulated malware corpus consists of 18,600 binary samples from 12 malware families and 1,900 benign
utility programs used solely for open-set boundary testing. Malware samples are categorised using loader,
downloader, ransomware, botnet, stealer, and backdoor behaviour. The training, validation, and test divisions
are time-aware arrangements rather than random sampling, and each family consists of four to nine simulated
version stages. Random splitting can increase the accuracy of almost identical variants in the training and test
sets, according to studies on malware evolution [21]. Figure 3 displays the opcode transition graph statistics and
dataset design. The distribution of the family sample is fairly even, as seen in Figure 3(a), with ransomware
accounting for the largest proportion at 17.9%, downloader at 16.8%, botnet at 15.7%, and backdoor at 12.8%.
As a result, the model is less likely to learn only the majority-family pattern. The 60-71 node group accounts for
28.4% of the active opcode-node intervals in Figure 3(b), while the 48-59 node group accounts for 23.6%. As a
result, the majority of malware transition graphs have a medium degree of structural complexity and are neither
too sparse nor crowded. The structure of transition edges may be utilised to identify families with comparable
local opcode tokens because, as Figure 3(c) further demonstrates, active opcode nodes with weighted transition
edges are more densely distributed in botnet and downloader families than in loader and backdoor samples.
The time range of each family is displayed in Figure 3(d). The downloader and botnet trajectories are over 24
months old, whereas the simulated evolution window for the loader and backdoor families is shorter. Time-
aware splitting is supported by the time difference; otherwise, the model would need to learn several distinct
opcode patterns.
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Figure 3. Dataset design and opcode transition graph statistics. (a) family sample distribution. (b) graph node scale. (c) transition edge
density. (d) version time span.

Additionally, the distribution of the opcode transition graphs demonstrates the need for a structure-aware
model. Two families with identical compiler settings or public packers could seem comparable if just opcode
frequency is utilised. A densely packed benign installation might be confused for a downloader if graph density
is the sole metric considered. A transition graph, which shows which opcode categories are related and how
frequently these transfers take place, is more discriminating. Research on malware graph analysis has shown
that while categorising related variants, structural frequency and transition connection should be taken into
account simultaneously [22]. 18.4% of the test samples in this dataset include padding blocks, 11.2% have mixed
packing stubs, and 23.6% feature instruction substitution. The circumstances are comparatively similar to the
test set's actual circumstances.

The subsequent findings can also be displayed using the four statistical graphs. Due to the possibility of repetitive
unpacking or library-related transitions in big graphs, families with larger node sets may not always have higher
recognition scores. Additionally ambiguous are dense transition graphs. Although a thick graph may be a sign of
intricate payload preparation, it may also be generated by a generic packer that produces a lot of brief jump and
stock-manipulation fragments. Consequently, node distribution, transition strength, and version span are the
three degrees of evidence for the created graph. The family may progressively stray from the initial prototype
over an extended period of time. The samples will be nearly identical and simple to categorise if the spread is
minimal. In this manner, the model will be tested using more than just simple scenarios. In the simulated corpus,
the two closest versions have a mean lineage separation of 4.8 months, and a new opcode transition cluster is
present in 31.5% of the late-stage samples. The evolution module will be sufficiently challenged by this
configuration to ascertain if it has learnt family continuity or has only committed a fixed signature to memory.

Additionally, optimistic leaking is prevented by splitting the dataset. If a sample's version distance is smaller than
two stages, it is not included in both the training and test sets from the same simulated campaign. Because the
transition graphs are almost similar, it will not be able to learn from the model during training. There are 2,100
samples in the validation set and 4,020 malware samples and a benign open-set boundary group in the final test
set. Late-stage variations having at least one altered payload segment in their opcode transition graphs make
up 28.9% of the test set's samples. Because they cannot be resolved by identifying the first-stage loader alone,
these samples are the most typical for evaluating the tracking of evolution. The graph data show that family-
specific transitions typically take place on medium-weight edges instead of the most important ones. Common
stack preparation, branch checking, and compiler-generated routines frequently provide the strongest edges.
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As a result, a model that just takes into account the biggest transition weights can ignore important but more
nuanced family information. These medium-weight neighbourhoods are kept in the learning process by the
suggested edge-aware aggregation. The subsequent ablation findings likewise demonstrate this choice:
eliminating edge weighting greatly hinders tracking more than eliminating a single feature channel; hence, the
link between opcodes is more critical than any one opcode property.

Family Classification and Evolution Tracking Performance

The proposed model is compared with the original PointNeXt, PointNeXt without prototype memory, opcode
histogram SVM, byte-CNN, BiLSTM, GraphSAGE, and graph Transformer baselines. Figure 4 reports the two main
tracking results. Figure 4(a) compares family classification accuracy, where the proposed model reaches 93.8%,
compared with 86.5% for GraphSAGE, 88.1% for graph Transformer, and 90.4% for the original PointNeXt. Figure
4(b) reports evolution tracking recall under timeline-aware testing, where the proposed model reaches 89.6%.
Family prototype memory helps link later variants with the original family center even when surface instructions
change. Malware lineage and open-set classification research supports this distance-based evaluation because
a high classifier score alone cannot identify whether a sample is a direct descendant or an uncertain branch [23].
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Figure 4. Family classification and evolution tracking performance. (a) family classification accuracy. (b) evolution tracking recall.

The primary quantitative variations between the malware family tracking techniques presented in this section
are displayed in Table 1. The classification accuracy, macro-F1, open-set rejection, and cluster purity of the
opcode histogram and byte-level baselines are all comparatively poor since they preserve little static evidence.
GraphSAGE and Graph Transformer employ opcode transition relations for minimal lineage error and high
tracking recall, while BiLSTM is a sequence model. Although PointNeXt is an advance over local structure
representation, solid family-memory guidance for late-stage variations is still absent. With 93.8% family
classification accuracy, 92.1% macro-F1, 89.6% tracking recall, 81.9% open-set rejection, 0.355 lineage error,
and 0.902 cluster purity, the enhanced PointNeXt has outperformed all listed indicators. As a result, edge-aware
aggregation and prototype memory have successfully strengthened both closed-family classification and
evolution-oriented threat triage.

Table 1. Multi-metric comparison of malware family evolution tracking approaches.

Approach Accuracy (%) Macro-F1 flaskineliecal Open-set rejection Lineage error | Cluster purity
(%) (%) (%)

Opcode histogram SVM 78.5 75.6 69.8 61.5 0.605 0.743
Byte-CNN 81.2 78.9 74.2 64.8 0.570 0.768
BiLSTM 84.0 82.5 79.0 68.9 0.505 0.812
GraphSAGE 86.5 85.2 82.0 71.6 0.445 0.852
Graph Transformer 88.1 86.7 83.1 72.8 0.430 0.866
PointNeXt 90.4 88.8 84.7 74.3 0.395 0.878
Improved PointNeXt 93.8 92.1 89.6 81.9 0.355 0.902

Figure 5 provides a broader view of family tracking quality. Figure 5(a) reports Macro-F1 and shows that the
proposed model also benefits small families because prototype memory prevents them from being absorbed by
larger visually similar families. Figure 5(b) reports open-set detection, where a calibrated threshold rejects 81.9%
of unseen-family samples, higher than the 74.3% result of the original PointNeXt. Figure 5(c) reports tracking
error as the average distance between the expected family trajectory and the projected lineage branch. Figure
5(d) reports threat-cluster purity, which indicates whether samples grouped for analyst review truly come from
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related families. Explainable cyber analytics research emphasizes that review-oriented metrics are necessary

when model output enters security operations [24].
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Figure 5. Multi-metric family tracking results. (a) Macro-F1. (b) open-set detection. (c) tracking error. (d) threat-cluster purity.

Under obfuscation, the performance gap is greater. The frequency distribution of opcodes for SVM drops as
padding blocks are introduced. Short instruction swaps are handled by BiLSTM, while lengthy binaries cause
instability. Although GraphSAGE has a robust structure, thick transition graphs may find it excessively smooth.
The original PointNeXt does not keep track of how the family evolves over time, but it does simulate local
structure. The suggested model is a prototype memory that takes into account both local transition evidence
and historical family centers through transition-aware neighbourhood sampling. Recent studies on learning-
based malware detection have also suggested that the evaluation should take into account variant drift and
open-set uncertainty in addition to closed-set test accuracy [25].

The function of the suggested components is also displayed via the error distribution. Of the remaining bogus
family assignments, 24.6% occur in tiny backdoor samples with less than 35 active opcode nodes, and 37.2%
occur between two downloader families that share a public encryption stub. The graph's lack of family-specific
structure following normalisation makes these scenarios challenging. Nonetheless, the majority of these
samples still get comparatively high uncertainty from the model, making them less likely to be recognised as
reliable lineage matches. Additionally, the OpenSet score is accessible. The histogram and sequence baselines
are sometimes mistaken for a known variant when an unknown family is similar to a known ransomware group
in terms of opcode frequency but varies in the direction of transitions. Because the local transition
neighbourhoods differ from those in the recorded family trajectory, the model places the sample outside of the
main prototype cluster. For analysts, a change in procedure is more significant than a change in accuracy. While
a calibrated uncertain label may drive more reverse engineering and external intelligence matching, a certain
but inaccurate family label will steer the research in the wrong direction. Tracking error has the same trend. The
majority of significant tracking mistakes don't happen at random; instead, they happen close to family
boundaries when a packer conceals the payload stage or one variety reuses a loader from another family.
Consequently, real-world security uncertainty rather than numerical instability is the cause of the model's
residual inaccuracy.

Ablation, Robustness, and Practical Threat Analysis

The ablation results are shown in Figure 6. Figure 6(a) compares open-set rejection, tracking recall, and
classification accuracy after removing key modules. Removing edge-aware aggregation reduces accuracy
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because ordinary local pooling is not suitable for opcode transition graphs. Removing prototype memory
reduces tracking recall from 89.6% to 81.8% because the model loses a stable family center for later variants.
Figure 6(b) evaluates robustness under instruction replacement, garbage insertion, packing stub noise, and
mixed obfuscation. The mixed-obfuscation result shows that the model has not simply memorized clean opcode
patterns. Robust malware-learning research emphasizes that module-level testing is needed before claiming
meaningful security benefit [26].

(a) Module removal results (b) Obfuscation robustness
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Figure 6. Ablation and robustness analysis. (a) module removal results. (b) obfuscation robustness.

The practical threat analysis and model output are shown in Figure 7. Figure 7(a) depicts the family evolution
route in the learned embedding space, where samples from the same family form a trajectory rather than a
single point. Figure 7(b) lists suspicious variants for analyst review, placing samples with high malicious
confidence and large lineage distance above low-confidence outliers because they may represent true family
evolution. Figure 7(c) reports inference delay and analysis cost. The proposed model processes a sample in 18.7
ms on a workstation and 42.5 ms on a small security appliance, making it suitable for batch triage. Automated
cyber defense research indicates that detection quality should be evaluated together with latency and analyst
effort [27].
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Figure 7. Practical threat analysis and deployment interpretation. (a) family evolution path. (b) suspicious variant priority. (c) inference
delay and analysis cost.

An explanation is also a Learned Representation. Repeated push-call-move and compare-jump-call transition
regions close to payload preparation procedures are given a high weight by the model for a ransomware-like
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sample. High-weight edges are concentrated around the network preparation and decoding loops for a
downloader-type sample. Although they are not the same as complete reverse engineering, these explanations
assist the analyst in determining where to begin. Interpretable evidence is more useful when it refers to
actionable artefacts rather than abstract model confidence, according to research in explainable cybersecurity
[28]. High-contribution opcode transitions, closest family prototypes, and the sample's location in the study's
family trajectory are listed in the explanation output. Additionally, other nearby samples are explained. The
system will identify the second sample as a potential branch rather than a typical duplication if the two binaries
employ different high-contribution transitions but are in the same family. The algorithm will treat them equally
and lessen the need for manual review if their prototype distances are near and their high-contribution regions
overlap. If the two were identical, a large number of malware samples from the same campaign would have
been gathered. Reverse engineers can be directed to samples that are more likely to contain new payload logic,
new persistence routines, or a new communication stage by using a representation that can identify structural
novelty, as a representation that merely provides a class label may increase the number of redundant reviews.

There are still a few restrictions. When unpacking, families using the same public packer will produce almost
identical transition graphs. Opcode variation may be insufficient for reliable trajectory placement with very tiny
payloads. An unclear ancestry score might arise from a sample that combines modules from two families and
falls between the prototypes. The labels and lineage assumptions may be noisy because of sampling from
numerous sources, according to recent research on software security datasets [29]. As a result, rather than
producing a single conclusion, the updated model produces distinct closed-set confidence, prototype distance,
and open-set risk. The case will be tagged separately as either weakly represented, evolutionarily distant, reliably
categorised, or likely to need manual review.

According to deployment interpretation, this approach is more suited for monitoring family evolution and triage
than for taking the place of reverse engineering. Reduce the frequency of follow-up inspections, identify
anomalous branches, and group samples that are similar. Sandbox traces, unpacking logs, network indicators,
and threat intelligence reports should still be utilised. In malware automation workflows, structural models
perform best when integrated with various sources [30]. In practice, this method may be used as a first-level
structural filter following hash-based and signature-based screening. To assist the security team in determining
which samples require sandbox execution or in-depth reverse engineering, the sorted queue may include
expected family, prototype distance, open-set score, representative transition edges, suspicious-variant priority,
anticipated review cost, etc.

Conclusion

In this work, we create a PointNeXt-enhanced model for tracking the evolution of malware families in binary
opcode transition graphs. In order to distinguish between known variants, near-family mutations, and possibly
new evolutionary branches, a technique was developed to transform the binary program into a weighted opcode
transition graph. Instruction nodes and transition edges were then treated as graph-point evidence for local
aggregation with lineage-aware distance learning. The suggested approach enhanced the identification of
structurally related variants, decreased misunderstanding between packed samples and truly fresh branches,
and boosted the accuracy of family tracking for the family in the simulated malware corpus. Opcode transition
graphs can preserve program-level evidence despite altering surface-byte patterns, strings, and layout
properties, according to the aforementioned findings.

There are still several shortcomings in the research. First, because the dataset is simulated, it is unable to
accurately replicate the variety of real-world malware packaging, obfuscation chains, compiler variations, anti-
debugging, and sandbox evasion. Second, opcode transition graphs do not include all behavioural evidence of
file operations, network communication, registry update, etc., even if they display structural execution patterns.
Third, malware families may utilise the same toolkits, reuse loaders, or combine code pieces from several
sources, thus the lineage labels are not always accurate. The model will also be impacted by the quality of the
disassembly and graph construction; inaccurate control-flow recovery or missing instructions might make the
learnt representation less reliable.

To provide a comprehensive picture of malware development, future work will integrate opcode transition
graphs with dynamic behaviour traces, API-call sequences, memory attributes, and threat-intelligence
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information. Gather more genuine malware samples at various points in time to see if the model can continue
to function well following family drift. In order to classify malware families and provide security analysts with
clear evidence for variant tracking, branch identification, and defensive response planning, the detection system
may also be extended to allow open-set calibration, analyst feedback, and explainable lineage routes.
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