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Abstract. Firmware backdoors are difficult to detect after compilation because malicious behavior may be confined to a
small set of functions and remain hidden after extensive changes to instruction layout. This paper proposes ESPI-FBD, an
edge-semantic Perceiver 10 framework that analyzes binary function call graphs while avoiding quadratic interaction among
all recovered functions. The method integrates architecture-normalized function descriptors, typed directional call-relation
biases, salience-seeded latent vectors, latent self-attention, and separate output queries for firmware classification and
suspicious-function ranking. A product-disjoint evaluation protocol is specified for a multi-architecture firmware corpus and
covers detection, localization, cross-architecture transfer, robustness, calibration, latency, and memory. The framework is
designed to preserve sparse malicious evidence in a bounded latent workspace and to return an analyst-oriented review
queue in addition to an image-level decision. The numerical values currently reported are illustrative placeholders that define
the intended evaluation and must be replaced with audited experimental outputs before submission.
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Introduction

Network devices, industrial gateways, cameras, and embedded controllers are all managed by firmware at a
high privilege level, and a hidden command channel can get around the host operating system's security.
Semantic binary analysis seeks to identify program behaviour that can tolerate such surface changes; static
signatures identify recognised byte patterns but deteriorate following recompilation, packing, or instruction
replacement [1]. Without the need for source code, a binary function call graph illustrates the interprocedural
structure by employing functions as nodes and resolved or inferred calls as directed edges [2]. Backdoors often
only make minor changes to this structure, such as the initialisation procedure conditionally registering a covert
service, a network handler calling a shell wrapper, or a parser reaching a concealed authentication bypass [3].
This link cannot be captured by traditional function-level classifiers, which are unable to independently award
scores [4]. Firmware graphs are irregular, architecture-dependent, and frequently comprise thousands of
functions, which makes whole-graph learning attractive [5].

Graph neural networks have been used for malware analysis, program classification, and vulnerability detection
by aggregating neighbourhood data [6]. Because message transmission smoothes the representation at multiple
layers, the dominating benign graph may dilute a small harmful path. Although dense self-attention necessitates
quadratic pairwise interactions and is hence costly for large statically connected images [8], attention-based
graph encoders assign adaptive weights to neighbours [7]. Although binary lifting minimises instruction set
differences, it causes recovery issues at tail calls and indirect calls [9]. Architecture-specific traits may be
suppressed by domain adaptation [10], but processor-dependent signs of questionable behaviour may also be
eliminated by an excessively strong alignment. Another kind of interface is called Perceiver 10, which uses query-
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driven decoding to produce output after reading an arbitrary input set via cross-attention [11]. Although the
original formulation does not encode call direction, linkage semantics, disassembly confidence, or sparse
backdoor evidence, the computation primarily depends on the latent breadth rather than on each pair of input
functions.

Taken together, these limitations motivate a model that retains directed call semantics and sparse security
evidence without applying dense pairwise attention to every recovered function. ESPI-FBD is an edge-semantic
Perceiver |0 model for firmware backdoor detection using binary function call graphs. It combines typed caller-
callee relation biases, salience-aware latent initialization, architecture-normalized function tokens, and separate
output queries for firmware classification and function localization. The engineering objective is to preserve the
small number of graph relations that may reveal a concealed execution path while maintaining bounded
inference memory for large firmware images. Unlike conventional graph encoders that repeatedly propagate
information through all recovered neighborhoods, ESPI-FBD reads an irregular function set into a fixed latent
workspace and performs most deep reasoning independently of graph size. Its output interface separates
firmware-level screening from evidence ranking, allowing a scanner to return both an image-level probability
and a limited queue of functions for reverse engineering. The proposed validation protocol covers baseline
comparison, unseen-architecture transfer, ablation, graph corruption, calibration, latency, and memory. All
numerical results in this draft are illustrative and must be replaced with audited measurements before
submission. The model is intended as a filtering and prioritization component rather than an autonomous
attribution system, because statistical classification cannot eliminate disassembly uncertainty or trigger-
dependent behavior.

Section 2 reviews binary firmware representation and graph-based security learning. Section 3 presents the
input representation, latent reasoning mechanism, query decoder, and optimization objective. Section 4
describes the evaluation protocol and intended analyses. Section 5 summarizes the contributions, limitations,
and future research directions.

Related Work

Binary Firmware Representation and Backdoor Analysis

Unpacking, identifying the executable, identifying the architecture, disassembling, and recovering call
connections are the first steps in static firmware analysis. Although reachable code is preserved, indirect targets
may be missed by recursive traversal [12]. More bytes are recovered via linear sweep, which can also interpret
the data as instructions [13]. In order to facilitate compiler comparison, intermediate representations
standardise register names and instruction formats [14]. Local instruction semantics are summarised by function
embeddings [15], and externally observable features like process creation, credential access, socket handling,
etc. are exposed by imported APIs. [16] Until a suspect routine occurs normally, these representations remain
incomplete. Only then are the caller, guard condition, and privileged callee taken into account. The relational
context is provided by a binary function call graph, although systematic noise is introduced due to unresolved
edges and library code [17].

String indications, sensitive APls, control-flow abnormalities, taint routes, or learnt byte features are typically
combined in backdoor detection techniques. APl listings disregard the execution environment; dynamic analysis
sees actual behaviour but is environment-dependent and lacks triggers; and string evidence is inexpensive but
simple to conceal. Consequently, the engineering requirement is a ranking system that links a firmware-level
decision to a limited number of operations and requires verification rather than a replacement for reverse
engineering.

Graph Learning and Latent Attention for Binary Programs

Graph convolution is effective for sparse call graphs and uses shared aggregation to spread local context [18].
Graph attention highlights security-sensitive edges and gives neighbours data-dependent weights [19]. Although
deep propagation still blends benign and malicious regions, graph isomorphism networks improve structural
discrimination [20]. Global interactions and structural encodings are introduced via transformer-style graph
models [21]. Position schemes for molecular or social networks do not explicitly display caller-callee
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relationships, import linkages, or recovery confidence, and their memory usage rises quickly with the number of
functions.

Piplai et al. [22] By cross-attending input tokens into a small workspace, latent-array architectures isolate the
input size from the primary reasoning depth. This feature allows firmware to process both a large router image
with the same latent size and a small bootloader. Selection is the remaining piece: consistent cross-attention
will distribute capacity to common runtime functions, and atypical call motifs, network-to-command pathways,
or infrequent privilege switches provide valuable information. By including query-conditioned evidence
decoding, risk-seeded latents, and typed edge bias into the input reading, ESPI-FBD tackles the issue. The
principal distinction is therefore not the use of latent attention alone, but the joint integration of confidence-
aware directed relations, risk-seeded latent allocation, and query-based function localization within a single
firmware-screening architecture.

Proposed Edge-Semantic Perceiver 10 Model

Binary Function Call Graph Encoding

The pipeline starts after firmware unpacking and executable deduplication. For each executable, the
disassembler recovers functions, direct calls, import stubs, and confidence scores for inferred indirect targets.
Library signatures collapse known runtime routines into typed external nodes rather than removing them,
because calls to process, file, credential, and networking services carry security meaning. Every function token
concatenates a 128-dimensional normalized instruction embedding, twelve control-flow statistics, eight string
and constant indicators, sixteen imported-capability flags, log-scaled function size, in-degree, out-degree, and
an architecture code. Architecture-specific mnemonics are mapped to operation families before embedding,
while operands are categorized as registers, immediate values, memory references, or symbols. This design
reduces vocabulary fragmentation without assuming that different instruction sets have identical semantics.

For reproducibility, each variable-length instruction sequence is encoded by the same operation-family encoder
and pooled into a 128-dimensional function vector. Missing strings and imported capabilities are represented
by explicit absence indicators rather than silently omitted fields, and all scalar statistics are normalized using
training-partition parameters only.

Let the recovered binary function call graph contain N function nodes and a directed edge set £. The initial
representation of each function combines semantic features, structural descriptors, and a learned architecture
condition. The projection is defined as

X; = Wf[hlllslllal] +bf,l =1,..,N Eq(l)
Here, h; contains normalized instruction and capability features, s; contains graph statistics, and a; denotes the
processor and compiler condition. The projected token X; is consumed by the edge-semantic input-attention
module. Removing the architecture condition forces the projection to encode incompatible operand
distributions and calling conventions in the same coordinates. This omission is therefore expected to increase
false alarms when the model processes firmware from an unseen processor family.

Each recovered call is assigned a relation type covering direct internal calls, inferred indirect calls, imported calls,
tail calls, callback registrations, and unresolved candidate edges. Call direction is preserved through separate
caller and callee roles. A confidence value down-weights uncertain edges without deleting them, because
indirect dispatch may contain the behavior required to identify a covert command path. The edge representation
is calculated as

rij = Wtetype(i,j) + Wdedir(ilj) + wclog(e + Cij) Eq(2)
Relation labels are assigned by a fixed precedence rule: verified imported and direct internal calls take priority,
followed by tail calls, callbacks, inferred indirect calls, and unresolved candidates. Each edge receives one
primary type, while recovery confidence is clipped to the interval from zero to one before transformation.

The vector r;; becomes an attention bias rather than the input of a separate message-passing layer. Its type
component distinguishes, for example, an internal helper call from an imported process-execution call. Its
direction component prevents the model from treating a caller and its callee symmetrically, while ¢;; represents
the confidence assigned during call-graph recovery. The resulting relation vector is passed directly to the latent
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reader. Without this relation bias, functions with similar local instructions but different invocation contexts
become difficult to separate, increasing missed detections for authorization-bypass and hidden-service patterns.

Risk salience is estimated from capability rarity, caller-callee novelty, privilege transition, network reachability,
and disassembly uncertainty. The score is not treated as a rule-based backdoor decision. Instead, it controls how
much latent-reading capacity is allocated to functions that could otherwise be overwhelmed by initialization
routines, library wrappers, and other high-frequency benign structures:

pi = o(w; [w;llq;llp;lin] + by) Eqa.(3)
Each salience component is standardized within the training partition before concatenation. Capability rarity
and neighborhood novelty are computed from training-corpus frequencies, whereas recovery quality and
privilege semantics are derived from the disassembler and capability taxonomy. The projection parameters are
learned jointly with the detector.

The components u;, q;,p; , and n; encode capability rarity, recovery quality, privilege semantics, and
neighborhood novelty, respectively. The bounded score p; seeds a subset of latent vectors and subsequently
regularizes function localization. Its bounded form allows the neural model to overturn a misleading heuristic
score. The output is consumed by the initialization operator and the localization query. If salience estimation is
removed, attention mass tends to concentrate on benign functions with high graph degrees.

The complete processing path in Figure 1 connects firmware unpacking and executable selection with
disassembly, typed call recovery, token construction, latent reasoning, firmware scoring, and ranked-function
generation. The edge-confidence channel shows how uncertain indirect targets remain available to the detector
without receiving the same weight as verified direct calls. The workflow therefore preserves potentially
important call relations while limiting the influence of graph-recovery noise.
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Figure 1. End-to-end workflow from firmware extraction and binary function call graph recovery to ESPI-FBD classification and analyst-
oriented function ranking.

Edge-Semantic Perceiver 10

A fixed array of M latent vectors provide bounded computation for graphs containing widely different numbers
of functions. The first M /4 latent vectors are initialized from salience-weighted function summaries, while the
remaining vectors are learned global prototypes. This division gives the model immediate access to firmware-
specific risk evidence while maintaining stable representation capacity across samples. The initialization is
expressed as
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N
20, = 7)™ + [m < M /4] Z ApiX A = Nexp(pl/rm)

i=1 j=1 exp(p;/Tm)
The temperature 7,, varies among the seeded latent vectors. Low-temperature vectors focus sharply on rare
highsalience functions, whereas higher-temperature vectors collect broader contextual evidence. The initialized
array Z° is passed to input cross-attention. Removing risk-aware initialization does not alter asymptotic
complexity, but it delays the acquisition of sparse malicious evidence and destabilizes localization when
backdoor functions occupy less than one percent of the graph.

Eq.(4)

Standard Perceiver input attention compares latent queries with function keys. ESPI-FBD extends this operation
with an aggregated incident-edge term and a graph-distance embedding. For latent vector m and function i, the
read score is

T
Ami = w + B Z ;i +vnd; Eq.(5)
d j:Ljee

The edge term introduces typed outgoing-call behavior into the read operation, while d; encodes graph distance
from network-entry, authentication, and process-control anchors. The resulting attention weights transfer value
projections of X; into the latent workspace. This mechanism avoids explicit interactions between every pair of
functions. Its inputreading complexity is O(NMd), while the complexity of L latent-processing layers is
O(LM?d). If the edge term is removed, the reader approaches a bag of independent function descriptors and
becomes less sensitive to a benignlooking parser that invokes a privileged routine through an anomalous call
path.

Incident-edge vectors are aggregated with confidence-weighted degree normalization so that the magnitude of
the bias does not grow solely because a function has many recovered neighbors. The same normalization is used
during training and inference.

The input-reading output is normalized through a residual connection:

Z' = LayerNorm(Z° + softmax(A)V,) Eq.(6)
The representation Z' is the only graph-sized interface to subsequent deep reasoning. Six latent Transformer
blocks then model interactions among M = 128 vectors. Each block uses eight attention heads, a hidden
dimension of 256, a feed-forward dimension of 1024, and a dropout rate of 0.15. Because N no longer appears
inside the deep processing stack, inference latency grows approximately linearly with graph size. Latent self-
attention integrates network-facing evidence, authorization checks, command execution, and persistence
behavior without constructing pairwise attention between all recovered functions.

The graph-sized input-reading stage scales with the product of function count and latent count, whereas the six
deep latent blocks scale with the square of latent count. Edge-bias construction is linear in the number of
retained call edges and is performed once for each input graph.

The update performed by latent block [ is defined as

Z"! = Z' + FFN(LN[Z' + MHSA(LN(Z))]),l =1, .., L Eq.(7)
Residual normalization stabilizes the reasoning chain, while the feed-forward sublayer transforms the combined
behavioral motifs. The final latent array is consumed by two query families. Omitting latent self-attention leaves
the decoder with isolated summaries and weakens the detection of multi-stage backdoors whose trigger parsing,
authorization bypass, command execution, and persistence routines are individually common.

Before the graph-sized interface is discarded, the latent summaries retain weighted mixtures of function
semantics, typed call context, graph-anchor distance, and salience. Latent self-attention can therefore combine
evidence from several behavioral stages without reconstructing all function-to-function interactions.

Figure 2 connects typed edge aggregation with input cross-attention, the 128 -vector latent bottleneck, six
latentprocessing blocks, and two output-query branches. The tensor dimensions displayed at these interfaces
clarify the bounded-computation property and show how a shared latent representation supplies both
firmware-level classification and function-level localization.
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Figure 2. Detailed ESPI-FBD architecture with salience-seeded latents, edge-semantic input cross-attention, latent self-attention blocks, and
dual output queries.

Query Decoding and Training Objective

The firmware query determines whether the complete image contains a backdoor, while N function queries
reuse encoded token identities to request localization scores. This asymmetric design corresponds to the
operational screening workflow: the detector first raises an image-level alert and then supplies a short function-
review queue. The firmware probability is obtained by output cross-attention from a learned global query to the
final latent array:

(Wqq,) (W, ZH)T
qYg N
7 W,Z5 9 = a(w, o) Eq.(8)
All function queries are decoded in parallel against the final latent array. Their decoding cost scales with the
product of retained function count and latent count, but it does not introduce pairwise attention among
functions.

0, = softmax(

The probability y drives the firmware decision and subsequent calibration analysis. Output attention also
indicates which latent behavioral motifs influence the prediction, although these weights are not interpreted as
causal explanations. If the global query is replaced by mean pooling, evidence is averaged uniformly and the
detector becomes less responsive to a single strongly suspicious execution chain.

Function queries combine each original function token with decoded local and global contexts. A graph-
consistency constraint is applied only to high-confidence internal edges so that uncertain recovery artifacts do
not force unrelated functions to receive similar localization scores:

si = o(w{ [xillo;llog]), 0; = Attn(q;, Z", Z*) Eq.(9)
The score s; ranks functions for analyst inspection. It receives direct supervision when injected or manually
curated backdoor locations are available and weak supervision from firmware labels otherwise. The global
context 04 helps distinguish a legitimate shell invocation in maintenance firmware from the same capability
placed behind a hidden network trigger. The ranked output is subsequently evaluated using top- k localization
recall.

For directly supervised samples, function targets are taken from injected or manually verified backdoor locations.
For weakly supervised samples, the localization loss is masked and the decoder is trained through the firmware
objective and high-confidence graph regularization; weak labels are never treated as verified function
annotations.
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Training balances class-weighted firmware classification, focal localization, latent diversity, and high-confidence
graph consistency. The complete objective is

L= Las+ hocLocar + AaivllZZT —1||7 + Z cij(si — Sj)z Eq.(10)
(L)EER

The classification term L, addresses firmware-level class imbalance, while L., emphasizes rare labeled
backdoor functions. The diversity term discourages different latent vectors from collapsing onto the same
dominant feature, and the graph term suppresses isolated noisy rankings along reliable call edges. The
validation-selected weights are 4, = 0.7,44, = 0.02, and 1, = 0.05. The objective jointly optimizes the
firmware and localization queries, and each component has a corresponding ablation in Section 4.3. Probability
calibration is fitted only after model training because deployment thresholds require reliable probabilities rather
than uncalibrated ranking scores.

Specifically, the classification term is a class-weighted binary loss, the localization term is a focal loss over
verified function labels, the diversity term penalizes redundant latent representations, and the graph-
consistency term smooths rankings only across high-confidence internal edges. Samples without verified
function labels do not contribute to the focal term.

Experimental Results

Dataset, Preprocessing, and Evaluation Protocol

18,640 firmware images of ARM, MIPS, x86, PowerPC, RISC-V, and Xtensa devices from January 2019 to
December 2025 will be included in the intended corpus. Instead of using a time-series sensor frequency, images
are sampled at the release stage, and subsequent releases from the same product line are stored as ordered
versions. 3,730 backdoored pictures, which comprise carefully chosen public samples and controlled injections
into open firmware, and 14,910 innocuous images make up the corpus. 12.8 million functions and 31.6 million
call edges are obtained by unpacking and deduplicating using the normalised function hash. Instruction-family
embeddings, control-flow statistics, imported-capability flags, string indicators, graph degrees, edge kinds,
confidence, architecture, compiler family, and product-line identity are examples of inputs. Unresolved calls
continue to be confidence-weighted candidate edges, missing strings are handled as explicitly absent tokens,
and missing scalar characteristics are median-imputed inside the architecture.

To avoid nearly similar releases from crossing partitions, the split is product-disjoint: 65% of product families—
corresponding to 12,116, 2,801, and 3,723 images—form training, 15% validation, and 20% testing. A second
leave-one-architecture-out protocol tests the sixth architecture after training on the first five. During batching,
graphs are restricted to 6,000 function tokens; larger graphs retain all risk-salient functions together with
uniformly sampled low-salience functions and breadth-first context. Hidden size 256, six latent layers, 128 global
latents, eight attention heads, batch size 12, AdamW with learning rate 2e-4, weight decay 1e-2, dropout 0.15,
cosine decay, and early halting after twelve validation epochs without macro-F1 enhancement are all used in
this model. There are 128 global tokens, and the input attention window is global over tokens via cross-attention.
Train with mixed precision and a 24GB GPU for a maximum of 80 epochs.

Opcode n-gram SVM, function-embedding multilayer perceptron, GCN, GAT, graph isomorphism network, graph
Transformer, vanilla Perceiver 10, and a hierarchical graph pooling network are examples of baselines. Because
the class ratio is uneven, the area under the precision-recall curve shows ranking for rare positive cases, the
false-positive rate at 95% true-positive rate represents triage load, the expected calibration error assesses
threshold stability, the top-10 recall evaluates localisation, and the latency and peak memory quantify
deployment costs, Macro-F1 was selected. The same product division uses five seeds, and the means and
standard deviations are shown. In the validation set, set the decision threshold. Product-disjoint evaluation has
been utilised in earlier research to stop leakage between closely related software releases [23]. Previous
research has demonstrated that in architecture-aware binary evaluation, an uneven processor set can conceal
transfer problems [24].

Before evaluating model comparisons, the detector must address the scale and imbalance established by the
corpus composition in Figure 3. Figure 3(a) displays 5,420 ARM, 4,180 MIPS, 3,210 x86, 2,130 PowerPC, 2,010
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RISC-V, and 1,690 Xtensa images. Since ARM has 3,730 more pictures than Xtensa, the two largest families would
otherwise dominate the aggregate accuracy. The violin distributions in Figure 3(b) exhibit upper-tail expansion
towards the 6,000-token cap and have function-count medians of 612, 744, 508, 463, 395, and 571, respectively.
Batching and token retention must take architecture-dependent graph size into consideration because RISC-V
has a relatively low median and MIPS has a very large one. Figure 3(c) shows a steep empirical cumulative curve,
with 52% of the positive images having harmful logic below 0.5% of the functions and 86% below 2%. Thus, it is
believed that concentration uniformly suppresses the critical nodes. Figure 3(d) illustrates that 71.4% of the
edges are direct internal calls, 12.7% are imported calls, 5.8% are tail calls, 3.9% are callbacks, 4.6% are inferred
indirect calls, and 1.6% are unresolved candidates.

(a) Firmware count by architecture and label (b) Function-count distributions
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Figure 3. Corpus and graph statistics. (a) Firmware count by architecture and label; (b) function-count distributions [violin]; (c) cumulative
prevalence of localized backdoor functions; (d) call-relation compositio.

Relation typing is central to the security hypothesis because imported, indirect, callback, and unresolved calls
carry different operational meanings even when they connect the same pair of functions. An adjacency-only
representation would discard this distinction and weaken the link between graph context and analyst-traceable
evidence.

Detection Accuracy and Cross-Architecture Generalization

Aggregate accuracy, rare-class ranking, probability dependability, and product-level consistency are the first four
detection comparisons in Figure 4. The macro-F1 values are displayed in Figure 4(a): opcode SVM is 83.8%,
function MLP is 86.4%, GCN is 89.7%, GAT is 91.8%, graph isomorphism network is 92.6%, graph Transformer is
94.1%, hierarchical pooling is 97.6%, vanilla Perceiver |0 is 94.8%, and ESPI-FBD is 97.6%. 3.5 points ahead of the
graph and 2.8 points ahead of vanilla Perceiver Transformer demonstrates that without call semantics, bounded
latent processing is insufficient on its own; stable optimisation is indicated by a standard deviation of 0.3 over
five seeds. As seen in Figure 4(b), the suggested model retains high precision at high recall and has an area under
the precision-recall curve of 98.3%, which is higher than that of vanilla Perceiver (95.5%) and graph Transformer
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(94.7%). After temperature scaling, Figure 4(c) lowers the estimated calibration error from 4.8% to 1.9% without
altering the ranking; hence, a deployment threshold regulating analyst effort is achievable.

(a) Detection performance with five-seed variation (b) Precision-recall characteristics
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Figure 4. Main detection performance. (a) Macro-F1 across nine models; (b) precision—recall curves; (c) reliability before and after
calibration.

Previous research on graph-based malware analysis has identified sparse-evidence dilution as a weakness in
recurrent neighbourhood aggregation [25]. Only the ranking effect and probability calibration were taken into
account in earlier security triage research [26]. Detailed errors are displayed in an error profile at the picture
level. ESPI-FBD obtained 96.5% recall and 91.8% precision, detected 720 out of 746 positive test firmware images
at the validation threshold, incorrectly labelled 64 out of 2,977 benign images, and had a false-positive rate of
2.15%. While the vanilla Perceiver finds 707 positives and misidentifies 94, the graph Transformer finds 701
positives but misidentifies 112 benign images. 31% of the ESPI-FBD false positives are attributed to vendor
diagnostic shells, 27% to update agents that legitimately spawn processes, 23% to heavily stripped executables
with unclear indirect edges, and 19% to odd but benign remote-management plugins, according to manual
inspection of the illustrative error categories. The logic used by data-driven dispatch or encrypted configuration
settings is the focus of false negatives, and neither a dependable trigger nor a clear capability chain is visible in
the static call graph.

The localisation findings indicate whether the classifier generates plausible evidence. The suggested model's
top-1, top-5, top-10, and top-20 recall rates are 61.2%, 81.9%, 89.6%, and 94.1%, respectively. Vanilla Perceiver
reaches 52.6%, 74.8%, 83.5%, and 90.2%, whilst GAT reaches 44.7%, 69.5%, 78.3%, and 86.0%. The biggest
improvement is shown between the top-1 and top-5; several implanted backdoors spread command execution,
authentication bypass, and trigger parsing throughout nearby processes. The analyst's search is narrowed from
a median of 612 functions to five options in 81.9% of positive firmware images, and the graph-consistency term
maintains these routines near in the ranking. When compared to normalised semantic representations, previous
cross-instruction-set experiments have demonstrated a weaker transfer of lexical opcode properties [27].
Research on domain generalisation has demonstrated that all task-relevant structure is lost in the absence of
domain information [28]. Future audited evaluations must also distinguish injection families from product
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families because there is still a residual risk that localisation oversight may favour injection templates if the
controlled corpus lacks naturally evolved backdoors.

Figure 5 resolves graph-size sensitivity and cross-architecture behaviour. Leave-one-architecture-out macro-F1
values are 97.2% for ARM, 96.6% for MIPS, 97.5% for x86, 96.3% for PowerPC, 96.8% for RISC-V, and 96.9% for
Xtensa, according to the radar profile in Figure 5(a). Since the 1.2-point range is significantly smaller than the
88.9-92.1% range of GAT and the 92.7-95.1% range of vanilla Perceiver, it suggests more uniform transfer rather
than an advancement in a dominant architecture. Figure 5(b) illustrates the declines in ESPI-FBD from 97.6% for
seen families to 96.9% for unseen families, Transformer from 94.1% to 91.7%, and opcode SVM from 83.8% to
73.4%. The architecture condition preserves calling-convention information that would be lost with total domain
erasure, and operation-family normalisation lessens vocabulary reliance. Token retention is probably the issue
for very large images since, as Figure 5(c) illustrates, the positive confidence is still separated by roughly 4,500
functions but overlaps more strongly at the 6,000-token limit.

(a) Leave-one-architecture-out F1 (b) Seen-to-unseen transfer gap
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Figure 5. Cross-architecture and scale generalization. (a) Leave-one-architecture-out F1; (b) seen-to-unseen transfer gap [slope graph]; (c)
graph size versus confidence [hexbin density].

Ablation, Robustness, and Deployment Efficiency

The suggested interfaces and various failure possibilities are represented by component removal in Figure 6. The
waterfall in Figure 6(a) begins with a macro-F1 of 97.6% and drops by 2.7 points without typed edge bias, 1.8
without salience-seeded latents, 1.4 when mean pooling is used in place of the dual query, 1.2 without
architecture conditioning, 0.8 without graph consistency, and 0.5 without latent diversity. Therefore, the
majority of firmware discrimination is caused by edge bias, while the smaller diversity effect only lessens
redundant latent utilisation. The top-10 localisation recall is arranged differently in Figure 6(b): the entire model
yields 89.6%, no salience seeding yields 83.1%, no localisation loss yields 72.4%, and no graph consistency yields
85.7%. Salience seeding safeguards uncommon candidates prior to decoding, and direct function supervision
serves as the main source of actionable rankings. The contour surface peaks around 128 latents and six layers,
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as seen in Figure 6(c); 256 latents added just 0.2 points with a 62% increase in memory, while 64 latents underfit
large graphs at 95.9% F1.

(a) Ablation contribution waterfall (b) Localization ablation with seed range
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Figure 6. Component ablation and capacity sensitivity. (a) Macro-F1 contribution; (b) top-10 localization recall; (c) validation F1 over latent
count and depth.

For the purpose of evaluating robustness, perturb the recovered graph during testing. If you randomly remove
5%, 10%, 20%, and 30% of the edges, the corresponding macro-F1 scores are 97.6%, 97.1%, 96.5%, and 94.8%.
Uncertain indirect edges are preferentially eliminated by confidence-weighted deletion, with reductions as
modest as 0.2, 0.6, 1.5, and 3.1 at the same rates. Because it generates false capability routes, adding bogus
calls at a high rate is more detrimental: A 95.8% F1 is produced by 10% random insertion, and 90.7% by 30%.
Weak candidates can be eliminated using typed confidence, but systematic misrecovery cannot be corrected for.
F1is only 0.9 points altered by instruction obfuscation through register renaming and block reordering; import
concealing lowers it by 2.4 points due to the loss of explicit capability proof. The figures demonstrate that all
deployment reports should include information on graph-recovery quality in addition to model performance.
Localisation supervision has been suggested in previous research on multiple-task security models to improve
the usefulness of the image-level alarm [29]. When the latent capacity surpasses the variety of task-relevant
parameters, existing latent-bottleneck studies find diminishing returns [30].

Figure 7 compares engineering cost and robustness. As 0-30% of the recovered edges are eliminated, the
deletion curves in Figure 7(a) decrease monotonically; at 20% deletion, ESPI-FBD has an F1 score of 94.8%, Graph
Transformer has 90.5%, GAT has 86.2%, and vanilla Perceiver has 91.7%. A reduction of less than 20% implies
that the classifier is unable to compensate for missing call structure, while a smaller drop suggests that the
confidence-weighted relation inputs provide redundancy. The median latency is 8.9 ms for fewer than 500
functions, 14.2 ms for 500-1,500 functions, 23.6 ms for 1,500-3,000 functions, and 39.8 ms for 3,000-6,000
functions, as shown in Figure 7(b). The corresponding interquartile ranges of 1.7 ms, 2.9 ms, 4.8 ms, and 7.1 ms
show rising extraction and transfer variability.
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(a) Robustness under call-edge deletion (b) Latency distribution by graph size
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Figure 7. Robustness and deployment efficiency. (a) F1 under edge deletion; (b) latency by graph-size bin.

In comparison to GAT (88.7 ms and 1.92 GB) and graph Transformer (143.5 ms and 3.41 GB), ESPI-FBD has a
median latency of 61.4 ms and 1.36 GB of resident memory at the corpus median graph size, according to a CPU
deployment test on a 16-core edge server. The macro-F1 changed from 97.6% to 97.2%, while INT8 quantisation
lowers latency to 39.6 ms and memory to 0.94 GB. Because the firmware admission control is request-driven,
batch size one is employed; alternatively, batching eight images would boost throughput from 16.3 images/s to
63.7 images/s but increase p95 latency from 94 ms to 238 ms. An offline repository scanner can employ batching;
however, an update gateway is unbatched because it needs a relatively quick response time. The threshold
selection is more practical than simply statistical because the 2.15% false-positive rate is equivalent to around
22 analyst reviews per thousand benign submissions. Memory scaling was found to be a limitation for whole-
program analysis in the first effective graph-learning study [31]. Confidence-aware handling is preferred over
interpreting uncertain recovery as validated structure in current research on noisy program graphs [32].

Where the additional data will be most useful is shown by error stratification. By keeping nearly all of the
imported capabilities and concise call pathways, images with fewer than 200 functions achieve a 98.4% F1.97.9%,
97.1%, and 95.8% have been attained in the 200-1,500, 1,500-3,000, and 3,000-6,000 ranges, respectively.
Symbol-rich photos had a score of 98.1%, whereas stripped images received a score of 95.9%. The recall rates
for backdoors created through explicit process creation are 98.6%, covert network-service registration is 97.4%,
authentication bypass is 95.1%, and configuration-triggered logic is 91.8%. Instead of calling topology, the final
category frequently encodes its trigger in the data. Combining call graphs with data-reference or string-
decryption graphs is therefore a tangible extension; nevertheless, this should be considered a new input mode
rather than deduced from the current illustrative numbers.

The acceptance criteria for actual operation are also established via deployment analysis and ablation. The
unpacking success, disassembly coverage, recovered direct and indirect edge counts, token-retention ratio for
capped graphs, inference software versions, and threshold calibration date should all be documented in a
production run. A confident neural output cannot cover missing executable portions; hence the graph recovery
will be considered invalid if it is outside the predetermined coverage boundary. Arise in calibration error without
a corresponding decline in ranking may indicate probability drift, while concurrent degradation of simultaneous
localisation and classification suggests a new backdoor mechanism or systematic graph extraction failure. Model
monitoring should keep an eye on the architecture mix and product-family novelty. The final paragraph
purposefully concentrates on operating circumstances rather than summarising the complete job, and evidence
integrity is also necessary for deployment quality.

Operationally, the scanner should abstain when unpacking coverage or graph-recovery quality falls outside the
predefined acceptance range. The firmware should then be reprocessed with an alternative extraction
configuration; persistent failures and calibrated high-risk alerts should be escalated to an analyst together with
the recovered functions, call paths, confidence values, model version, and calibration date.

An operational trade-off is also demonstrated by threshold stress testing. The example false-positive rate
decreases from 2.15% to 1.31% when the decision threshold is moved from 0.50 to 0.65, but recall decreases
from 96.5% to 93.8%; recall rises to 98.1% and the false-positive rate jumps to 3.74% at 0.35. After manually
reviewing flagged photos, the vendor submission site may utilise a 0.65 threshold; packages that are refused
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may be resubmitted. A safety-critical update pipeline might have more triage and a lower threshold. Only when
at least 200 labelled validation photos are available can product-specific calibration be applied; otherwise, a
global calibrated threshold prevents high-variance local estimations. Additionally, the localisation queue can be
changed. Examining the 10 functions captures 89.6% of the marked backdoor locations; expanding the queue to
twenty enhances recall by 4.5 points, but the analyst's inspection time is almost doubled. To help replicate the
cause of passing or failing in a subsequent incident inquiry, log these choices alongside the model version.

The indicators' seed-level differences are tiny and erratic. Macro-F1 ranges from 97.2% to 97.9%, precision-recall
area from 98.0% to 98.6%, and top-10 localisation recall from 87.9% to 91.0% over the course of the five example
runs. Because each image has a label, the classification spread is less, and localisation depends on which unusual
backdoor pathways appear in each training batch and requires a smaller annotated set. For macro-F1, bootstrap
resampling across product families offers a 95% interval of 96.8-98.1%; resampling individual photos results in
an artificially tiny interval of 97.2-98.0% due to the correlation between releases within a product. Therefore, a
fair uncertainty statement is the product-level interval. F1 decreases to 96.8%, 95.2%, and 91.6%, respectively,
and localisation recall decreases more quickly to 87.1%, 82.0%, and 70.8% when the training corpus is lowered
to 75%, 50%, and 25%. Thus, more function annotations should be included with image labels to enhance the
evidence basis for analysts. Therefore, rather than just providing the best checkpoint, a true study should publish
seed values and product-clustered intervals.

Conclusion

ESPI-FBD is an edge-semantic Perceiver |0 architecture for detecting firmware backdoors from binary function
call graphs. It constructs architecture-normalized tokens from recovered functions and typed calls, allocates a
fixed latent workspace through risk-aware input reading, integrates long-range behavioral evidence with latent
self-attention, and uses separate output queries for firmware classification and suspicious-function ranking. This
design addresses the asymmetry between large benign graphs and the small number of caller-callee relations
that may expose a concealed execution path. The proposed methodology also links each architectural
component to a corresponding evaluation of detection, localization, robustness, calibration, or deployment
behavior.

Several limitations remain. Static call graphs are incomplete when packed code is not fully recovered, indirect
targets depend on runtime data, or triggers are encoded in configuration values rather than explicit calls. Weak
localization labels may bias the query decoder toward annotation conventions, and controlled injections may
not represent the diversity of naturally occurring backdoors. A fixed token cap can omit useful context in very
large firmware images, while architecture normalization cannot eliminate differences in calling conventions,
compiler optimization, and vendor libraries. In addition, a threshold calibrated for one repository should not be
assumed to transfer to another deployment population.

Future work will first extend the static representation with data-reference, string-use, and interprocedural
control-dependence relations while retaining bounded latent computation. Selective dynamic queries can then
request runtime evidence only for ambiguous static cases. A stronger evaluation should include product-disjoint
temporal splits, naturally occurring backdoors, independently verified firmware, new vendor toolchains and
processor families, and blinded analyst assessment of the ranked functions. These steps would move the
research prototype toward a traceable firmware-screening component that can be reproduced, reverse
engineered, monitored, and integrated into operational workflows.
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