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Abstract. This study develops a physics-informed Diffusion Policy Transformer for DNS tunnel traffic discovery in encrypted, 
mixed, and low-rate network scenarios. The method addresses the difficulty of identifying covert DNS behavior when single 
query records contain only weak evidence. Query length, label entropy, answer code, time interval, packet direction, host-
domain persistence, resolver path, TTL variation, NXDOMAIN ratio, and domain-structure characteristics are encoded as 
protocol-physical descriptors. In this context, physical information refers to DNS protocol legality and operational traffic 
constraints rather than mechanical laws. A Transformer encoder learns long-range host-domain session dependencies, and 
a conditional diffusion module iteratively denoises the latent tunnel-risk state before adaptive threshold calibration produces 
analyst-facing warning grades. Experiments are conducted on a simulated enterprise DNS monitoring dataset containing 
210,000 DNS query records, 31,600 host-domain sessions, and 36 protocol-physical characteristics. Compared with rule 
filtering, random forest, BiLSTM, Transformer, and non-physical diffusion baselines, the proposed model raises tunnel F1 
from 0.884 to 0.932, improves low-rate tunnel recall from 81.6% to 90.7%, and reduces false alarms by 23.4%. Ablation 
results indicate that protocol-constraint encoding and diffusion calibration are the main sources of robustness. The study 
remains limited by its simulated data and should be validated with privacy-preserving enterprise DNS logs, multi-resolver 
deployments, and adversarial tunnel tools. 
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Introduction 
For practically all corporate networks, DNS is an indispensable service. The same availability that makes DNS 
necessary for routine operation also makes it attractive for covert communication. DNS tunnelling can conceal 
command transmission, data exfiltration, malware callbacks, and policy-bypass traffic inside domain-name 
queries and responses. Such traffic is rarely a simple mass of obvious malicious packets. Instead, it may appear 
through long labels, unusual character distributions, irregular timing, non-standard response behavior, and 
repeated host-domain contact. Early work on network intrusion shows that traffic analysis must combine 
statistical cues with sequence behavior because malicious activity often differs only slightly from normal traffic 
[1]. DNS tunnel identification research further indicates that domain syntax, query frequency, and response-
code behavior provide useful evidence without payload inspection [2]. The problem is especially difficult in 
business networks that also contain cloud services, content delivery networks, telemetry agents, and software 
update systems [3]. Therefore, an effective detector must identify abnormal protocol behavior without treating 
every unusual domain as a tunnel. 

Blacklists, regular expressions, entropy thresholds, and fixed-interval rules are the earliest forms of DNS security 
monitoring. These methods are easy to deploy, but they often fail when tunnel tools imitate legitimate naming 
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behavior or when benign services produce long, machine-generated labels. Machine-learning approaches have 
improved detection by using handcrafted DNS features, domain embeddings, temporal models, and graph-
based host-domain relations [4]. Nevertheless, many models still treat DNS logs as ordinary tabular entries and 
do not preserve protocol constraints. A long domain label, short query interval, or high NXDOMAIN ratio has a 
different meaning when considered with host persistence, query type, resolver route, and response regularity. 
Encrypted and covert communication studies show that temporal context and protocol-aware feature 
construction are necessary when packet contents cannot be inspected [5]. Transformer models can learn long-
range dependencies [6], but they may overfit to local resolver or naming patterns if protocol evidence is not 
separated from noise. 

Another way to improve stability is diffusion policy modeling. A conditional diffusion process iteratively denoises 
a latent risk representation rather than producing one deterministic score from a noisy traffic window. This is 
useful for DNS tunnel discovery because evidence is often fragmented: one short window may show abnormal 
label entropy but little persistence, while another may contain repeated queries with only mild character 
irregularity. Han et al. [7] showed that iterative reconstruction can improve uncertainty handling in complex 
time-series anomaly settings. Gu et al. [8] demonstrated that decision outputs can be adjusted under operational 
restrictions. In DNS security monitoring, the model must therefore detect suspicious sessions while considering 
false-alert cost, resolver instability, and analyst review capacity. Dasari et al. [9] and Talpini et al. [10] also 
showed that security-learning systems are more useful when detection results are linked to interpretable 
protocol evidence rather than hidden scores. 

This study proposes a Diffusion Policy Transformer model for DNS tunnel traffic discovery that is informed by 
physics. The DNS tunnel risk and the need for protocol-aware sequence modelling are discussed in the first 
section. The second includes diffusion policy calibration, Transformer-based sequence learning, encrypted traffic 
analysis, and DNS tunnel identification. Diffusion denoising, Transformer encoding, protocol-physical feature 
generation, and dynamic risk assessment methods make up the third. The fourth is model assessment using 
simulated enterprise DNS traffic, which displays deployment interpretations, robustness, boundary cases, 
ablation outcomes, detection performance, and dataset proof. The study's limitations and conclusion are 
covered in the fifth part. 

Related Work 

DNS Tunnel Detection and Covert Traffic Analysis 

Instead, then using rules to detect DNS tunnelling, statistics and sequence analysis are now used. Domain length, 
label count, entropy, query type, and request frequency were the initial categories of indications. Because the 
tunnel tool frequently adds a domain label or generates several subdomains, the characteristics are still 
applicable. Lexical and behavioural characteristics can differentiate many tunnel traces from regular resolution 
traffic, according to research on DNS anomaly detection [11]. But in the current network, the same 
characteristics are untrustworthy. Long or irregular domain strings can also be produced by telemetry platforms, 
security solutions, content-delivery domains, and service-discovery traffic. As a result, tunnel identification must 
take into account the query text as well as the host, resolver, response, and time frame interactions. 

The analysis of encrypted traffic is part of covert channel detection. The model uses information, timing, packet 
size, and protocol state to infer malicious activity while packet payloads are concealed. Sequence length, 
direction, interval, and burst form can be utilised to determine application activity, according to studies on 
encrypted traffic categorisation [12]. Although DNS tunnelling has more specific protocol limits, it has the same 
feature. The query type, response code, domain hierarchy, and resolver behaviour are the elements of a DNS 
query and response. Ignoring this structure might lead detection algorithms to mistake innocuous machine-
generated domains for exfiltration routes. Character statistics must be integrated with host-level persistence 
and temporal recurrence, according to research on malware communication and domain-generation analysis 
[13]. 

To solve this issue, time-series charts and graphs have been introduced. Sequence models learn query bursts 
and session progression, whereas host-domain bipartite graphs display recurring contact patterns. Relational 
evidence can increase the detection rate for a single domain with a limited data history, according to research 
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on botnet and domain reputation systems [14]. Because they require enough previous connections, graph-only 
approaches could react slowly to novel tunnel patterns. Although time-series approaches are more responsive, 
valid bursty service may cause false warnings. Thus, DNS tunnel finding is seen as an issue in protocol-physical 
sequences in this article. To help the system recognise when several weak signals create a regular tunnel shape, 
keep lexical, temporal, host-domain, response, and resolver evidence in distinct channels prior to fusion. 

Transformer, Diffusion Policy and Physics-Guided Security Learning 

Since attention may link distant objects without the need for recurrent memory, transformer architectures are 
becoming more frequently utilised for long-range sequence modelling. When a tunnel appears as several little 
DNS enquiries instead of a single huge packet, network traffic analysis might be used to identify it. Attention 
models are able to capture both session-level and burst-level activity, according to traffic categorisation studies 
[15]. But attention is also not the ultimate solution. The model will pick up business naming standards or dataset-
specific resolver styles if it simply learns the surface-level artefacts. By incorporating domain information as 
feature restrictions, consistency checks, or supplementary losses, physics-guided learning tackles this issue. In 
DNS monitoring, "physical information" refers to operational standards and protocol-legal frameworks rather 
than actual physical mechanics. 

A denoising technique for generative model adaption in decision calibration may be introduced using diffusion 
models. The model begins with a noisy latent risk state and repeatedly reconstructs a smoother state based on 
DNS data, as opposed to immediately translating the observed feature vector to a risk score. Research on 
diffusion-based time-series models demonstrates that iterative denoising outperforms single-step predictors in 
handling missingness and uncertainty [16]. The assault evidence is frequently fragmented, and it is appropriate 
for cybersecurity. A tunnel operator can add legitimate DNS requests, pad the label length, randomise characters, 
and lower the query frequency. By continually verifying if the candidate risk state is consistent with the 
procedure and physical evidence, the conditional diffusion strategy can stabilise the final conclusion. 

Calibration is also necessary for operationally necessary decisions. Users will stop trusting a high-recall detector 
if it generates too many false warnings. Actual efficacy is impacted by alarm quality, interpretability, and review 
burden, according to research on machine learning security implementation [17]. Predicted probabilities should 
match empirical risk levels, according to research on model calibration [18]. The process of processing a score 
close to the threshold differently depending on traffic persistence, response-code regularity, and business-
service context is known as DNS tunnel discovery calibration. Another way to include false-alert cost and review 
capacity is by constrained decision learning [19]. This research combines protocol-physical calibration, diffusion-
based denoising, and transformer sequence encoding to obtain high-accuracy and operationally interpretable 
detection findings [20]. 

Physics-Informed Diffusion Policy Transformer 

Protocol-Physical Feature Construction 

In the simulated business DNS monitoring scenario, there are 210,000 DNS query records and 18,400 unique 
domains for the 2,700 internal hosts. Set a 2-minute sliding step, employ a 10-minute frame, and arrange the 
records into 31,600 host-domain sessions. Each session contains 36 protocol-physical attributes, including query 
length, maximum label length, label count, character entropy, vowel-consonant ratio, digit ratio, query type, 
response code, TTL variation, response size, query interval, burst count, resolver path, host persistence, domain 
reuse, and NXDOMAIN ratio. Since DNS tunnelling often mixes syntax, time, resolver, and response behaviour, 
these variables are not utilised as the standalone columns. The model learns when a few mild symptoms create 
a continuous tunnel pattern, and feature design can keep these channels apart prior to fusion. 

𝑥𝑥𝑡𝑡 = [𝑙𝑙𝑡𝑡 , 𝑒𝑒𝑡𝑡 , 𝑞𝑞𝑡𝑡 , 𝑟𝑟𝑡𝑡 ,Δ𝑡𝑡𝑡𝑡 , ℎ𝑡𝑡 ,𝑑𝑑𝑡𝑡] Eq.(1) 
Label-length evidence, entropy evidence, query-type evidence, response evidence, time-interval evidence, host 
evidence, and domain evidence are all included in the observed DNS state at time t. The working content of 
every protocol channel is still included in this form, which is short enough for ongoing monitoring. This vector is 
captured for every query event in the simulated monitoring set prior to host-domain aggregation, allowing 
subsequent sequence modelling to link a warning score to a particular DNS activity. 
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𝐸𝐸𝑙𝑙(𝑡𝑡) = −�  
𝑐𝑐∈𝐶𝐶

𝑝𝑝𝑡𝑡(𝑐𝑐) ⋅ log(𝑝𝑝𝑡𝑡(𝑐𝑐) + 𝜀𝜀) Eq.(2) 

The uncertainty of the distribution over labels is represented by the entropy term. When a character is absent, 
numerical instability is prevented by a little constant. The dataset's benign corporate service labels typically 
range from 2.10 to 3.85, and once payload-like strings are inserted into subdomains, simulated encoded tunnel 
labels sometimes surpass 4.20. Because some legitimate cloud names additionally include tracking tokens, 
random cache keys, or compressed identifiers, this value should still be used with caution. 

𝐵𝐵𝑡𝑡 = 𝜎𝜎(𝑎𝑎1𝐿𝐿𝑡𝑡 + 𝑎𝑎2𝐸𝐸𝑙𝑙(𝑡𝑡) + 𝑎𝑎3𝑁𝑁𝑡𝑡 + 𝑎𝑎4𝑅𝑅𝑡𝑡) Eq.(3) 
The burst-suspicion score is constructed from domain length, entropy, NXDOMAIN ratio, and repeated response 
behavior. The score is not a final decision. It is a physical cue that helps the model distinguish a short abnormal 
burst from persistent DNS tunneling. A higher value therefore means that several protocol symptoms occur 
together, not merely that one domain name appears unusual. 

𝑧𝑧𝑡𝑡 = 𝑊𝑊𝑝𝑝[𝑥𝑥𝑡𝑡 ,𝐵𝐵𝑡𝑡 ,𝑃𝑃𝑡𝑡] + 𝑏𝑏𝑝𝑝 Eq.(4) 
Protocol-physical evidence and persistence state are mapped to the model input token during the projection 
stage. Host-domain persistence is measured by repeated interaction frequency across four consecutive windows 
in the simulated data, so an extended covert channel is not represented as a single unusual lookup. The workflow 
from raw DNS records to calibrated tunnel warnings is depicted in Figure 1. The process includes session 
grouping, protocol evidence generation, sequence token construction, Transformer context learning, diffusion 
denoising, adaptive threshold calibration, and analyst-facing warning output. also emphasizes that lexical, 
temporal, host-domain, resolver, and response evidence are retained as interpretable channels rather than 
being collapsed into an opaque score at the beginning. 

 
Figure 1. DNS tunnel discovery workflow based on protocol-physical evidence and diffusion policy calibration. 

Diffusion Policy Transformer and Risk Calibration 

After building the protocol-physical characteristics, a Transformer encoder is utilised. Eight attention heads, four 
attention layers, a maximum sequence length of 128 tokens, and a hidden size of 192 are all features of the 
model. Instead of creating a single clear request, the encoder joins distant DNS requests in a host-domain session 
to disperse suspicious evidence across many minutes over a low-rate tunnel. Thus, attention functions as short-
term memory. It can assist the model in comparing resolver-path behaviour, response-code instability, time 
recurrence, and repetitive subdomain modifications in nearby windows. The feature tokens reach the 
Transformer context layer before to diffusion denoising and calibrated warning generation in this design. 

𝐻𝐻 = Transformer(𝑧𝑧1, 𝑧𝑧2, … , 𝑧𝑧𝑇𝑇) Eq.(5) 
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Context-aware DNS representations are produced using the Transformer encoder. These attention weights may 
then be utilised as explanatory evidence to ascertain whether the model concentrated on irregular timing, high-
entropy labels, or recurrent response failures. Because benign services could only have one isolated aberrant 
characteristic and low-rate tunnels frequently spread the evidence across several windows, a Context Layer is 
necessary. 

𝑢𝑢𝑘𝑘 = 𝛼𝛼𝑘𝑘𝑢𝑢0 + (1 − 𝛼𝛼𝑘𝑘)𝜀𝜀𝑘𝑘 Eq.(6) 
The diffusion policy uses a noisy latent risk state. During training, tunnel-risk labels and protocol context are 
gradually distorted so that the model learns to recover a stable risk state from incomplete DNS evidence. Rather 
than adding arbitrary noise and dropping features without structure, the training process aligns the recovered 
risk state with host-domain session evidence. This makes the denoising step useful for low-rate tunnels, where 
no single query may exceed a hard alert level. The diffusion output is therefore not merely a generated sample; 
it is a calibrated latent representation that supports a tunnel-risk score and a warning grade. 

𝜀𝜀𝜃𝜃 = 𝐷𝐷𝜃𝜃(𝑢𝑢𝑘𝑘,𝐻𝐻, 𝑘𝑘) Eq.(7) 
Given the Transformer representation and diffusion step, the denoising estimator forecasts the noise 
component. The deployment latency falls inside the DNS monitoring timeframe since the model uses 50 
denoising steps for training and 8 accelerated steps for inference. As a result, the security gateway has to be 
configured to a short time since it cannot wait for a long sample chain to send a warning. 

𝑠𝑠 = 𝑀𝑀𝑀𝑀𝑀𝑀(𝑢𝑢0 − 𝐻𝐻𝑐𝑐) Eq.(8) 
The scoring head converts the denoised risk state and session context into a tunnel score. On the simulated 
workstation, average inference latency is 6.8 ms per session; on an embedded security gateway profile, it is 18.4 
ms, which is still below the 2-minute aggregation interval. The score is stored with the strongest contributing 
protocol cues so that later review can distinguish lexical, temporal, and resolver-side evidence. 

𝜏𝜏𝑡𝑡 = 𝜏𝜏0 + 𝜆𝜆1𝐹𝐹𝑡𝑡 + 𝜆𝜆2𝑉𝑉𝑡𝑡 − 𝜆𝜆3𝑃𝑃𝑡𝑡  Eq.(9) 
The decision threshold is adapted according to host-domain persistence, recent score variation, and false-alert 
pressure. This stage connects the model score with operational review needs. A suspicious but isolated high-
entropy domain may be retained as monitor-grade evidence, while persistent entropy, repeated label mutation, 
response-code instability, and resolver irregularity can raise the same traffic to suspect or urgent status. The 
internal model structure is shown in Figure 2, including feature tokens, Transformer context, diffusion denoising, 
threshold calibration, and analyst-facing explanation output. clarifies that the final warning is not produced by 
a single lexical rule but by calibrated sequence evidence. 

 
Figure 2. Internal structure of the physics-informed Diffusion Policy Transformer. 
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Experiments and Discussion 

Dataset Composition and Protocol Evidence 

Set up the experimental dataset to assess tunnel discovery in the following scenarios: burst tunnel traffic, low-
rate tunnel traffic, cloud service traffic, software update traffic, telemetry traffic, and mixed-mode tunnel 
behaviour. Figure 3 displays DNS evidence and dataset makeup. Figure 3(a) displays the distribution of traffic 
sources, with benign service traffic accounting for the greatest percentage. In order to create a class imbalance 
akin to that in security monitoring, tunnel sessions are purposefully restricted below 12.0%. Figure 3(b) displays 
label-length intervals; some benign cloud domains overlap with worrisome long-label ranges. The groups of 
NXDOMAINs, which are separated into regular search failures and recurring failure patterns because of shifting 
encoded subdomains, are displayed in Figure 3(c). Figure 3(d) displays host-domain persistence groups; a 
persistent repeated contact is a more reliable signal than an anomalous domain string. 

 
Figure 3. Dataset composition and DNS protocol evidence. (a) Traffic-source categories. (b) Label-length intervals. (c) NXDOMAIN ratio 

groups. (d) Host-domain persistence levels. 
 

The four evidence perspectives demonstrate why protocol-physical construction is needed. A detector based 
only on domain entropy can easily flag harmless cloud-service names, while a detector based only on response 
failure can miss tunnels that receive valid authoritative replies. The dataset therefore contains overlapping 
benign, ambiguous, and malicious sessions rather than a clean signature problem. Resolver diversity also 
increases difficulty. The same suspicious domain pattern may pass through an internal resolver, a public resolver, 
or a cached enterprise forwarder, and each route can create different latency and failure behavior. These fields 
prevent the detector from learning a narrow laboratory trace and force it to combine lexical, temporal, resolver, 
response, and persistence evidence. 

Another rationale for a temporal frame is distribution. The same host-domain pair may still exhibit unusual 
persistence over several windows, but a tunnel can lower the request rate and make each individual query look 
plausible. Adversaries frequently lower the visual intensity to evade rate criteria, according to research on covert 
traffic [21]. In the simulated traffic, burst tunnels contain more than 45 suspicious enquiries every 10-minute 
window, whereas low-rate tunnel sessions have fewer than 18. The model should be able to distinguish between 
the two modes and avoid confusing them with telemetry agents or update servers. 
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The host group and time period are used to divide the dataset. Seventy percent of sessions are used for training, 
10% for validation, and 20% for testing, but host groups and tunnel tools are not evenly repeated across all 
subsets. This design reduces leakage from recurring host-domain pairs. Random splits may overstate 
generalization when similar sessions occur in both training and testing, as noted in network intrusion evaluation 
research [22]. After host-domain aggregation, the dataset contains 22,640 benign or ambiguous sessions and 
8,960 simulated tunnel sessions. Among tunnel sessions, 25.3% are mixed-mode, 33.2% are burst-like, and 41.5% 
are low-rate. Because attacks are uncommon in enterprise traffic, the assessment reports low-rate recall, false-
alert rate, calibration error, review workload, and F1 score. 

Detection Performance and Boundary Cases 

The top-level detection results are shown in Figure 4. Figure 4(a) compares F1 scores for rule filtering, random 
forest, BiLSTM, Transformer, diffusion without physical restrictions, and the proposed model. The strongest 
baseline reaches 0.884, while the proposed model achieves 0.932. Figure 4(b) reports low-rate tunnel recall and 
shows that diffusion calibration recovers modest but persistent evidence from neighboring windows. 
Interpretable temporal fusion research supports the use of calibrated time-varying evidence in the warning 
curve [23]. Figure 4(c) reports the false-alert rate, showing that many baseline errors come from cloud-service 
domains. Protocol-physical calibration reduces these warnings by 23.4%. Figure 4(d) reports score calibration 
error, indicating that the proposed model is better aligned with observed risk near the warning boundary. 

 
Figure 4. Detection performance and calibration comparison. (a) Overall F1 score. (b) Low-rate tunnel recall. (c) False-alert rate. (d) Risk-

score calibration error. 
 

Table 1 compares the representative DNS tunnel detection approaches using explicit numerical indicators rather 
than qualitative descriptions alone, including overall F1, low-rate tunnel recall, false alerts per 100 sessions, and 
expected calibration error. Rule filtering records the weakest overall F1 of 0.762, a low-rate recall of 67.5%, and 
9.8 false alerts per 100 sessions, showing that fixed lexical thresholds are not reliable when benign cloud or 
telemetry domains resemble tunnel labels. Random forest, BiLSTM, and Transformer baselines gradually 
improve F1 to 0.817, 0.851, and 0.884, while reducing false alerts to 7.6, 6.4, and 5.8, but their calibration and 
low-rate recall remain limited because weak protocol evidence is not consistently linked across neighbouring 
windows. Diffusion without physical restrictions further raises F1 to 0.898 and low-rate recall to 86.2%, 
indicating that denoised sequence evidence helps recover quiet tunnel behaviour, yet its expected calibration 
error remains higher than the final method. The physics-informed Diffusion Policy Transformer obtains the best 
values, with 0.932 F1, 90.7% low-rate recall, 4.4 false alerts per 100 sessions, and 0.031 expected calibration 
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error, demonstrating that entropy, NXDOMAIN behaviour, host-domain persistence, temporal attention, 
diffusion uncertainty, and calibrated thresholds jointly improve detection reliability and analyst triage value. 

Table 1. Operational comparison of representative DNS tunnel detection approaches. 

Approach Overall 
F1 

Low-rate 
recall (%) 

False alerts / 
100 sessions ECE Main evidence Review role 

Rule filtering 0.762 67.5 9.8 0.086 Length, entropy, response 
code Fast coarse screen 

Random forest 0.817 72.8 7.6 0.071 Handcrafted DNS statistics Local-feature 
baseline 

BiLSTM 0.851 78.4 6.4 0.063 Sequential query features Temporal baseline 

Transformer 0.884 81.6 5.8 0.052 Token and session context Sequence 
baseline 

Diffusion without physical 
restrictions 0.898 86.2 5.2 0.045 Denoised neighbouring-

window evidence 
Denoising 
baseline 

Physics-informed Diffusion 
Policy Transformer 0.932 90.7 4.4 0.031 Entropy, NXDOMAIN, 

persistence, uncertainty 
Deployable 

warning model 

 

The findings indicate that accuracy is inadequate for the DNS tunnel detection task. Although a model performs 
badly in low-rate sessions, it can accurately detect visible high-entropy tunnels. Research on traffic 
categorisation in transformer-based networks has demonstrated that sequence context enhances encrypted 
traffic recognition [24]. Cross-window dependency can improve recognition by dispersing the target behaviour 
throughout time, according to sequence-prediction research [25]. The long-range session dependency and over-
sensitivity to a single anomalous token in diffusion denoising can be addressed by the suggested solution for the 
reasons mentioned above. The suggested model has improved the most in sessions where no inquiry surpassed 
the hard alert level, according to a detailed examination of the recall curve. These windows' biggest labels, on 
average, are just 47.6 characters long, and they overlap with content-delivery and software telemetry traffic. 
Joint entropy, frequent label mutations, response code instability, and host-domain persistence all point to a 
valuable signal. Before comparing this weak evidence to the adaptive threshold, the diffusion policy aims to 
lessen its influence. Consequently, the alert relies more on a recurring protocol pattern than on a single 
abnormally lengthy label. 

The boundary-case analysis is as follows: Figure 5. Handcrafted criteria are unreliable because benign cloud-
service traffic and tunnel traffic overlap in the entropy-length plane, as shown in Figure 5(a). The distribution of 
attention across sessions is shown in Figure 5(b); the model gives more weight to repeated anomalous labels 
than to single rare strings. Research on the statistical properties of standard and non-standard data explains why 
border DNS sessions need separate handling [26]. Figure 5(c) shows the analyst-review categories: true tunnel, 
suspect but benign, resolver artifact, and insufficient-evidence sessions. These categories show that not all 
questionable scores need to be reported immediately as urgent. 

The border scenario illustrates a deployment issue. High-entropy subdomains are created by certain benign 
services for load balancing, caching, and tracking. They will be classified as tunnel-like by a purely lexical model. 
By identifying if entropy, response behaviour, and persistent movement occur together, the model will lower 
the error. Research on attack detection [27] demonstrates that integrating contextual and local indicators 
enhances identification; DNS boundary-session separation follows suit. The score will be lowered if the label is 
erratic yet the host interaction is short and the resolver response is steady. The diffusion policy will sustain a 
high-risk condition if the label is erratic, recurring, and linked to an aberrant response pattern. Additionally, the 
analyst-review categories explain why each questionable score shouldn't immediately trigger a significant 
warning in a model. Resolver-path inspection identified 6.7% of the examined sessions in the simulated test set 
as suspicious but benign. The majority of these instances involve load-balancing names, endpoint management 
agents, or update services that generate subdomains that resemble machines. Many of these situations are 
assigned to the monitor grade rather than the urgent grade by the calibrated warning layer. This method 
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preserves the raw evidence for future cross-referencing with endpoint logs, firewalls, proxy records, etc., 
without setting off an alert. 

 

 
Figure 5. Boundary-case interpretation for DNS tunnel discovery. (a) Entropy-length overlap. (b) Temporal attention concentration. (c) 

Analyst-review categories. 

Ablation, Robustness and Deployment Interpretation 

An ablation study looks like this: Figure 6. deleting the diffusion calibration raises false alarms in noisy traffic, as 
seen in Figure 6(a); deleting the protocol-physical encoding lowers the F1 score by 0.048. Denoising enhances 
unstable-session identification, which is explained by latent-representation intrusion detection studies [28]. The 
suggested model's F1 score remains over 89.0% when the test sample is primarily composed of low-rate tunnels, 
but the Transformer baseline drops below 84.0%. The resilience under missing metadata, resolver jitter, and 
traffic-rate drop is displayed in Figure 6(b). Protocol encoding, Transformer context, diffusion denoising, and 
adaptive thresholding are all useful and distinct modules, as demonstrated by the experiments. 

 
Figure 6. Ablation and robustness analysis. (a) Module-removal performance. (b) Robustness under DNS monitoring perturbations. 

 
Component-level analysis makes advantage of ablation patterns. Not every anomalous string in the model will 
be handled by the protocol-physical encoder in the same manner. The cost of implementation should be taken 
into account when designing realistic security measures, according to research on safe learning environments 
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[29]. After feature channel organization and categorisation, statistical evidence can secure IoT traffic, according 
to flow-level security study [30]. The diffusion policy stabilises fragmentary information, the Transformer 
provides session memory, and calibration transforms the score into a warning decision that takes false-alarm 
pressure into account. Deployment drift may be detected via robustness testing. The suggested model's F1 score 
decreases by 2.1 percentage points and the Transformer baseline by 5.6 points when 15% of the resolver 
metadata is removed. When timing jitter is introduced, the suggested model remains stable because it relies on 
surrounding sequences and persistence evidence rather than a single exact time window. Diffusion calibration 
will be less precise in a low-traffic area; otherwise, it is impossible to correctly estimate danger from partial 
traces. The findings suggest that this approach is more suited for tracking logs that are obtained from various 
gateways, partially sampled, or delayed. 

The following is the deployment behaviour: Figure 7. The inference latency and review-queue throughput are 
displayed in Figure 7(a). As a result, the model can manage continuous DNS connections without causing the 
monitoring cycle to be delayed. The deployment profile maintains inference under 20 ms per session and 
features a 2-minute sliding update interval. The distribution of warning grades is displayed in Figure 7(b), which 
also distinguishes between the monitor, suspect, and urgent categories. As a result, the Design might delay 
weaker instances for additional correlation and concentrate the analyst's attention on high-persistence, high-
evidence sessions. Therefore, rather of showing the detector as an automated blocker, illustrates the 
relationship between model performance and a human-in-the-loop procedure. 

 
Figure 7. Deployment interpretation for continuous DNS monitoring. (a) Inference latency and queue throughput. (b) Warning-grade 

distribution. 
 

Because DNS tunnel detection is not a binary classification problem, the deployed interpretation is also 
necessary. The business security center's detector must determine which sessions should be observed, which 
should be kept as weak evidence, and which need to be looked into right away. Excessive false alarms lower 
security analysts' reaction quality, according to research [31]. The alert record contains label entropy, maximum 
label length, NXDOMAIN ratio, persistence count, attention focus, diffusion uncertainty, and calibrated 
threshold since research on explainable AI [32] implies that explanations should satisfy the requirements of 
human reasoning. Lastly, decide which is faster and more reliable. At no cost does the suggested model optimise 
for recall. It does not raise an alert for a typical change of company name, but it does eliminate some really weak 
situations when the evidence is insufficient. This trade-off is supported by recent research in calibrated machine 
learning and security monitoring, which demonstrates that a workable detector should be financially possible 
[33]. The prediction system should contain solid facts and an auditable context, according to security 
vulnerability study [34]. All attack possibilities must be addressed in practice, according to research on deep 
cybersecurity modelling [35]. The technique lowers the number of false alarms, increases the low-rate recall, 
and has a strong F1 score. The output will be linked to a multi-level response strategy based on the procedure. 
Analysts are not interrupted by monitor-grade sessions, which are retained for correlation. Entropy, persistence, 
resolver behaviour, and attention focus are added to the review queue in addition to suspicious sessions. Only 
when the calibrated score is consistently high across neighbouring windows do Urgent Sessions initiate an urgent 
domain blocking review or endpoint inquiry. Although this process is somewhat cautious, it satisfies DNS 
defensive cost criteria. If the evidence record does not explain why a session need prompt action, a detector 
that delivers a lot of urgent warnings may have a high recall but lowers confidence. 
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Conclusion 
In this project, create a Diffusion Policy Transformer model for DNS tunnel traffic detection that is guided by 
physics. Diffusion denoising, adaptive threshold calibration, a Transformer-based session representation, 
protocol-physical feature generation, and analyst-facing evidence output are all included in the technique. In 
comparison to the strong baseline method, the model enhanced low-rate tunnel recall to 90.7%, decreased false 
alarms by 23.4%, and increased the tunnel F1 score to 0.932 on the simulated enterprise DNS dataset. 

DNS tunnel discovery is no longer characterised by basic domain-string identification and is now regarded as a 
protocol-aware sequence judgement issue. The query syntax, response behaviour, time, resolver path, and host-
domain persistence should all be encoded separately before being fused. The diffusion strategy, which is 
appropriate for low-rate and evasive tunnel activity, then stabilises the risk state in the presence of weak or 
incomplete data. 

There are still a few restrictions. Because of privacy concerns, actual corporate DNS logs have not been collected, 
and the collection is fictitious. In order to contextualise alarms inside a full-scale assault, future work will link 
DNS tunnel warnings with endpoint telemetry, proxy logs, authentication records, firewall data, and threat 
intelligence. Additionally, the model must be evaluated in multi-resolver environments, DoH and DoT 
deployment situations, adversarial domain padding, undetected tunnelling tools, and extremely low-traffic 
settings where there may not be enough evidence to support the diffusion calibration. The expansions will aid 
in determining if the suggested method remains dependable in an uncontrolled monitoring setting. 
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