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Abstract. The manufacturing of chemicals, pharmaceuticals, and energy materials requires continuous reactors, but early 
anomaly identification in rare-fault situations has proven challenging because of their nonlinear kinetics and high coupling 
of heat and mass transport. A data-augmented diffusion model for process anomaly identification in continuous reactors is 
proposed in this research. The technique creates physically realistic rare-anomaly samples for training an anomaly-sensitive 
temporal discriminator, models multivariate reactor trajectories, and learns a restricted denoising process from normal and 
abnormal operating windows. In comparison to LSTM, Transformer, variational autoencoder, GAN augmentation, and 
oversampling baselines, experiments on continuous reactor process data demonstrate that the suggested method increases 
macro-F1 from 89.2% to 95.1%, improves detection accuracy from 91.4% to 96.7%, and decreases missed detection for 
minority fault modes by 31.8%. The macro-F1 remains above 93.0% in the presence of sensor noise and missing variables, 
according to robustness testing. The results demonstrate that diffusion-based sample augmentation may extend the 
boundaries of a rare abnormality without altering the usual process dynamics; thus, a workable data-centric approach for 
dependable continuous reactor monitoring has been offered. 
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Introduction 
Because of their steady output performance, controlled residence duration, and scalable process quality, 
continuous reactors are widely employed in the manufacture of petrochemical synthesis, pharmaceutical 
intermediates, polymerization, catalytic conversion, and new-generation materials. Even a slight change in any 
one of these factors can have a big effect on the reaction rate, heat generation, conversion, and subsequent 
separation. A continuous reactor typically runs with a continuous feed, heat exchange, agitation, pressure 
regulation, and product withdrawal. As a result, the process anomaly detection system may lower the output of 
off-specification goods, avoid hazardous operational mishaps, and preserve the plant's overall stability. Data-
driven models can acquire complicated operational features that are challenging to explain using first-principles 
models alone, according to recent research on industrial cyber-physical systems and chemical process 
monitoring [1]. The Tennessee Eastman-type system benchmark chemical process has also been studied using 
temporal deep learning, and issues such coupled fault signs in multivariate sensor streams and delayed response 
have been resolved [2]. However, in a continuous reactor, anomalous circumstances such pressure oscillation, 
catalyst deactivation, feed concentration drift, and incipient cooling failure may manifest as slight, transitory 
variations prior to clear threshold breaches [3]. As a result, early detection is more challenging than with a 
straightforward alarm-rule design, and one must differentiate between actual abnormal changes and typical 
monitoring model load variations [4]. 
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The main cause is the anomalous samples' inherent scarcity and unequal distribution. Gather some typical 
operational data over a few months, but the hazardous anomalous trajectories are uncommon, costly to 
replicate, and difficult to purposefully manufacture in a genuine facility. Although they frequently assume linear 
connections, set operating circumstances, or a large number of failure cases, traditional statistical process 
monitoring techniques are nevertheless appropriate for steady Gaussian-like operation [5]. Although 
Transformer-based models, recurrent networks, and deep autoencoders have enhanced non-linear 
representation, they are still heavily reliant on training data coverage [6]. The learnt decision boundary will often 
favor normal operation and high-frequency fault modes when the minority fault classes are underrepresented, 
making it difficult to identify low-amplitude or early-stage abnormalities [7]. Although oversampling techniques 
enhance the number of labels, they may interpolate the samples without taking variable coupling, process 
restrictions, and temporal continuity into account. Although adversarial training can be unstable and may 
provide samples that conform to the marginal distribution without maintaining reactor dynamics, generative 
adversarial augmentation has been used for defect diagnostics [8]. The issues of sample imbalance and condition 
shift in process industries have not been addressed, despite recent increased research on robust representation 
learning for time-series anomaly detection [9]. As a result, a generative augmentation technique that can both 
follow physical limitations and learn the distribution of process paths has been presented [10]. 

To identify process anomalies in continuous reactors, a data-augmented Diffusion Model is presented in this 
study. This model learns a progressive denoising route for multivariate reactor windows and utilizes it to provide 
anomaly-enhanced trajectories that are near practical operational dynamics. The new framework addresses four 
technical issues: robustness degradation under dynamic reactor disturbances, boundary ambiguity between 
normal drift and early abnormal states, and lack of representation for rare anomalies. Process-state 
normalization, condition-aware diffusion augmentation, temporal anomaly discrimination, and constraint-
guided training are the four solutions. Improved detection accuracy can be attained without dangerous fault 
reproduction by viewing anomaly detection as a data distribution issue rather than a classifier design issue. 
Additionally, a deployable monitoring strategy with high safety, interpretability, and real-time response 
capabilities is sought for continuous reactor systems. A diffusion-based generator is used to extend these border 
areas inside the operational limitations since many reactor datasets are constrained not by a lack of non-linear 
algorithms but rather by a lack of representative abnormal transitions close to safety-critical boundaries. As a 
result, the detector may retain a comparatively small online inference pipeline and learn a fair pattern of 
abnormality during training. 

Related Work 

Statistical and Machine Learning-Based Reactor Monitoring 

An earlier process monitoring technique serves as the basis for the present reactor anomaly detection system. 
The dimensionality of process variables is reduced to lower-dimensional monitoring statistics using principal 
component analysis, partial least squares, independent component analysis, and multivariate statistical process 
control. Although their assumptions could be excessively restrictive for continuous reactors with nonlinear 
reaction kinetics and feedback control that display nonstationary behavior, their merits include interpretability 
and computing economy. Data-driven and deep-learning techniques for dynamic industrial systems with 
intricate temporal connections have recently been added to the field of process monitoring [11]. Delayed fault 
propagation and varied interactions with recurrent models have been monitored using Tennessee Eastman and 
other chemical-process benchmarks [12]. Additionally, it has been demonstrated that temporal reconstruction 
and feature extraction may be used for defect detection using convolutional gated recurrent autoencoders [13]. 
Latent uncertainty has also been modeled and distribution shifts have been detected using variational 
autoencoders for process monitoring [14]. 

Reactor-specific anomaly identification is still challenging despite the advancements since the same observed 
deviation might have several causes at various periods. A quicker reaction, cooling loss, sensor offset, or a 
temporary feed issue might all cause the temperature to rise. If there are sufficient labels, machine learning 
classifiers can distinguish between these states, however real reactor datasets frequently include few confirmed 
fault reports. Richer nonlinear transformations improve feature learning, according to tests of quantum-assisted 
and hybrid learning approaches for industrial process fault diagnostics [15]. However, a lack of a wide dispersion 
of anomalous trajectory data is frequently the real barrier rather than the model's capabilities. Despite having a 
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high overall accuracy, monitoring models trained on unbalanced data may not be able to identify harmful 
minority modes. As a result, process monitoring is no longer exclusively dependent on deep discriminative 
networks and increasingly requires methods to enhance data representation prior to classification. 

The fact that the fault label is often placed after the operator has been exposed to it is another flaw in the 
conventional method of observation. As a result, the start of an aberrant journey might be marked as normal, 
unknown, or unlabeled. The second is label ambiguity in continuous reactors, where operators can alter the feed 
rate, pressure regulation, and coolant flow without understanding why. A final fault label is not necessary for a 
decent model to learn from the transition's structure. As a result, the issue of boundary awareness and time-
dependent generation is increasingly significant. 

Deep Time-Series Anomaly Detection 

Deep anomaly detection for time series has advanced quickly in recent years. Autoencoders use reconstruction 
error to detect anomalies after learning the typical reconstruction pattern. Time dependency is handled by 
recurrent models, whereas longer range dependencies are handled by attention networks. Industrial time series 
differ from static data because anomalies might appear as quick transients, steady drifts, contextual changes, or 
multivariate correlation breakdowns, according to a broad study of anomaly identification [16]. Point-wise 
measures may not be able to catch anomalous changes at the sequence level, according to surveys on time-
series anomaly detection [17]. Transformer-based techniques like TranAD enhance localization and robustness 
through attention and self-conditioning, whereas USAD is a model that use adversarially trained autoencoders 
to identify multivariate time-series anomalies [18]. Additionally, effective attention can solve the issue of long-
term dependencies in sequences with less computing expense, as demonstrated by informer-type designs [19]. 

Although they are not all-inclusive, the models mentioned above are appropriate for continuous reactors. Feed 
disturbances might change concentration first, followed by reaction heat, temperature, pressure, and product 
quality. Reactor anomalies frequently have a physical memory. As a result, the model must learn both delayed 
cross-variable implications and short-term signal abnormalities. Some aberrant patterns that are near the 
normal variation can be reconstructed using just reconstruction-based techniques, while pure classification 
models may not work when there are few fault labels. When labels are provided, deep supervised anomaly 
detection enhances the discriminating of uncommon occurrences; nevertheless, in industrial settings, operator 
notes, delayed diagnosis, and previous alarm records frequently restrict the quality of labels [20]. Thus, Time-
Series Representation Learning may be used with Data Augmentation. The challenge is to provide samples that 
broaden the scope of anomalous situations without altering the process flow or establishing new routes of 
operation. 

Generative Data Augmentation and Diffusion Models 

The issue of uneven fault identification has been extensively addressed via generative augmentation. Although 
adversarial training is vulnerable to mode collapse, unstable convergence, and poor constraint management, 
GAN-based augmentation can provide minority fault samples. Improved GANs have been used for wind-turbine 
gearbox fault data augmentation, and Wasserstein GAN versions have increased sample variety in fault 
identification. Nevertheless, many GAN-based techniques ignore the causal and temporal structure of industrial 
processes in favor of merely matching the appearance distribution. Although they are very easy to train and 
provide a probabilistic latent space, variational autoencoders may provide samples that are too smooth to 
identify abnormalities. Early on in a reactor anomaly, a modest but considerable deviation is unlikely to be picked 
up by process monitoring. 

Different approaches are taken when using diffusion models for generation. It develops a progressive denoising 
algorithm to transform noisy trajectories back into data-like samples instead of immediately mapping random 
noise to the samples. Because limitations may be introduced to the denoising stage and produced samples can 
be steered to be viable dynamic patterns, an iterative structure is useful for reactor monitoring. Although 
diffusion models were first developed to produce pictures, multivariate time-series augmentation can also 
benefit from their progressive perturbation and recovery process. For continuous reactor anomaly detection, a 
diffusion generator may be constantly trained to increase uncommon fault areas, enhance feature boundary 
coverage, and lessen classifier bias towards the majority normal samples. This article uses diffusion 
augmentation to process variables that are anomaly-sensitive, inter-variable consistent, and temporally smooth 
based on the concept. 
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The usefulness of the produced samples for diagnosis determines the value of a generative model for industrial 
applications. A synthetic reactor window should be a realistic process transition that might take place in a plant, 
not merely something that looks different from the typical operating situation. It is therefore not a general-
purpose data synthesis. The augmentation model should expand the variety of uncommon aberrant states, show 
cross-variable coupling, have a delayed physical reaction, and respect the boundaries of the variables. 

Diffusion-Driven Process Anomaly Detection Method 

Reactor Process Trajectory Modeling 

Temperature, pressure, feed flow, coolant flow, reactant concentration, conversion, agitation, and a proxy for 
product quality are all included in the first multivariate reactor trajectory. The sample time is used to index each 
observation, and a sliding window is used to maintain the continuous reactor's dynamic responsiveness. In the 
main experiment, the window length is 64 sampling intervals, or around 32 minutes of operation at the expected 
acquisition rate of two samples per minute. The propagation of feed disturbance and early thermal deviation is 
covered for a considerable amount of time, but not long enough to cause a delay in online detection. The 
normalization, segmentation, and conversion of the raw process data into state windows for anomaly-aware 
diffusion augmentation are depicted in Figure 1. 

 
Figure 1. Multivariate reactor trajectory modeling and process-window construction 

 
Let the measured reactor vector at time 𝑡𝑡 contain 𝑚𝑚 variables, where 𝑚𝑚 is 12 in the experimental configuration. 
A normalized process window is formed by aligning each variable according to its historical normal-operation 
statistics and retaining local temporal gradients. The normalized state is expressed as 

𝑥̂𝑥𝑡𝑡 = (𝑥𝑥𝑡𝑡 − 𝜇𝜇𝑛𝑛) ⊘ (𝜎𝜎𝑛𝑛 + 𝜀𝜀) Eq.(1) 
The temporal process window is then represented as a matrix that stacks the latest 𝐿𝐿 normalized states. This 
form allows the model to observe both absolute deviation and dynamic change, rather than treating 
measurements as independent samples. 

𝑋𝑋𝑡𝑡 = [𝑥̂𝑥𝑡𝑡−𝐿𝐿+1, 𝑥̂𝑥𝑡𝑡−𝐿𝐿+2, … , 𝑥̂𝑥𝑡𝑡] ∈ 𝑅𝑅𝐿𝐿×𝑚𝑚 Eq.(2) 
To make the representation sensitive to abnormal transitions, a derivative-enhanced feature block is added. It 
combines the current normalized values, first-order temporal difference, and exponentially weighted deviation 
from the normal operating center. 

Φ𝑡𝑡 = [𝑋𝑋𝑡𝑡 ,Δ𝑋𝑋𝑡𝑡 ,𝜌𝜌𝑋𝑋𝑡𝑡 + (1 − 𝜌𝜌)Φ𝑡𝑡−1] Eq.(3) 
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A process-consistency mask is also defined to encode whether a variable is physically active, missing, clipped, or 
temporarily unreliable. 

𝑀𝑀𝑡𝑡(𝑖𝑖, 𝑗𝑗) = 1�𝑥𝑥𝑡𝑡,𝑖𝑖 is valid � ⋅ 1��𝑥𝑥𝑡𝑡,𝑖𝑖 − 𝜇𝜇𝑛𝑛,𝑖𝑖� ≤ 𝜅𝜅𝜎𝜎𝑛𝑛,𝑖𝑖� Eq.(4) 

This representation is deliberately compact because the downstream model must support near-real-time 
monitoring. Rather than adding all engineered features available from the plant historian, the method keeps 
only variables and temporal derivatives that are directly relevant to abnormal process evolution. 

Noise-Conditioned Diffusion Augmentation 

The Diffusion Augmentation Module preserves physically accurate reactor dynamics while producing 
uncommon anomaly windows. Process-variable reliability and fault severity determine the magnitude of the 
Gaussian noise that is progressively introduced to the anomaly windows in the forward process. 

𝑞𝑞(𝑧𝑧𝑠𝑠 ∣ 𝑧𝑧0, 𝑐𝑐) = 𝑁𝑁��𝛼𝛼‾𝑠𝑠𝑧𝑧0, (1 − 𝛼𝛼‾𝑠𝑠)Σ𝑐𝑐� Eq.(5) 

Here 𝑧𝑧0 is the latent representation of a reactor window, 𝑠𝑠 is the diffusion step, and 𝑐𝑐 is a condition vector 
containing fault type, severity level, operating regime, and mask quality. 

Σ𝑐𝑐 = diag(𝜔𝜔𝑐𝑐) + 𝜆𝜆𝑐𝑐𝐴𝐴𝑐𝑐𝐴𝐴𝑐𝑐𝑇𝑇 Eq.(6) 
The reverse denoising network estimates the noise component from the current noisy latent vector and process 
condition. A temporal residual block is used to stabilize the denoising path. 

𝑧̃𝑧𝑠𝑠−1 =
𝑧𝑧𝑠𝑠 − 𝛽𝛽𝑠𝑠𝜀𝜀𝜃𝜃(𝑧𝑧𝑠𝑠, 𝑠𝑠, 𝑐𝑐)/�1 − 𝛼𝛼‾𝑠𝑠

�𝛼𝛼𝑠𝑠
 Eq.(7) 

To avoid unrealistic generation, the denoising step is corrected by a constraint penalty derived from variable 
bounds, local monotonicity, and cross-variable correlation. 

𝑧𝑧𝑐𝑐,𝑠𝑠−1 = 𝑧̃𝑧𝑠𝑠−1 − 𝜂𝜂∇𝑧𝑧Ωproc (𝑧̃𝑧𝑠𝑠−1, 𝑐𝑐) Eq.(8) 
The process constraint term integrates three components: range feasibility, temporal smoothness, and 
correlation preservation. 

Ωproc = 𝜆𝜆𝑟𝑟Ωrange + 𝜆𝜆𝑑𝑑Ωdyn + 𝜆𝜆𝑎𝑎Ωcorr Eq.(9) 
Generated anomaly windows are accepted only when their similarity to real fault windows is high enough and 
their physical violation score remains below a threshold. 

𝐴𝐴�𝑧𝑧𝑔𝑔� = 1�𝐷𝐷tw�𝑧𝑧𝑔𝑔, 𝑧𝑧𝑟𝑟� < 𝜏𝜏𝑑𝑑� ⋅ 1�Ωproc�𝑧𝑧𝑔𝑔� < 𝜏𝜏𝑝𝑝� Eq.(10) 

The accepted samples are assigned lower confidence weights than measured fault windows, and their 
contribution is strongest near the decision boundary. This prevents the detector from overfitting synthetic 
patterns while still improving sparse abnormal-region coverage. 

Multi-Scale Temporal Anomaly Discriminator 

The detector receives both the measured window and the suitable diffusion-generated window. A multi-scale 
temporal encoder is employed since the reactor anomaly's length varies. The diffusion-enhanced anomaly 
discriminator has included multi-scale characteristics to boost the identification capability of all fault types, as 
seen in Figure 2. Cooling failure may have a non-linear acceleration pattern, feed-flow disruption may be abrupt, 
and catalyst damage may happen gradually. 
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Figure 2. Diffusion-enhanced anomaly discriminator for continuous reactor monitoring 

 
The encoded representation is computed by combining short-, medium-, and long-range temporal feature 
extractors. Instead of concatenating the branches directly, the model assigns adaptive weights according to the 
operating condition and anomaly likelihood. 

ℎ𝑗𝑗 = � 
𝑟𝑟

softmax�𝑔𝑔𝑟𝑟,𝑗𝑗� ⋅ 𝜓𝜓𝑟𝑟�Φ𝑗𝑗� Eq.(11) 

The anomaly-sensitive classifier produces both a discrete anomaly label and a continuous anomaly intensity 
score. 

𝑝𝑝�𝑦𝑦 ∣ ℎ𝑗𝑗� = softmax�𝑊𝑊𝑦𝑦ℎ𝑗𝑗 + 𝑏𝑏𝑦𝑦� Eq.(12) 

The anomaly intensity is estimated from the same representation but is constrained to increase with fault 
severity. 

𝑠𝑠𝑡𝑡 = 𝜎𝜎�𝑤𝑤𝑠𝑠𝑇𝑇ℎ𝑗𝑗 + 𝑏𝑏𝑠𝑠� Eq.(13) 

The final training objective combines classification loss, severity consistency, generated-sample regularization, 
and process constraint loss. 

𝐿𝐿 = 𝐿𝐿cls + 𝛼𝛼𝐿𝐿ord + 𝛽𝛽𝐿𝐿aug + 𝛾𝛾Ωproc Eq.(14) 
To reduce the influence of easy normal samples, a boundary-sensitive weighting term is applied. 

𝑤𝑤𝑖𝑖 = 1 + 𝛿𝛿exp(−|𝑠𝑠𝑖𝑖 − 𝜏𝜏𝑎𝑎|/𝜉𝜉) Eq.(15) 
Online inference is performed by sliding the window across incoming reactor data. The final alarm score smooths 
the predicted severity over a short horizon, which suppresses isolated false alarms while preserving sustained 
abnormal trends. 

𝑅𝑅𝑡𝑡 =
∑  𝐾𝐾−1
𝑘𝑘=0  𝜈𝜈𝑘𝑘𝑠𝑠𝑡𝑡−𝑘𝑘
∑  𝐾𝐾−1
𝑘𝑘=0  𝜈𝜈𝑘𝑘

 Eq.(16) 

The detector is designed so that the diffusion generator is unnecessary during online deployment. All generated 
samples are created during offline training, after which the inference stage only requires the temporal 
discriminator and the smoothing rule. 
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Experimental Scheme and Quantitative Evaluation 

Experimental Reactor Scenario and Fault Modes 

A continuous stirred-tank reactor with linked feed, reaction, heat-exchange, and product-withdrawal variables 
is the experimental setup. Five aberrant modes—feed concentration drift, coolant-flow deterioration, 
temperature runaway precursor, catalytic activity loss, and pressure oscillation—as well as 126,000 time-
stamped samples of typical operation are included in the collection. Every training instance is a 64-step window, 
and every sample contains 12 process variables. To avoid leaking between consecutive windows of the same 
abnormal event, operational batches split the training, validation, and test sets at a ratio of 70%, 10%, and 20%, 
respectively. Catalyst deterioration accounts for less than 1.4% of all windows, and the anomalous sample ratio 
is just 8.6%, making it the most challenging minority class. 

Normalization statistics have been utilized to standardize all variables, and a binary mask has been employed in 
place of naively interpolating the missing sensor data. With a base learning rate of 0.0002, a batch size of 128, 
and AdamW optimization, the diffusion generator is trained for 200 denoising steps with a total of 100 diffusion 
steps. Use balanced real-augmented batches to train the temporal discriminator for 150 epochs. There will be 
no more measurable data once the generation-to-reality anomaly ratio reaches 1.5. One-class SVM, random 
forest, LSTM, temporal convolutional network, transformer, variational autoencoder, GAN augmentation with 
classifier, and SMOTE-based oversampling are examples of baseline models. 

Both rapid and gradual abnormal modes have been purposefully included in the reactor scenario. While catalyst 
degradation and coolant-flow deterioration take place over longer times, feed concentration disturbance and 
pressure oscillation have pretty obvious short-term characteristics. The structure can assess if the new method 
is overfitted to a particular form of defect and how well it detects all types of flaws. Additionally, there is a little 
load variation in the simulated working batches to prevent it from being mistaken for a typical manufacturing 
process failure. 

Metrics for Detection Accuracy and Process Safety 

Evaluate utilizing both process safety and machine learning techniques. Although accuracy shows overall 
correctness, it is not usable in isolation since a significant portion of the data consists of normal samples. Rare 
anomaly recall shows if low-frequency but high-risk states have been found, and Macro-F1 is used to evaluate 
the balance of detection across all fault types. The missed detection rate is computed throughout all anomalous 
windows, while the false alarm rate is computed inside the typical operating window. Threshold independence 
is assessed using ROC curves and Precision-Recall (PR) plots. The inference delay of every 64-step window at an 
edge workstation with an industrial GPU has been measured given the real-time limitations. 

When the alarm score above the safety threshold prior to the process variable reaching the typical engineering 
alert limit, this is known as an early detection. To identify any issues in the continuous-operation reactor early 
on, a rather straightforward early warning index is employed. The following are the suggested method's three 
robustness tests: Cross-condition operational shifts, random missing readings, and Gaussian sensor noise. In the 
noise environment, raise each variable by 2%, 5%, and 10% of its own standard deviation. 5%, 10%, and 20% of 
the measurements are randomly hidden in the missing setting. Cross-condition tests examine the model at a 
different feed rate and coolant temperature after training it in one operating mode. 

The experiment uses accuracy-focused indicators and ignores other aspects of plant operations. These include 
the lead time before a conventional alarm threshold is surpassed, the average interval between false alarms, 
and the frequency of individual alarm spikes per 1,000 typical windows. It would be unfeasible to deploy a model 
with a high recall but a high number of false alarms in a control room. As a result, the assessment will take into 
account striking a balance between a low false alarm rate and a high rare-fault recall. 

Comparative Models and Training Protocol 
The comparison protocol's goal is to eliminate the impact of diffusion enhancement on time-of-flight detectors. 
Initially, no augmentation is used during the training of the Temporal Discriminator. Second, train the same 
discriminator using SMOTE, random oversampling, and GAN-generated data. Third, without changing the 
structure of the discriminator, the suggested confined diffusion augmentation is introduced. The structure can 
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ascertain if an enhanced classifier or better synthetic data is responsible for the performance boost. The input 
window length, normalization rule, and train-test split are the same for all baselines. 

The validation set is used to optimize the hyperparameters, which are then frozen for final testing. The latent 
dimension of the primary diffusion model is 64, the temporal residual depth is 4, and the condition embedding 
dimension is 32. The discriminator's three-time steps have receptive fields with sampling intervals of 8, 24, and 
64, respectively. To maximize the validation macro-F1 score and maintain a false alarm rate below 3.5%, choose 
an anomaly threshold. Perform the trials five times with various random seeds. The mean is utilized in reported 
findings, while the standard deviation is used to assess if performance variations are random or consistent. 

The amount of additional data that each augmentation technique adds will be restricted by a comparison 
process. The same number of minority-class windows may be produced using SMOTE, GAN augmentation, and 
diffusion augmentation. Therefore, utilizing more training data won't be enough to increase the method's 
accuracy. With the configuration described above, any progress will come from improving the computed 
trajectories' quality and usefulness rather than from adding more data. 

 
Figure 3. Detection accuracy and fault-class anomaly recognition results. (a) Overall accuracy comparison. (b) Macro-F1 comparison. (c) 

Fault-class recall comparison. (d) Confusion matrix under imbalanced anomaly samples. 



Diffusion Model-Driven Data Augmentation for Multivariate Time Series Process Anomaly Detection in Continuous Reactors 
https://doi.org/10.64972/dea.2023.v2i2.3553d:31-45 

39 
 

Result Interpretation and Comparative Analysis 

Detection Accuracy and Fault-Class Performance 

The following are the overall detection results: Figure 3. The accuracy of the suggested model is compared to 
one-class SVM, random forest, LSTM, Transformer, VAE, GAN augmentation, and SMOTE-based classifiers in 
Figure 3(a). The accuracy of the suggested approach is 96.7%, compared to 91.4% for LSTM, 93.2% for 
Transformer, and 94.1% with GAN augmentation. The detector has learnt a bigger minority-class boundary after 
expanding the uncommon anomaly windows with diffusion-generated trajectories, which accounts for the 
improvement in gain rather than a more flexible discriminator [21]. Macro-F1 is displayed in Figure 3(b), and the 
suggested approach is 95.1%, 5.9% better than the non-augmented temporal discriminator. As a result, the 
model may learn the minority fault border more consistently and enhance both classes' performance. 

 
Figure 4. Diffusion-generated sample distribution analysis. (a) Real process trajectory distribution. (b) Generated anomaly trajectory 

distribution. (c) Distribution overlap and divergence comparison. 
 

The fault-class recall is further broken down in Figure 3(c). Catalyst degradation recall is 82.6% and 93.4%, 
whereas temperature runaway precursor recall is 88.1% and 96.0%, respectively. Due to their early signs 
overlapping with the noise of typical thermal fluctuations, the two groups are challenging. By producing 
intermediate anomalous trajectories around the decision boundary, diffusion augmentation enhances them. 
The confusion matrix for unbalanced anomaly samples is shown in Figure 3(d). Given that both defects impact 
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conversion and product-quality proxy variables, it makes sense that the majority of residual errors fall within the 
range of feed concentration drift and catalyst deterioration [22]. Nonetheless, both normal and abnormal drift 
confusion rates drop from 7.8% to 3.1%, suggesting that the suggested feature boundary is more process-
sensitive. 

Generated Sample Quality and Boundary Enhancement 

Figure 4 displays the produced samples' quality. The latent distribution of the observed process trajectories is 
shown in Figure 4(a). Real atypical windows are scarce islands close to the normal border, whereas normal 
windows are close to one another. As a result, a classifier that has only been trained using the measured data 
will be somewhat conservative. The low-density region between actual rare faults and the decision border is 
covered by diffusion-generated anomaly windows, as seen in Figure 4(b). Unlike the GAN baseline, the produced 
points do not form a single cluster, although they are still near viable temporal routes. The distributions of 
overlap and divergence are displayed in Figure 4(c). For the suggested diffusion generator, the Jensen-Shannon 
divergence of the produced and real anomaly trajectories was 0.084, more than that of adversarial 
augmentation [23]. The divergences of SMOTE-like interpolation and GAN augmentation are comparatively 
lower, at 0.191 and 0.137, respectively. 

 
Figure 5. Decision boundary changes after diffusion augmentation. (a) Baseline feature boundary. (b) Oversampling-enhanced boundary. 

(c) Diffusion-enhanced boundary. 
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Figure 5 illustrates decision boundary behavior. The baseline boundary obtained from unbalanced data is 
depicted in Figure 5(a); weak abnormal states are partially contained in the normal zone, and normal operation 
takes up too much of the latent space. The oversampling-enhanced border is shown in Figure 5(b). Oversampling 
has a greater false alarm rate because it increases the number of minority class samples yet creates a linear 
boundary that is inconsistent with reactor dynamics. The diffusion-enhanced boundary is shown in Figure 5(c). 
The border is sharper around temperature runaway and pressure oscillation, while it is smoother close to the 
normal fluctuation [24]. A good one is desirable; that is, the reactor monitoring model should be sensitive to 
physically significant aberrant propagation and capable of handling a typical load shift. 

 
Figure 6. Robustness under reactor process uncertainty. (a) Performance under feed concentration fluctuation. (b) Performance under 

temperature sensor drift. (c) Performance under pressure disturbance. 
 

The findings are also affected by the generated-sample ratio. Because the classifier still observes too few border 
examples, the gain in rare anomaly recall is minimal when the ratio is less than 0.5. Because synthetic patterns 
are more common in the minority class, there will be more false alarms if the ratio is higher than 2.0. A 
generated-to-real anomaly ratio of 1.5 yields the optimal macro-F1. Diffusion augmentation should thus be used 
to add data in sparse areas surrounding known aberrant patterns rather than to replace observed fault data. In 
order to prevent an unrealistic temporal route resulting from physically unconstrained generation, a constraint 
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penalty is also required [25]. The macro-F1 would decrease by 2.7 percentage points and 6.8% of the produced 
samples would fail the variable-range or temporal-smoothness test in the absence of process limitations. 

The transition regions with less real data yield the greatest advantages, according to a thorough review of the 
created trajectories. The produced samples have been extended to encompass additional medium-severity 
windows in order to address catalyst degradation. This allows the classifier to identify deterioration prior to a 
notable decline in conversion. The detector won't mistake the problem for typical thermal noise since the 
created windows for cooling deterioration feature a progressive temperature and coolant-flow divergence. 
These trends indicate that recollection has improved more than total accuracy. 

Operational Robustness and Model Contribution 

Operational Robustness is seen in Figure 6. The detection performance under fluctuating feed concentration is 
shown in Figure 6(a). The suggested technique maintains a macro-F1 score of 94.0% when the feed 
concentration deviates by 6% from the nominal value, whereas the Transformer baseline falls to 89.6%. The 
temperature sensor drift setting is displayed in Figure 6(b). Diffusion augmentation, which exposes the 
discriminator to progressive thermal-transition patterns during training, reduces deterioration in the proposed 
model. A pressure disturbance is seen in Figure 6(c). Although pressure oscillation is sometimes confused with 
sensor noise, isolated spikes can be reduced by using temporal smoothing and process-consistency masking [26]. 
In the circumstances, the model's recall is 92.7%. 

Figure 7 displays the deployment behavior and module contribution. The ablation setup is shown in Figure 7(a). 
The macro-F1 score drops from 95.1% to 89.2% when diffusion augmentation is removed; it drops to 92.4% 
when process limitations are removed; and it drops by 4.6 percentage points when boundary-sensitive weighting 
is removed. As a result, the generator, constraint mechanism, and classifier weighting cooperate rather than 
being interchangeable. Inference delay is seen in Figure 7(b). One 64-step window is processed by the suggested 
detector in 11.8 ms at the edge workstation and 38.6 ms on an industrial computer with a CPU alone [27]. Since 
the online inference stage does not use the diffusion generator, real-time detection is still feasible. 

 
Figure 7. Module contribution and deployment analysis. (a) Ablation performance comparison. (b) Inference latency comparison. 

 
It is now appropriate for use in the actual reactor monitoring after robustness testing. The model has an excellent 
macro-F1 of 93.3% with fewer than 10% random missing data, whereas VAE and LSTM are about 88.0%. The 
false alarm rate is 3.4% for 10% Gaussian noise, which is still within the safety range's upper bound. Cross-
condition testing is more challenging: the accuracy decreases by 2.9 percentage points when the model is 
evaluated in an environment with a shifting coolant temperature after being trained under a nominal feed rate 
[28]. However, the suggested model still outperforms the optimal baseline by 4.3 percentage points. As a result, 
even if diffusion augmentation increases the boundary's coverage, some representative operating-regime data 
are still needed. 
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The ablation outcomes are identical to those mentioned previously. The Constraint module limits physically 
implausible samples, the Diffusion module increases coverage of uncommon states, and a boundary-weighting 
technique concentrates learning on ambiguous transition windows. Certain components of the detection 
process will be compromised if any of the elements are eliminated. Since continuous reactor observation is not 
a single-mode classification issue, it is necessary to reliably distinguish between normal drift and sensor 
disturbance brought on by real process deterioration. 

Additionally, it provides an earlier warning function and is more accurate from an engineering standpoint. 
Cooling deterioration and temperature runaway precursor have mean early warning lead times of 7.6 and 5.2 
minutes, respectively, which are larger than the Transformer baseline's 3.1 and 2.8 minutes. The model learns 
the intermediate aberrant route and does not wait for a significant divergence, which results in early warning. 
The other mistakes happen when feed concentration drift and catalyst deterioration happen at the same time 
[29], as both problems have a same effect on conversion. Therefore, the suggested detector should be used in 
conjunction with operator expertise, material-balance checks, and closed-loop control diagnostics in a future 
plant deployment. 

Analysis reveals a flaw as well. Only when there is enough physical information in the initial anomalous data to 
direct the diffusion process are generated samples useful. The calculated distribution may overfit the few 
trajectories if a failure mode has just one or two recorded incidents. As a result, it will be employed as a tool for 
augmenting data rather than as a goal unto itself. Furthermore, this study's constraint terms are based on 
correlation, smoothness, and variable range; stricter reactor-specific restrictions like residence-time distribution 
and reaction heat balancing might improve feasibility even more [30]. The findings are consistent with prior 
studies that have demonstrated the benefits of domain-aware monitoring architecture and representation 
learning for deep anomaly detection. 

Conclusion 
This research developed a Data-Augmented Diffusion Model for Process Anomaly Detection in Continuous 
Reactors. Create multivariate process windows, acquire a limited denoising generation mechanism, and use both 
measured and diffusion-augmented data to train an anomaly-sensitive temporal discriminator. According to the 
findings, diffusion augmentation can assist maintain a low false alarm rate and enhance the identification 
performance of uncommon anomalies under extreme sample imbalance. Since these anomalous patterns are 
faint and readily mistaken for typical operational drift, the model is more suited for identifying early-stage 
catalyst deterioration, cooling degradation, and temperature runaway precursor. 

The first technical conclusion is that temporal consistency and process viability are necessary for realistic 
anomaly augmentation. While GAN-based augmentation is unstable or experiences mode collapse, simple 
oversampling can alleviate class imbalance but adds fake intermediate samples. Conversely, the limited diffusion 
process steadily increases the size of sparse fault zones through process-consistency correction and denoising. 
Use solely the diffusion generator during training to increase macro-F1, uncommon anomaly recall, and decision-
boundary stability without raising the cost of online inference. 

Future development will go in the following three directions: First, the denoising procedure can incorporate 
reactor-specific physical equations, such as heat-balance residuals, residence-time limitations, and reaction-rate 
priors. Second, in order to securely update the detector in the event of catalyst aging and feedstock changes, an 
online adaptation can be implemented. Third, the method may be integrated with model predictive control and 
plant alarm systems for closed-loop failure response. Diffusion-enhanced anomaly detection in a continuous-
operation reactor might be more practical with the enhancements. 
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