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Abstract. As services expand, encrypted network traffic and fine-grained classification become necessary to meet quality 
of service and security requirements. First, this paper will introduce the shortcomings of traditional classification methods. 
Then, a multi-class encrypted traffic processing framework based on LightGBM will be proposed. It aims to improve detection 
accuracy while maintaining the model's practicality and interpretability. The three directions of package-level, flow-level, 
and entropy-driven approaches have all undergone rigorous cross-validation and comparison with other ensemble and 
kernel methods. The overall accuracy and recall of the LightGBM model surpassed the baseline classifier, using a large real-
world traffic dataset for experimentation. The performance on long-tail and minority traffic categories has also improved. 
Feature ablation analysis indicates that combining multiple features can improve performance; SHAP and LIME can provide 
clear and interpretable explanations for classification decisions. Experiments show that this is an excellent predictor that can 
be applied in real-world environments with hostile conditions and low latency. In order to meet the needs of the next 
generation of security infrastructure, this study will support the construction of a traffic analysis system that is scalable, 
interpretable, and stable. 
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Introduction 
With the widespread adoption of encryption technology, HTTPS has become increasingly secure in recent years, 
and many networks are now encrypted. According to a recently released report, over 90% of internet traffic is 
currently encrypted using the TLS protocol to protect user privacy and reduce network visibility [1]. Although 
this change will protect data, it will also hinder the methods previously used to monitor intrusions and malicious 
traffic for legal review [2]. Complex cyber attackers are increasingly using encrypted channels for secret 
communication, data breaches, and preventing malware operations [3]. This has led to greater risks for 
government and corporate information systems and critical infrastructure. As the heterogeneity and scale of 
HTTPS applications increase, some technical issues have emerged, such as feature sparsity and reduced traffic 
visibility. Real-time encrypted traffic analysis is both necessary and challenging [4]. Packet padding, traffic 
multiplexing, and certificate pinning are also widely used to increase the difficulty of deep packet inspection and 
undermine traditional security analysis [5]. 

Research in both academia and the business sector is currently focused on developing advanced analytical 
techniques that can provide secure information while protecting privacy. Subsequently, traditional machine 
learning models such as support vector machines and random forests were used, with manually extracted 
statistical features from the data in the initial experiments, such as packet size distribution, flow duration, and 
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arrival interval time [6]. The aforementioned methods are effective to some extent, but they cannot adapt to 
changes in application models, as well as changes in encryption protocols and other obfuscation techniques [7]. 
With the development of deep learning and the emergence of structures such as convolutional networks and 
recurrent networks, automatically extracting features from encrypted streams has also become a reality [8]. 
Solutions often face issues of interpretability, high computational costs, and limitations in generalizing to 
different types of traffic, although they show some potential in extracting hidden representations without 
explicit load inspection [9]. Most methods do not leverage the complementary advantages of deep feature space 
and handcrafted feature space to use them within a single model [10]. 

In light of the aforementioned issues, this paper proposes a new traffic classification framework. This framework 
systematically integrates domain-driven handcrafted features and high-order representations learned by deep 
neural networks. By strategically integrating various feature sets, a high-performance, interpretable LightGBM 
ensemble model is constructed. To address these issues, this paper proposes a new traffic classification 
framework. The framework combines domain-driven handcrafted features with high-level representations 
learned by deep neural networks. In order to create a universal traffic feature descriptor, this study employed a 
dual-path feature extraction and fusion method. The descriptor combines deep learning methods and statistical 
methods. Using a set of features, an efficient and scalable ensemble classifier was constructed, which is both 
accurate and easy to interpret, based on high-performance gradient boosting. In many experiments, multiple 
real-world datasets were used, and both the classification accuracy and the ease of implementation were 
satisfactory. On this basis, the supplementary model identifies the driving factors behind these decisions. Based 
on the research findings and their practical applications, this paper identifies the current shortcomings of 
encrypted traffic analysis techniques and proposes new research directions. 

Related Work and Motivation 

Classical Machine Learning in Traffic Analysis 

Traditional machine learning methods, such as support vector machines, random forests, and k-nearest 
neighbors, are used in the initial study of encrypted traffic analysis to classify network traffic based on collected 
statistical features [11]. These methods are usually based on identifiable parameters in encrypted sessions, such 
as packet size, flow speed, and arrival interval time [12]. The aforementioned methods are not always effective 
in complex or covert traffic [13]. Due to insufficient understanding of the subject, the feature selection process 
is very simple and may not capture all types of network traffic [14]. The ability to generalize in dynamic 
environments is still very weak, especially with the introduction of new protocols or evasion methods [15]. With 
the increase in encrypted traffic, the limitations of traditional machine learning are becoming more apparent, 
necessitating models that are more expressive and adaptive [16]. 

Deep Learning Approaches for Encrypted Traffic 

Recurrent architectures and convolutional neural networks have recently been used to study encrypted traffic 
classification, with the development of deep learning [17]. By using these models, the need for manual feature 
engineering can be reduced, thereby automatically learning the hierarchical and temporal relationships between 
the data [18]. In deep learning, many classification tasks of encrypted streams perform well [19]. Typically, large 
labeled datasets and considerable computational resources are required, making these models potentially 
unsuitable for real-time use [20]. The complexity of complex neural networks is not suitable for security-sensitive 
applications [21]. It has been found that performance significantly declines when encountering previously 
unseen categories or network conditions. The robustness and transferability of current deep learning solutions 
are also being questioned [22]. 

Limitations and Gaps in Current Research 

Despite the recent publication of numerous results, there are still some issues with encrypted traffic analysis. 
Many studies still use handcrafted statistical features and deep representations, ignoring the potential benefits 
of integration [23]. Since this method only uses one type of feature extraction, its performance and adaptability 
decline in complex traffic environments [24]. There is a trade-off between achieving high classification accuracy 
and real-time prediction efficiency, which is not very effective for safe operation [25]. The aforementioned 
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serious shortcomings provide a strong rationale for the current research on hybrid frameworks, which combine 
the advantages of both domains to build robust, large-scale solutions for modern network environments. 

Hybrid Feature Fusion Framework 

Handcrafted Feature Engineering 

In order to handle the temporal and structural properties of encrypted network sessions at different scales, it is 
necessary to add statistical properties to the model to extract intrinsic features. For any session, consider a 
sequence of packets 𝑆𝑆 = {(𝑡𝑡𝑖𝑖 , 𝑠𝑠𝑖𝑖 ,𝑑𝑑𝑖𝑖)}𝑖𝑖=1𝑁𝑁 , where 𝑡𝑡𝑖𝑖 is the timestamp, 𝑠𝑠𝑖𝑖 the packet size, and 𝑑𝑑𝑖𝑖 the direction (+1 
for outbound, -1 for inbound). A good representation starts with the entropy of packet sizes from the session, 
which can be expressed as: 

𝐻𝐻size = −� 
𝑘𝑘

𝑝𝑝𝑘𝑘log (𝑝𝑝𝑘𝑘) Eq.(1) 

where 𝑝𝑝𝑘𝑘 is the empirical probability mass function of the 𝑘𝑘-th observed packet size. Entropy can be used to 
distinguish between normal application flows and potentially hidden transmissions. 

The normalized average arrival time fluctuations indicate temporal burstiness and regularity: 

𝜙𝜙𝐼𝐼𝐼𝐼𝐼𝐼 =
1

𝑁𝑁 − 2
�  
𝑁𝑁−1

𝑖𝑖=2

�
(𝑡𝑡𝑖𝑖+1 − 𝑡𝑡𝑖𝑖) − (𝑡𝑡𝑖𝑖 − 𝑡𝑡𝑖𝑖−1)

𝜎𝜎𝐼𝐼𝐼𝐼𝐼𝐼
� Eq.(2) 

where 𝜎𝜎𝐼𝐼𝐼𝐼𝐼𝐼 is the standard deviation of all inter-arrival times within the session. The volatility of a session can 
be used to determine whether it is scripted or automated. 

The directional variance ratio can show the directional asymmetry of the session, which is usually related to 
application logic or data leakage. 

𝑅𝑅dirvar =
Var�𝒮𝒮𝑓𝑓𝑓𝑓𝑓𝑓�

Var�𝒮𝒮𝑓𝑓𝑓𝑓𝑓𝑓� + Var(𝒮𝒮bwd)
 Eq.(3) 

where 𝒮𝒮𝑓𝑓𝑓𝑓𝑓𝑓 and 𝒮𝒮𝑏𝑏𝑏𝑏𝑏𝑏 are sets of outbound and inbound packet sizes respectively. 

Quantile normalization makes features follow a normal distribution across different sessions. 

𝑄𝑄𝑓𝑓∗ =
𝑄𝑄𝑓𝑓,0.75 − 𝑄𝑄𝑓𝑓,0.25

𝑄𝑄𝑓𝑓,0.50
 Eq.(4) 

where 𝑄𝑄𝑓𝑓,𝑞𝑞 denotes the 𝑞𝑞-th quantile of feature 𝑓𝑓 in a batch window. This normalization is not very sensitive to 
changes in traffic distribution or outliers. 

Deep Feature Extraction via Neural Networks 

Due to the almost complete lack of manually designed features, deep neural networks can easily learn the 
complex and nonlinear relationships in encrypted network data. First, each network session is preprocessed and 
formatted into a sequence matrix. Normalize attributes such as packet size, arrival distance, and transmission 
direction to generate the rows of the matrix. Then, the sequentially input data is transmitted to a multi-layer 
one-dimensional convolutional neural network (1D-CNN). Convolutional filters are used to scan the packet 
sequence, hierarchically extracting local and global temporal patterns relevant for distinguishing traffic types. 

The system uses an attention-based pooling mechanism to prevent information loss during aggregation. It also 
automatically assigns different weights to each session area. Don't simply use pooling or averaging to summarize 
the sequence. Instead, use learned attention scores to create a weighted representation, which is more 
distinctive for the next classification. 

The global session embedding vector, denoted as 𝑧𝑧deep, is generated using the following attention-weighted 
integration over all sequence positions: 
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𝑧𝑧deep = � 
𝐿𝐿

𝑗𝑗=1

exp �𝑣𝑣⊤tanh �𝑊𝑊att𝐹𝐹𝑗𝑗 + 𝑏𝑏att��

∑  𝐿𝐿
𝑘𝑘=1  exp �𝑣𝑣⊤tanh (𝑊𝑊att𝐹𝐹𝑘𝑘 + 𝑏𝑏att)�

𝐹𝐹𝑗𝑗 Eq.(5) 

In this expression, 𝐹𝐹𝑗𝑗 is the contextual deep feature vector at position 𝑗𝑗 output by the final convolutional layer, 
𝑊𝑊att and 𝑏𝑏att  are attention-specific learnable parameters, and 𝑣𝑣 is a projection vector that produces a scalar 
compatibility score. The Softmax normalization coefficient ensures that the combined embeddings are 
differentiable and fully adapt to the data; in other words, significant time intervals will receive higher weights 
rather than being treated equally. Due to this attention mapping, the model tends to favor protocol handshake, 
encryption handshake anomalies, or frequent time bursts related to service-specific signatures or anomalies. 

Backpropagation is used to simultaneously update the parameters of the deep convolutional extractor and the 
attention mechanism to enhance feature discrimination. Deep sessions indicate that it is possible to learn high-
order patterns that are difficult to obtain manually. In addition to manual features, these patterns also need to 
analyze encrypted, variable, and potentially adversarial network traffic. By combining the above methods with 
rich contextual embeddings, the system can be applied to new domains and resist adversarial protocol imitation. 

Feature Fusion Strategies and Pipeline 

Comprehensive representation is a combination of domain statistical awareness and deep perception. Here, 
adaptive calibration based on sample data is used. The fusion vector is as follows: 

𝑧𝑧fusion = 𝛾𝛾 ⋅ 𝑧𝑧stat + (1 − 𝛾𝛾) ⋅ 𝑧𝑧deep Eq.(6) 
where 𝑧𝑧stat is the handcrafted feature vector, 𝑧𝑧deep the neural embedding, and the adaptive fusion parameter 𝛾𝛾 
is dynamically learned to optimize validation loss. This coupling leverages the expressiveness of latent neural 
encoding while maintaining the interpretability of structural features. 

This hybrid model can dynamically adapt, which is advantageous compared to traditional methods of simple 
feature concatenation or using fixed linear weights (without considering the current traffic distribution and 
operating environment). In contrast, this framework has context-aware capabilities, allowing it to dynamically 
adjust fusion calibration and network parameters during inference. In the case of adversarial perturbations or 
sudden changes in operating conditions, increase the weight of robust handcrafted features, or rely more on 
deep features to identify new and unknown behaviors. Compared to single-path or coarse ensemble models, it 
has a certain degree of flexibility and fault tolerance. 

Figure 1 shows the interaction between the entire process and its components. Network session data is 
processed by engineered statistical logic and deep neural encoders, then smoothed and merged through 
dynamic calibration, and finally classified. The aforementioned explicit architectural arrangement is designed to 
demonstrate how the functions operate and to provide basic standards for the expansion and interpretation of 
the network monitoring environment. 

 
Figure 1. Hybrid Feature Fusion Architecture 
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Proposed LightGBM-Based Classification 

Algorithm Design and Parameter Optimization 

LightGBM has redesigned gradient boosting to classify encrypted traffic features in a scalable and efficient 
manner. Let the training set be 𝒟𝒟 = {(𝐱𝐱𝑖𝑖 ,𝑦𝑦𝑖𝑖)}𝑖𝑖=1𝑛𝑛 , with 𝐱𝐱𝑖𝑖  denoting feature vectors and 𝑦𝑦𝑖𝑖  representing class 
labels. At each improvement stage, model integration is recursively defined as 

𝐹𝐹𝑡𝑡(𝐱𝐱) = 𝐹𝐹𝑡𝑡−1(𝐱𝐱) + 𝜈𝜈ℎ𝑡𝑡(𝐱𝐱) Eq.(7) 
where 𝐹𝐹𝑡𝑡  is the prediction function at round 𝑡𝑡, 𝜈𝜈  the shrinkage (learning rate), and ℎ𝑡𝑡(𝐱𝐱)  the newly added 
decision tree. 

Tree construction in LightGBM is governed by maximizing an objective-based gain metric derived from the sum 
of first (𝐺𝐺) and second (𝐻𝐻) derivatives (gradient, Hessian) of the loss with respect to predicted values. The gain 
for splitting a node into left (𝐿𝐿) and right (𝑅𝑅) children at candidate split 𝑠𝑠 is: 

Gain𝑠𝑠 =
1
2
�

𝐺𝐺𝐿𝐿2

𝐻𝐻𝐿𝐿 + 𝜆𝜆
+

𝐺𝐺𝑅𝑅2

𝐻𝐻𝑅𝑅 + 𝜆𝜆
−

(𝐺𝐺𝐿𝐿 + 𝐺𝐺𝑅𝑅)2

𝐻𝐻𝐿𝐿 + 𝐻𝐻𝑅𝑅 + 𝜆𝜆
� − 𝛾𝛾 Eq.(8) 

where 𝜆𝜆 is the regularization term and 𝛾𝛾 a minimum gain threshold for split acceptance. 

In order to adapt to traffic encryption, grid search and Bayesian optimization are used for hyperparameter tuning. 
To verify the minimal performance loss, grid search directly searches the parameter combinations 𝜃𝜃: 

𝜃𝜃∗ = arg min
𝜃𝜃∈𝒮𝒮

 ℒ𝑣𝑣𝑣𝑣𝑣𝑣(𝜃𝜃) Eq.(9) 
where 𝒮𝒮 is the configuration space. Bayesian approaches model ℒval as a stochastic process, allowing efficient 
exploration and convergence. 

By using leaf-wise growth and histogram binning, LightGBM aims for large-scale deployment, thereby reducing 
computational costs and memory overhead while lowering the risk of overfitting. Empirical results from many 
streaming experiments indicate that runtime and memory usage have decreased, and model complexity has 
been reduced. Very suitable for current real-time and adversarial network engineering problems. 

Model Training and Validation 

To reliably assess generalization, the full dataset 𝒟𝒟 is divided into training ( 𝒟𝒟𝑡𝑡𝑡𝑡 ) and validation ( 𝒟𝒟val ) portions. 
𝐾𝐾-fold cross-validation is used, partitioning 𝒟𝒟 into folds 𝒟𝒟1, … ,𝒟𝒟𝐾𝐾, and cyclically evaluating model performance 
across all folds, 

CV =
1
𝐾𝐾
�  
𝐾𝐾

𝑘𝑘=1

ℳ𝑣𝑣𝑣𝑣𝑣𝑣
(𝑘𝑘) Eq.(10) 

where ℳval
(𝑘𝑘) is the metric (e.g., loss, accuracy) for fold 𝑘𝑘. Early stopping halts boosting iterations when validation 

loss does not improve beyond tolerance 𝜖𝜖 over a patience window 𝑇𝑇𝑝𝑝 : 

ℒ𝑣𝑣𝑣𝑣𝑣𝑣
(𝑡𝑡) > min

0≤𝑠𝑠<𝑡𝑡
 ℒ𝑣𝑣𝑣𝑣𝑣𝑣

(𝑠𝑠) + 𝜖𝜖 Eq.(11) 
for 𝑡𝑡 ≥ 𝑡𝑡0. Overall validation accuracy is: 

Accuracy =
1
𝑁𝑁val

�  
𝑁𝑁𝑣𝑣𝑣𝑣𝑣𝑣

𝑖𝑖=1

𝕀𝕀(𝑦̂𝑦𝑖𝑖 = 𝑦𝑦𝑖𝑖) Eq.(12) 

where 𝕀𝕀 is the indicator and 𝑁𝑁𝑣𝑣𝑣𝑣𝑣𝑣 is validation set size. The calculation methods for auxiliary metrics (AUC, F1) 
used in comprehensive bias-variance analysis are the same. 

Comparative Baseline Experiments 

All experiments were conducted in a highly standardized manner and were directly and algorithmically 
compared with existing classifiers such as Random Forest, Support Vector Machine (SVM), and traditional GBDT 
to support the advantages of the proposed LightGBM model. To avoid confounding factors and maintain 
empirical reliability, the algorithm uses the same mixed feature inputs, stratified training-validation splits, and 
standardization processes. 
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The first module of the comparative experimental process is the modular feature extraction stage, as shown in 
Figure 2. This stage uses raw session data as input. Deep neural network embeddings and statistical metrics are 
combined into a feature vector. All competing classifiers undergo the training process simultaneously. In the 
experiment, the architecture flow ensures that each classifier's branch receives exactly the same preprocessed 
feature representation. The data flow and validation checkpoints are synchronized, so the observed result 
differences are valid. 

 
Figure 2. Classification Algorithm Flowchart 

 
True positives (TP), false positives (FP), and false negatives (FN) are the confusion matrix used to calculate 
classification metrics for each evaluation stream. Based on the above content, the important comparison metrics 
have been determined. The recall rate and accuracy are as follows: 

Precision =
TP

TP + FP
 Eq.(13) 

Recall =
TP

TP + FN
 Eq.(14) 

and the harmonic mean-the F1-score-is 

F1-score =
2 ⋅ Precision⋅Recall
Precision + Recall

 Eq.(15) 

The area under the ROC curve can represent the general discriminative ability of all methods, 

AUC = �  
1

0
TPR(𝑓𝑓)𝑑𝑑FPR(𝑓𝑓) Eq.(16) 

where TPR(𝑓𝑓) and FPR(𝑓𝑓) track true and false positive rates as a function of classification threshold. Each 
classifier branch consistently records various fine-grained statistics, including training time, memory usage, and 
inference latency. The results are normalized based on the size of the dataset to provide a system-level overview. 

The above experimental results indicate that the empirical landscape of LightGBM is more suitable. Due to its 
advanced optimization, feature binning, and leaf growth mechanism, it outperforms other methods in terms of 
accuracy and recall for minority classes. In various traffic scenarios, it outperforms other methods in terms of 
accuracy and recall for minority classes under class imbalance conditions. In real-world high-traffic, adversarial, 
and encrypted network environments, the entire ship will exhibit better performance. 
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Evaluation and Discussion 

Dataset and Experimental Setup 

Through a comprehensive analysis of backbone-level capture datasets from multiple urban areas. The high 
accuracy of the labels was manually verified for over 1.2 million sessions using DPI real data, port-based heuristic 
methods, and active probing. 

The distribution of these session categories is shown in Figure 3(a). Due to its maximum, web browsing traffic 
accounts for approximately 36.7% of the total traffic. Although streaming and file transfer traffic is relatively low, 
it still accounts for a portion of the total traffic, approximately 19.4% and 14.2%, respectively. The proportion of 
system updates and VoIP categories in the total is less than 4%. The aforementioned issues indicate that to 
address the bias and underrepresentation of minority classes, it is necessary to improve the classification model 
and carefully stratify the experimental data. 

Figure 3(b) shows the box plots of packet lengths for each category. For example, file transfers and streaming 
sessions have significantly larger interquartile ranges and higher upper whiskers, indicating a tendency for data 
blocks to have greater variability and burstiness. Due to the relatively uniform distribution of flows associated 
with social media and web browsing, they are more predictable and application-driven in a batch mode. Due to 
the differences in packet length distribution affecting feature engineering choices, a hybrid statistical-deep 
learning descriptor is needed. 

According to kernel density estimation, Figure 3(c) shows that the time profile has different packet interval 
distributions. Streaming media and VoIP sessions show sharp, dense registration clusters below 60 milliseconds, 
indicating real-time and low-latency characteristics. Long-tail, multimodal density exhibits bursty and sporadic 
transmission patterns, characterizing file transfer and network categories. For creating a time-aware classifier 
capable of handling various network conditions, the aforementioned classification is necessary. 

 
Figure 3. Dataset analysis and traffic diversity: (a) Session class distribution; (b) Packet length distribution; (c) Inter-packet interval density. 
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All experiments were conducted on a platform equipped with 512GB of memory, four NVIDIA A100 GPUs, 
Ubuntu 22.04, Python 3.10, LightGBM 3.3.5, and controlled CUDA/driver versions on a 40-core Intel Xeon Gold 
6248 to ensure the reproducibility of the results. After completing all preprocessing and outlier removal steps, 
a clean benchmark was obtained, with less than 0.3% of sessions excluded due to label ambiguity or data 
corruption. 

Performance Analysis and Visualization 

Evaluate the accuracy and robustness of the classifier, as well as its effectiveness in real encrypted traffic. At 
each stage of the analysis, various results were carefully examined to ensure that LightGBM demonstrated better 
specific details in overall accuracy, class-specific recall, and resource usage compared to the previous baseline 
models. This method can be used to thoroughly and meticulously demonstrate the reasons and areas where the 
new approach performs better. Naturally connects to a more quantitative analysis of the differences in 
performance and error characteristics. 

 
Figure 4. Model comparison results: (a) Classifier accuracy and recall; (b) multi-metric radar analysis; (c) Feature combination accuracy. 

 

Figure 4(a) shows the overall accuracy and recall of all the classifiers considered. LightGBM outperforms 
traditional GBDT, random forest, and SVM on the test set, achieving an accuracy of 93.8% and a recall of 94.5%. 
The majority class can use the random forest baseline, but its accuracy is only 89.2% and its recall rate is only 
90.1%; the shortcomings of SVM for the minority class are even more severe, with a recall rate of only 82.3%. 
Separate evidence indicates that the LightGBM model is more suitable for real-time backbone service 
applications, capable of handling fine-grained flow patterns and class imbalance. 
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Figure 4(b) shows the AUC, F1-score, and accuracy of each model in the radar chart. LightGBM is convex, with a 
large coverage area, an average AUC of 0.976, and a macro F1 of 0.929. LightGBM is more stable under different 
traffic conditions and rare categories, with less bias. Although Random Forest and GBDT still perform well in 
high-traffic categories, the radar chart shows a significant decline in accuracy and F1, which is crucial for 
encryption and volatility applications. Kernel-based discriminators perform poorly when faced with high-entropy 
and obfuscated modern encrypted streams. This indicates that SVM performs poorly in many areas. 

Figure 4(c) shows the impact of rich feature integration. The figure shows the accuracy of four common 
classifiers on six sets of high-level features: hybrid fusion, packet only, stream only, hybrid + time-frequency 
descriptors (Hybrid+TF), hybrid + meta-features (Hybrid+Meta), and sparse hybrid configuration. The results 
indicate that feature enhancement benefits all classifiers. For example, LightGBM achieved the highest accuracy 
of 94.8% under the Hybrid+TF combination; Random Forest and GBDT also showed similar trends. Due to its 
lower feature representation capability, SVM performed poorly. In order to create a reliable and accurate 
encrypted traffic identification system, context-aware multimodal fusion should be adopted. 

 
Figure 5. Classification error and ROC analysis: (a) Confusion matrix for LightGBM; (b) confusion matrix for SVM; (c) ROC curves for 

LightGBM and GBDT. 
 

Figure 5 shows the fine-grained diagnostic breakdown. Figure 5(a) is the confusion matrix of LightGBM, with 
relatively small off-diagonal errors. For example, the proportion of streaming misclassified as file transfer is less 
than 4%, and most VoIP errors are misclassified as cloud synchronization rather than high traffic categories. The 
attribution risk has been effectively reduced. Figure 5(b) is the confusion matrix of the SVM. It shows that the 
cross-confusion rate between categories is relatively high, with the most notable being the misclassification of 
file transfer traffic exceeding 12% as web browsing. The decision boundaries and categories between different 
datasets in LightGBM are very clear. 
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Figure 5(c) shows the ROC curves of LightGBM and GBDT. The LightGBM curve shows a relatively steep ascent, 
with the true positive rate exceeding 0.95 when the false positive rate is 0.04 for the main category. Indicates 
that the model is well-calibrated and the threshold is robust, as its area under the curve (AUC) is relatively large 
and stable at various levels. Initially, GBDT is relatively weak; at higher levels, it shows an increase in certain false 
positive rates. 

Figure 6 is an extension of the previous analysis of feature ablation and efficiency/resource factors conducted 
across multiple dimensions. Figure 6(a) shows the comparison between the five feature sets of the discussed 
model. The grouped bar chart shows the recall, precision, and F1-score at different levels. Dotted lines were also 
added to show the changes in these metrics and their stability. The results indicate that as the feature subsets 
are gradually removed, such as traffic statistics or entropy, the overall performance will significantly decline. For 
example, the accuracy drops to 4.3%, and the F1-score and recall are also very sensitive. High-performance 
encrypted traffic identification requires both statistical and temporal features. By using visualization, it becomes 
easier to compare the contributions of different feature modalities to the model's generalization performance 
under adversarial attacks. 

Figure 6(b) shows a comparison of the training time, inference latency, and memory usage of all five major 
classifiers. Inference latency (ms/session), memory consumption, and training time are represented by bar 
charts. The comprehensive chart illustrates which models can more effectively meet the requirements of speed, 
scale, and resource constraints, and provides support for engineering choices: LightGBM has lower inference 
latency (1.3ms) and uses less memory (1.9GB), while SVM is too slow and uses too much memory. XGBoost is 
very fast during inference but uses more memory. Multidimensional results indicate that the proposed method 
is still more suitable for efficient, highly reliable real-time large-scale encrypted network analysis. 

 
Figure 6. Feature and efficiency analysis: (a) Performance under feature ablation; (b) Efficiency and resource comparison for mainstream 

classifiers. 
According to data and analysis, the LightGBM structure can maintain high detection rate performance in both 
majority and minority traffic. More scalable than traditional ensemble and kernel methods, and not affected by 
class confusion in adversarial traffic mixtures. Due to its sensitivity to feature space ablation and class imbalance, 
it demonstrates good generalization ability and provides reliable solutions for various forms and variations in 
encrypted network security. 

Discussion on Model Interpretability 

In order to ensure the credibility of machine learning applications in encrypted traffic analysis, the model must 
be interpretable [26]. In order to ensure the reliable operation of critical infrastructure, system auditors, security 
operators, and engineers must carefully examine feature attribution and instance-level decision logic beyond 
the headline statistics [27]. 

As shown in Figure 7, the following is a complete, multi-dimensional interpretability analysis of the proposed 
classification framework [28]. Figure 7(a) shows the overall importance of SHAP features. The entropy of the 
first payload, the count of upstream packets, and the variance of arrival times are the main factors in network 
traffic classification [29]. These eight top-ranked features together constitute a significant portion of the total 
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model gain. High values are closely related to research on protocol determinism and flow structure in streaming 
and VoIP applications [30]. 

Figure 7(b) depicts several typical characteristics of the SHAP value distribution. In this case, the distribution and 
direction of the SHAP values for each feature indicate that changes in individual input features consistently affect 
the model's output [31]. For example, sessions with abnormally fixed frequency or low-entropy patterns 
produced positive SHAP values. This situation directly increases the likelihood of predicting structured flows, 
such as file transfers or automated backup service usage. Due to the bursty characteristics exhibiting a wide 
SHAP distribution, there is a high degree of distinction between highly dynamic and relatively stable traffic 
categories [32]. 

Figure 7(c) shows the LIME local explanation for a representative session sample. It includes eight different 
features, including structural indicators and time-related ones [33]. Visualize the contributions of positive and 
negative features, using different colors to distinguish between statistical data, time series data, and harmful 
factors. The annotation values indicate that the average arrival time and entropy have a strong positive impact, 
while burstiness and traffic duration have a smaller negative or neutral impact. These specific reasons provide 
useful guidance for practitioners and reveal how the model adjusts its decision boundaries based on session 
changes [34]. 

 
Figure 7. Model interpretability: (a) Global SHAP feature importance; (b) SHAP value distribution; (c) LIME local explanation. 
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Explainable visualization provides strong support for the engineering and operational safety of systems, helping 
network analysts understand the reasons behind classification results, quickly identify abnormal traffic behavior, 
discover new attack patterns, and ensure model stability in the face of adversarial attacks or protocol drift [35]. 
Global SHAP analysis and local LIME explanations are used to link model transparency with traceable sample-
level reasoning, thereby building trust in the scientific community and the public. The diversity and quality of 
the selected feature set will limit the scope of interpretability. In terms of the practicality and transparency of 
next-generation encrypted traffic classifiers, further progress in adaptive and domain-oriented feature 
engineering will enhance this limitation. 

Conclusion 
This paper will build a comprehensive encrypted traffic classification framework based on the powerful features 
and flexibility of LightGBM. By carefully studying a large and diverse set of network datasets, a meticulously 
designed hybrid feature set achieves significant and measurable improvements over traditional kernel and 
ensemble methods. Empirical results show that it consistently achieves high accuracy and recall rates, and is 
very effective for various types of conversations and class imbalances. The results were supported by a rigorous 
experimental plan. The LightGBM model performs better in identifying long-tail and minority traffic categories 
while reducing computational costs and inference latency. The typical feature of the benefits is the integration 
of packet-level, flow-level, and entropy-driven attributes, which enables the classifier to extract a large amount 
of structural information from encrypted streams. 

This study has discovered an interpretable classification pipeline. In order to translate abstract machine learning 
into engineering and operational knowledge, SHAP and LIME analyzes have been used to determine the specific 
reasons for classification results. More professionals will be responsible for the security of high-risk areas and 
will be able to quickly identify and handle threats in complex, hostile networks. Explainability mechanisms can 
reduce the gap between experimental accuracy and deployment stability, as the model's predictions are based 
on intuitive, reasonable, and protocol-related features. 

According to the above results, the following three issues must be addressed. Developing true real-time 
detection is a common issue, which requires continuous optimization of adaptive learning and low-latency 
stream processing. The robustness of modified and continuously evolving encryption protocols will be enhanced 
by using deeper levels of temporal and volumetric information, as well as context-aware information. Due to 
the continuous improvement of adversarial modification strategies for network traffic, research in this field has 
recently shifted toward defense, robust training methods, and dynamic model adjustment. This research sets a 
new standard for the maximum encryption capability of current encrypted traffic classification and provides 
strong support for studying network security analysis with operational flexibility, interpretability, and future 
reliability. 
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