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Abstract. With the advancement of Industry 4.0, intelligent manufacturing has become an inevitable trend in the
development of the manufacturing sector. The integration of digital twins and intelligent algorithms offers new avenues for
optimizing smart manufacturing systems. This paper first elucidates the background and significance of this integration,
analyzing its importance and potential value in optimizing smart manufacturing systems. It then explores the concepts and
reference architectures of digital twins and smart manufacturing optimization, including conceptual evolution and reference
architecture composition. It then elaborates on key technological systems such as data-driven modeling, multimodal
perception, real-time synchronization, intelligent decision-making, distributed computing, and security detection. The paper
examines the application of digital twin-intelligent algorithm integration in discrete production lines, process manufacturing,
major equipment manufacturing, and collaborative robot clusters, analyzes current challenges and bottlenecks, and
concludes with an outlook on future development trends.
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Introduction

Manufacturing serves as the backbone of the global economy, facing challenges from intensifying market
competition and increasingly personalized consumer demands [1]. Traditional manufacturing urgently requires
transformation and upgrading due to issues such as low production efficiency, resource waste, and unstable
product quality [2]. Smart manufacturing has emerged as a key development trend, and the integration of digital
twins with intelligent algorithms offers an innovative pathway for optimizing smart manufacturing systems [3].
Digital twins construct virtual models that mirror physical entities, while intelligent algorithms enhance system
performance through data analysis and model optimization. Their integration enables real-time monitoring,
simulation, prediction, and optimization of production processes, making it pivotal for the intelligent
transformation of manufacturing [4].

The fusion of digital twins and intelligent algorithms holds significant importance in optimizing smart
manufacturing systems [5]. In practical terms, this integration enhances production efficiency, reduces costs,
improves product quality and corporate competitiveness, increases manufacturing system flexibility and
adaptability, and enables enterprises to respond swiftly to market changes [6-8]. Regarding potential value, it
will drive deeper development in intelligent manufacturing, catalyze new models such as smart factories and
intelligent production, provide fresh perspectives for sustainable manufacturing development, promote
collaborative optimization across industrial chains, and elevate overall industry efficiency and competitiveness

[91.

ISSN: XXXX-XXXX Data Engineering and Applications Vol.2, No.4, 2024

L -
@
Q
©
a
=
2
>
Q
oc




Harnessing Data Engineering for Intelligent Manufacturing: Digital Twin—Algorithm Fusion and Applications
DOI:

In recent years, this field has garnered extensive attention from academia and industry, with related research
steadily increasing [10]. Digital twin technology has made progress in virtual modeling and real-time mapping,
while intelligent algorithms have found numerous applications in optimizing production scheduling and fault
prediction [11-13]. Scholars and enterprises worldwide have actively explored its applications in automotive,
aerospace, and electronics manufacturing, achieving notable results such as enhanced production efficiency and
reduced equipment failure rates. However, challenges persist: prominent data quality and security issues,
significant difficulties in integrating and processing multi-source heterogeneous data, room for improvement in
real-time synchronization accuracy and efficiency, insufficient adaptability and scalability of intelligent
algorithms, and poor technology integration and interoperability [14].

This paper focuses on optimizing intelligent manufacturing systems by constructing virtual models of
manufacturing systems through digital twins and integrating intelligent algorithms for optimization decisions,
thereby achieving intelligent management and optimization of production processes. Key contributions include:
(1) Comprehensively reviewing the current state of research on integrating digital twins with intelligent
algorithms for intelligent manufacturing system optimization, summarizing key technologies, application
domains, and development trends to provide a systematic reference for future research; (2) It conducts an in-
depth analysis of challenges and bottlenecks in this integration process, dissecting issues related to data,
technology, and application to provide a basis for future research directions; (3) It demonstrates the application
effectiveness and value through case studies, validating its efficacy and offering practical guidance for
manufacturing enterprises to advance smart manufacturing development.

DT-Smart Manufacturing Optimization: Concepts and Reference Architecture

Concept Evolution

The concept of digital twins was first proposed by Michael Grieves in 2002. Initially applied primarily to product
lifecycle management, it focused on simulating and optimizing stages such as product design, production, usage,
and maintenance through virtual models. The core idea at the time was to create a virtual “information mirror”
that digitally describes physical products to better understand and manage their lifecycle [15]. During this phase,
digital twins primarily focused on integrating and visualizing product data. By establishing models of products in
virtual spaces, they enabled centralized management and analysis of product information, providing a basis for
design improvements and production planning [16].

However, with the rapid advancement of emerging technologies such as the Internet of Things (loT) [17], big
data [18], cloud computing [19], and artificial intelligence (Al) [20], the concept of digital twins has progressively
expanded and enriched. Its functionalities and application scope have undergone a qualitative leap [21]. Driven
by IoT technology, numerous sensors are deployed across physical equipment and production environments,
enabling real-time collection of multidimensional information including operational status data, production
process data, and environmental data [22]. This vast volume of data provides rich material for constructing and
updating digital twin models, transforming them from static product representations into dynamic reflections
of physical entities' real-time states.

Concurrently, big data technology provides robust data storage and analytical capabilities for digital twins. It
enables efficient processing and deep mining of collected massive datasets to extract valuable insights and
knowledge, establishing a data foundation for optimizing digital twin models and supporting decision-making
[23]. Cloud computing technology provides the elastic infrastructure needed to scale computing and storage
resources for digital twins, enabling digital twin systems to rapidly respond to various changes and demands
during production processes, ensuring system real-time performance and efficiency [24]. Artificial intelligence
technologies, particularly machine learning and deep learning algorithms, endow digital twins with intelligent
decision-making capabilities. By training and analyzing digital twin models, functions such as predictive analytics
for production processes, fault diagnosis and early warning, and production scheduling optimization can be
achieved [25].
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In the field of smart manufacturing, the application of digital twins is increasingly widespread, emerging as one
of the key technologies for optimizing smart manufacturing systems [26]. It not only maps the real-time status
of physical entities—such as equipment operating parameters, production progress, and quality conditions—
but also integrates intelligent algorithms to simulate, predict, and optimize production processes [27].

The application of digital twins in smart manufacturing has evolved from initial equipment-level digital twins to
production line-level digital twins, and further to workshop-level and even factory-level digital twins [28].
Equipment-level digital twins primarily focus on monitoring the operational status and diagnosing faults of individual
machines. By collecting and analyzing real-time equipment data, they enable precise maintenance and
management. Production line-level digital twins concentrate on simulating and optimizing the entire production
process, encompassing aspects like production planning, scheduling optimization, and quality control [29].
Workshop-level and factory-level digital twins further extend the technology to broader production scenarios,
enabling comprehensive monitoring, optimization, and decision support for the entire production system [30].

Table 1. presents a technical comparison of digital twins across different development stages.

Development Stage ;:::e Core Technologies Application Scenarios Functional Features
Origin Stage 2002- Product Modeling PLM Product Lifecycle Static Model Data Integration
3 g 2010 Technology Management and Visualization
Eaui
. 2010- qu!pm.ent Status Real-Time Data Acquisition
loT Integration Stage 10T Sensor Technology Monitoring Remote . .
2015 Lo Dynamic Mapping
Monitoring
Big Data and Cloud 2015- . . Production Data Analysis Data Analysis and Mining
Computing Stage 2018 Big Data Cloud Computing Cloud Digital Twin Elastic Computing Resources
e . Machine Learning Deep . - . Intelligent Decision Predictive
Artificial Intelligence 2018- . . Intelligent Decision Making . X
. Learning Reinforcement . R Analysis Adaptive
and Intelligence Stage Present . Predictive Maintenance o
Learning Optimization

Table 1 summarizes the evolution of digital twin technology over time, highlighting the key technological
advancements and their corresponding application scenarios. Each development stage introduces new
capabilities that progressively enhance the functionality and applicability of digital twins in intelligent
manufacturing systems. Understanding these stages is crucial for researchers and practitioners to align their
efforts with current trends and future possibilities.

To better illustrate the developmental trajectory and key technological milestones of digital twin technology,
Figure 1 provides a comprehensive visualization of its evolution from the initial concept proposed in 2002
through to its current integration with advanced artificial intelligence techniques. This figure captures the pivotal
stages in the transformation of digital twins—from static product lifecycle models to dynamic, intelligent
manufacturing systems—highlighting how emerging technologies such as loT, big data, cloud computing, and Al
have progressively expanded both the scope and capabilities of digital twins. By examining this evolution,
readers can gain deeper insight into the foundational technologies that underpin modern intelligent
manufacturing optimization, setting the stage for understanding the subsequent architectural and functional
advancements discussed throughout this paper.
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Origin Stage Evolution loT Integration Stage
2002-2010 2010-2015

Core Tech: Product Modeling, PLM Technology Core Tech: loT Sensor Technology

Big Data & Cloud

Al & Intelligence Stage Big Data & Cloud Computing Stage
2018-Present Al Enhancement 2015-2018

Core Tech: Machine Learning, Deep Learning, Reinforcement Learning Core Tech: Big Data, Cloud Computing

Stage Functional Features
Origin Stage Static Model, Data Integration and Visualization
loT Integration Real-Time Data Acquisition, Dynamic Mapping, Remote Monitoring
Big Data & Cloud Data Analysis & Mining, Elastic Computing Resources
Al & Intelligence | Intelligent Decision Making, Predictive Maintenance, Adaptive Optimization|

Figure 1. Evolution Stages and Core Technologies of Digital Twin

Figure 1 provides a comprehensive overview of the progressive development of digital twin technology, tracing
its origins from initial product lifecycle management applications to the current integration with advanced
technologies such as loT, big data, cloud computing, and artificial intelligence. By highlighting the key
technological milestones at each stage, the illustration aids readers in understanding how digital twin
capabilities have expanded from static modeling to dynamic, intelligent systems that respond to real-time data.
This visualization serves not only as a historical record but also as a foundational reference for researchers and
practitioners seeking to align their work with established technological frameworks. Moreover, it emphasizes
the critical role of emerging technologies in enhancing the fidelity, responsiveness, and applicability of digital
twins within complex manufacturing environments.

Reference Architecture

Digital twin technology enables deep integration between the physical and information worlds, providing
comprehensive support for optimizing intelligent manufacturing systems [31]. From data acquisition at the
device layer, through data processing at the data layer, to model construction at the model layer, and finally to
optimization decisions at the application layer, each level collaborates to form a complete digital twin-driven
intelligent manufacturing system optimization framework [32]. The reference architecture for digital twins in
intelligent manufacturing system optimization is illustrated in Table 2.

Table 2. Reference Architecture for Digital Twins in Intelligent Manufacturing System Optimization

Reference -
No. Architecture Level Specific Content
1 Device Layer Sensors Controllers Robots Production Equipment etc.
Data Layer Data Acquisition Module Data Cleaning Module Data Storage Module Data Management Module etc.
3 Model Layer Geometric Modeling Tools Physical Modeling Tools Behavioral Modeling Tools Model Update and
Management Tools etc.
4 Application Layer Production Pl.an.ning and Sc.heduling Module Quality Ir\spection ar.1d Cont.rol. Mt?dule Equipment Failure
Prediction and Maintenance Module Production Scheduling Optimization Module etc.

The reference architecture outlined above serves as a foundational blueprint for implementing digital twin
systems in smart manufacturing environments. By delineating distinct layers—from physical devices to
application modules—it facilitates a modular and scalable approach that can adapt to diverse manufacturing
contexts. This layered structure supports efficient data flow, model updates, and decision-making processes
essential for system optimization.

Understanding the complex interplay between physical manufacturing entities and their digital counterparts
requires a clear conceptual framework. Figure 2 illustrates the reference architecture of digital twin systems
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specifically designed for intelligent manufacturing optimization. This layered architecture delineates the major
components and functional modules, beginning with the device layer that encompasses sensors, controllers,
and production equipment, progressing through the data layer responsible for acquisition and management,
and culminating in the model and application layers where virtual modeling and decision-making occur. This
hierarchical structure not only facilitates modular development and scalability but also ensures efficient data
flow, synchronization, and system responsiveness. By visualizing this architecture, the figure serves as a critical
blueprint for researchers and practitioners aiming to implement digital twin-driven optimization solutions
tailored to the demands of modern manufacturing environments.

1. Device Layer 2. Data Layer

; Data Acquisition Module
Sensors
Controllers

Production Equipment

3. Model Layer

Geometric
Modeling Tools

Processed
Data

Physical
Modeling Tools

Data Flow Dat ing Module
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Planning & Scheduling 1B Sy Nt
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Output

Quality
. . Inspection & Control
Maintenance Actions

Maintenance ™ N
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[ Equipment Failure \

Prediction & Maintenance

Control
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Management Module Modcling Tools

Model Update &
k Management Tools

Production
\ Scheduling Optimization 4]

Figure 2. Reference Architecture of Digital Twin for Intelligent Manufacturing Optimization

The depicted reference architecture clearly delineates the layered structure essential for implementing digital
twin systems in intelligent manufacturing contexts. Each layer—from the physical device layer responsible for
real-time data acquisition, through the data management layer handling cleaning and storage, to the modeling
layer where virtual representations are constructed and updated, and finally the application layer that supports
decision-making and control—collaborates seamlessly to ensure system coherence. This modular design
facilitates not only scalability and adaptability across diverse manufacturing scenarios but also enables efficient
data transfer and synchronization between the physical and digital realms. The architecture underscores the
importance of well-defined interfaces and robust data pipelines in maintaining the accuracy and timeliness of
digital twin models, which are critical for achieving high-performance manufacturing optimization.

73



Harnessing Data Engineering for Intelligent Manufacturing: Digital Twin—Algorithm Fusion and Applications
DOI:

Key Technology Framework

Data-Driven Modeling

Data-driven modeling is one of the core technologies for digital twin systems. By leveraging machine learning,
deep learning, and other algorithms to analyze and mine vast amounts of production data, it constructs models
that accurately describe production processes and equipment behavior [33]. These models enhance our
understanding and prediction of production system operational states, thereby enabling process optimization
and decision support.

The core of data-driven modeling lies in extracting valuable information and knowledge from massive
production data. In smart manufacturing environments, production data typically exhibits diversity, complexity,
and dynamic characteristics [34]. Data-driven modeling techniques effectively process this data and transform
it into models with practical significance. The data-driven modeling process generally includes steps such as data
collection, data preprocessing, model selection and training, model validation and optimization [35].

During the model selection and training phase, appropriate machine learning or deep learning algorithms—such
as linear regression [36], decision trees [37], support vector machines [38], and neural networks [39]-are chosen
based on specific application scenarios and data characteristics. These models are then trained using
preprocessed data [40]. The objective of training is to minimize the loss function, which quantifies the difference
between predicted and actual values. This can be formally expressed as:

L(O) = 5Ty £(yi, f(xi;0)) (1)
In data-driven modeling, the primary goal during model training is to build a mathematical model that accurately
predicts or describes the manufacturing process by analyzing extensive historical production data. The loss
function L(8) quantifies the discrepancy between the model's predictions and the true data, serving as a crucial
criterion for model optimization.

Here, N denotes the total number of training samples, x; is the input feature vector of the i-th sample, and y;
is its corresponding true output. The predictive model f(x;; 8), parameterized by 8, outputs the predicted value
for input x;. The function I(-) measures the loss for each sample-common choices include mean squared error
(MSE) for regression or cross-entropy for classification.

Minimizing the average loss over all samples allows the model to iteratively adjust parameters 8 , improving its
predictive accuracy. This process is fundamental in digital twin systems, where precise modeling of equipment
behavior and production states is essential for reliable forecasting and process optimization.

Data-driven modeling stands as a cornerstone technology enabling digital twin systems to accurately represent
and predict the behavior of manufacturing processes and equipment. Figure 3 outlines the comprehensive
process flow involved in data-driven modeling, beginning with raw data collection from various production
sources, followed by data preprocessing to ensure quality and consistency. The figure further depicts the critical
phases of model selection and training, where appropriate machine learning or deep learning algorithms are
applied to capture complex production dynamics. Finally, it shows the validation and optimization stages that
refine model performance to meet operational requirements. By presenting this detailed workflow, the figure
helps to clarify how data-driven approaches transform vast, heterogeneous manufacturing data into actionable
models that support real-time monitoring, fault diagnosis, and process optimization in intelligent manufacturing
systems.
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Data Processing Stage

Data Collection Data Preparation Data Preprocessing Data Transformation Feature Extraction
(Production Data Acquisition) (Data Cleaning and Denoising) (Feature Selection and Transformation)
Select Model
\ Modeling Stage
Model Training Train Model Model Selection
(Train Model to Minimize Loss Function) (Algorithms: Linear Regression, Decision Trees,

SVM, Neural Networks, etc.)

Validate Performance l

Model Validation Tune Parameters Model Optimization
Continuous Improvement (Performance Evaluation and Testing) (Parameter Tuning and Refinement)
Deploy Model

Application Stage

A

Feedback Loop _, Result Feedback Model Deployment
(Continuous Improvement) | (Apply Medel for Proeduction Optimization)

Figure 3. Data-Driven Modeling Process Flow

This flowchart offers a detailed depiction of the data-driven modeling workflow within digital twin systems,
illustrating the transformation of raw production data into actionable predictive models. The process begins
with comprehensive data collection, followed by rigorous preprocessing to cleanse and normalize inputs,
ensuring the removal of noise and inconsistencies. Subsequent phases involve the selection and training of
suitable machine learning and deep learning algorithms tailored to specific manufacturing challenges, enabling
the capture of complex nonlinear relationships inherent in production processes. Model validation and continual
optimization steps are critical to verify accuracy and improve robustness, ensuring that the resulting models
reliably support real-time monitoring, fault detection, and process improvement. This structured approach
highlights the interplay between data quality, algorithmic rigor, and domain knowledge in constructing effective
digital twin models.

The characteristics of models based on various algorithms are summarized in Table 3. Reference [41] employs a
random forest classification model trained on historical failure and normal operation data to predict the

probability of equipment failure within a future timeframe.

Table 3. Application Scenarios for Different Types of Data-Driven Modeling Algorithms

Algorithm Type Applicable Scenario Advantages Disadvantages
Linear Energy Consumption Simple Model Easy to Understand and Limited Capability for Nonlinear
Regression Prediction Interpret Relationships
Equipment Fault Susceptible to Noise Prone to

Decision Tree Strong Visualization Easy to Interpret

Classification Overfitting
Support Vector Quality Inspection Good Generalization Suitable for High- High Computational Complexity
Machine yinsp Dimensional Data Sensitive to Parameter Selection
Im R nition Natural rong M lin ility Handl
Neural Network age Recognitio gtu 2 Strong Modell gCapabl ItY a .des Easily Trapped in Local Optima
Language Processing Complex Nonlinear Relationships

The reference architecture outlined above serves as a foundational blueprint for implementing digital twin
systems in smart manufacturing environments. By delineating distinct layers—from physical devices to
application modules—it facilitates a modular and scalable approach that can adapt to diverse manufacturing
contexts. This layered structure supports efficient data flow, model updates, and decision-making processes
essential for system optimization.

Data-driven modeling has multiple applications in smart manufacturing [42]. This enables early detection of

potential equipment failures, allowing timely maintenance to reduce downtime and production losses.
Additionally, data-driven modeling can optimize production processes by predicting metrics such as energy
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consumption and raw material utilization during production, providing decision support for production planning
and scheduling.

Multimodal Perception

Multimodal perception is a critical technology enabling comprehensive, multidimensional sensing of physical
entities within digital twin systems [43]. It integrates diverse sensor data—including visual, auditory,
temperature, and pressure inputs—to provide richer, more holistic information support for digital twin models.

In smart manufacturing, applying multimodal perception technology significantly enhances the precision and
accuracy of production site perception [44]. By integrating these diverse sensor data types, comprehensive
perception of physical entities is achieved, providing more precise data support for updating and optimizing
digital twin models. Applications of multimodal perception technology in smart manufacturing are shown in
Table 4. Implementing multimodal perception involves multiple stages, including sensor data acquisition,
preprocessing, feature extraction, and fusion [45].

Table 4. Research Directions in Medical Image Diagnosis

Perception Method Application Scenario Advantages
. . Product Quality Inspection Material Identification and . . . .
Visual Perception Q yinsp L Rich Information Can Obtain Shape Color Size etc.
Positioning
) ) Equi t Fault Di is Production Envi t o
Auditory Perception quipment Fau |agnos.|s .r° uction Environmen Low Cost Remote Monitoring
Monitoring
Temperature Equipment Operation Status Monitoring Process Strong Real-Time Nature Can Reflect Heat-Related
Perception Control States
. Material Pressure Monitoring Equipment Operation High Precision Direct Measurement of Force-Related
Pressure Perception
Force Control Parameters

The diverse perception methods listed here demonstrate the importance of integrating multiple sensor
modalities to capture comprehensive information about manufacturing processes. Each perception type
contributes unique insights, and their fusion enhances the accuracy and reliability of digital twin models. This
multimodal approach is increasingly vital for addressing complex industrial scenarios where single-sensor data
may be insufficient.

Data fusion is the core component of multimodal perception. By employing suitable data fusion algorithms—
such as Kalman filtering [46], Bayesian fusion [47],and deep learning fusion[48]- data from different sensors are
integrated to generate a comprehensive , holistic perception outcome . The fusion process can be
mathematically represented as:

Stused = D1 WiSj 2L, wj =1L, w; 2 0 (2)
Multimodal perception integrates heterogeneous sensor data to achieve more comprehensive and accurate
sensing of physical entities. In this equation, S; represents the data from the j-th sensor modality, such as visual
images, temperature readings, or pressure signals. The corresponding weight w; reflects the relative importance
of each sensor's data in the fusion process.

The weights are non-negative and normalized such that their sum equals one, ensuring that the fused output
Stused is @ convex combination of all sensor inputs. This weighted fusion enhances robustness by compensating
for shortcomings or noise in individual sensors, yielding a richer and more reliable perception result. In intelligent
manufacturing, such data fusion supports real-time updates of digital twin models, enabling accurate monitoring
and predictive maintenance through comprehensive situational awareness.

The integration of multimodal perception technologies is essential for achieving comprehensive and accurate
sensing in digital twin-enabled manufacturing systems. Figure 4 visually represents the framework for
multimodal perception and data fusion, demonstrating how diverse sensor modalities—such as visual imaging,
auditory signals, temperature measurements, and pressure sensing—are collected, preprocessed, and fused to
provide a holistic understanding of the physical environment. This multimodal fusion enhances the robustness
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and precision of digital twin models by compensating for the limitations of individual sensors and capturing
complex, multidimensional manufacturing phenomena. The figure highlights the importance of advanced data
fusion algorithms in synthesizing heterogeneous data streams into a coherent perception output, thereby
enabling more effective real-time monitoring, predictive maintenance, and intelligent decision-making within
smart manufacturing ecosystems.

Visual Sensor

Auditory Sensor ¥,
Data Preprocessing gl ime Feature Extraction
Temperature Sensor R |
“’//' '\7
Data Fusion :
Pressure Sensor - Kalman Filtering — Fused Perception Output
- Bayesian Fusion “ for DT Model Update

- Deep Learning Fusion

Figure 4. Multimodal Perception and Data Fusion Framework

The framework illustrated here emphasizes the integration of multiple sensory modalities to achieve a
comprehensive and nuanced perception of manufacturing environments. By combining data streams from visual,
auditory, temperature, and pressure sensors, the system overcomes the limitations associated with relying on a
single sensor type, thereby enhancing the overall accuracy and reliability of digital twin models. The data fusion
stage employs advanced algorithms to merge heterogeneous data sources into a coherent and unified
representation, which is essential for capturing the multifaceted nature of physical processes on the production
floor. This multimodal approach not only improves fault tolerance by compensating for sensor failures or
anomalies but also enriches the data context available for predictive maintenance, operational control, and
quality assurance. The framework thus forms a critical backbone for the real-time situational awareness required
in intelligent manufacturing.

The advantage of multimodal perception lies in its ability to provide richer information than a single sensor,
thereby enhancing the precision and accuracy of perceiving physical entities [49]. In industrial robot operations,
[50] demonstrates that integrating data from visual and force sensors enables precise perception of object
position and orientation, along with real-time control of operational forces, thereby enhancing robotic accuracy
and safety. Furthermore, multimodal perception improves system robustness and reliability; when a sensor fails
or data is lost, information from other sensors can compensate, ensuring uninterrupted system operation [51].

Real-Time Synchronization

Real-time synchronization technology is crucial for ensuring digital twin systems accurately reflect the real-time
status of physical entities. It achieves real-time data interaction and synchronous updates between physical
entities and digital twin models through efficient communication technologies and data transmission protocols
[52].

In smart manufacturing environments, the dynamic and complex nature of production processes demands that
digital twin systems acquire real-time status information from physical entities and promptly update the digital
twin model [53]. On automated production lines, information such as equipment operational status, production
progress, and material flow must be transmitted in real time to the digital twin system, enabling the digital twin
model to accurately reflect current production conditions [54]. Simultaneously, decision outcomes and control
commands from the digital twin system must be promptly fed back to physical entities to enable real-time
optimization and control of production processes [55]. Application scenarios of real-time synchronization
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technology in smart manufacturing are analyzed in Table 5. Implementing real-time synchronization involves
multiple stages including data acquisition, transmission, processing, and model updates [56].

Table 5. Applications of Real-Time Synchronization Technology in Smart Manufacturing

Application Scenario Communication Data Transmission Real-Time Advantages
PP Technology Protocol Requirement g
Automated P.rod.uctlon Line Industrial Ethernet OPCUA Millisecond Level Fast Trans.m|§s.|on High
Monitoring Reliability
Industrial Robot Control Profibus Modbus TCP Millisecond Level strong ReaI»Ter].te Good
Compatibility
R te EQui t High Flexibility in Wirel
emote .qul.pmen 4G 5G MQTT Second Level gh Flexibil ym reless
Monitoring Transmission

Real-time synchronization is a critical enabler for maintaining the coherence between physical systems and their
digital counterparts. The communication technologies and protocols summarized in the table reflect the trade-
offs between latency, reliability, and flexibility. Optimal selection and configuration of these technologies are
key to ensuring timely and accurate digital twin updates in dynamic manufacturing environments.

The key to real-time synchronization technology lies in ensuring the timeliness and reliability of data
transmission [57]. In practical applications, appropriate communication technologies and data transmission
protocols must be selected based on specific production scenarios and requirements. Concurrently, measures
such as data redundancy, error detection, and correction must be implemented to enhance transmission
reliability and prevent data loss or errors that could lead to untimely or inaccurate updates of digital twin models
[58]. The total data transmission delay D in real—time synchronization systems can be decomposed as:

D= Dpropagation + Dtransmission + Dprocessing + uneueing (3)

Real-time synchronization technology is fundamental to ensuring that digital twin systems accurately mirror the
current status of physical entities by facilitating timely data exchange. The total delay D involved in this process
is composed of several key components. The propagation delay, Dyopagation, fefers to the time it takes for a signal
to travel through the physical communication medium, which depends on the distance between devices and the
speed of signal transmission. Following this is the transmission delay, Dyansmission, Which represents the duration
required to push the entire data packet onto the communication channel; this delay is influenced by the size of
the data and the bandwidth of the network. Once the data is in the network, processing delay, Dyrocessing,
arises due to the time taken by network devices to interpret packet headers, perform routing decisions, and
conduct error checking. Additionally, queuing delay, Dyeueing, OCCUrs wWhen data packets wait in buffers,
especially during periods of high network congestion. In the context of intelligent manufacturing, minimizing
this overall delay is critical because excessive latency can cause the digital twin model to lag behind the physical
system's true state, undermining the effectiveness of real-time monitoring, prediction, and control. Therefore,
understanding and optimizing each component of the total delay is essential for designing efficient
communication architectures that meet the stringent real-time requirements of modern smart manufacturing
environments.

Intelligent Decision-Making

Intelligent decision-making technology serves as the core component for optimizing smart manufacturing
systems within digital twin frameworks [59]. Based on digital twin models and data analysis results, it employs
intelligent algorithms such as genetic algorithms [60], particle swarm optimization [61], and deep reinforcement
learning [62] to make decisions regarding production planning, scheduling, and optimization. This enables the
rapid generation of optimal decision schemes based on real-time production conditions, thereby improving
production efficiency and resource utilization. A performance comparison of intelligent decision-making
algorithms is shown in Table 6.

Table 6. Performance Comparison of Intelligent Decision-Making Algorithms
Algorithm Name Applicable Problem Advantages Disadvantages
Genetic Algorithm Combinatorial Optimization Strong Global Search Ability High Computation Large Parameter
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Problem such as Production Suitable for Complex Sensitivity Slow Convergence
Scheduling Optimization Problems
Particle Swarm Continuous Optimization Fast Convergence Easy Easily Trapped in Local Optima High
Optimization Problem such as Parameter Implementation Parameter Adjustment Requirements
Algorithm Optimization
Deep Reinforcement Interactive Decision Scenarios Can Learn Optimal Policies Adapt Requires Large Amount of Training
Learning such as Robot Control to Dynamic Environment Changes Data Long Training Time Poor Model
Interpretability

The performance characteristics of various intelligent decision-making algorithms presented here highlight the
diversity of approaches available for production optimization. Each algorithm offers distinct advantages suited
to different problem types, while also presenting challenges such as computational complexity or susceptibility
to local optima. Careful evaluation of these factors is necessary to implement effective decision-making modules
within digital twin frameworks.

In intelligent manufacturing environments, production processes are complex and dynamic, involving multiple
stages and extensive resource scheduling [63]. Traditional decision-making methods often struggle to meet real-
time and accuracy requirements, whereas intelligent decision-making technologies can fully leverage the rich
information and powerful data analysis capabilities provided by digital twin models to achieve intelligent
optimization and decision support for production processes [60]. The implementation of intelligent decision-
making technology typically involves steps such as objective definition, constraint setting, algorithm selection
and optimization, and decision scheme generation and evaluation [63]. Genetic algorithms evaluate candidate
solutions based on a fitness function that guides the search for optimal or near—optimal solutions. The fitness
function F can be generally equationted as:

F = max{f(x) | x € X} (4)

Distributed computing architectures address the computational demands of processing vast manufacturing data
and complex digital twin models by distributing workloads across multiple computing nodes. The goal of load
balancing is to evenly distribute tasks to avoid bottlenecks and maximize resource utilization.

. . . . = 1 .
In this equation, L; denotes the computational load on node i, and L = ;Zlivﬂ L; is the average load across all

N nodes. Minimizing the variance o2 of node loads ensures that no individual node is significantly overburdened
or underutilized. Achieving this balance improves the system's parallel efficiency, reduces latency in processing
large-scale data, and ensures the real-time responsiveness of digital twin-enabled intelligent manufacturing
systems.

Intelligent decision-making technology finds extensive applications in smart manufacturing. In production
planning and scheduling, analyzing production data within digital twin models enables the use of intelligent
algorithms to optimize production plans, rationally allocate production tasks and resources, reduce production
waiting times and equipment idle time, and enhance production efficiency [64]. In quality control, real-time
monitoring and analysis of production quality data based on digital twin models, combined with intelligent
decision-making algorithms, enables timely detection of quality issues and implementation of corrective actions,
thereby enhancing product quality stability and consistency [65]. For equipment maintenance, integrating
operational data with fault prediction models allows intelligent decision-making to optimal maintenance
schedules, balancing maintenance costs and equipment reliability to extend service life [66].

Distributed Computing

Distributed computing architecture addresses the massive production data processing and complex model
computation demands in smart manufacturing systems [67]. It distributes computational tasks across multiple
nodes for parallel processing, thereby enhancing system efficiency and response speed while ensuring the real-
time performance and reliability of digital twin systems.

In smart manufacturing environments, production data volumes experience explosive growth as production

scales expand and process complexity increases [68]. Traditional centralized computing architectures often
struggle to meet the demands of large-scale data processing and complex model computations, frequently
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encountering computational bottlenecks and performance limitations that slow system responsiveness or even
cause operational failures. Distributed computing technology effectively addresses this challenge by distributing
computational tasks across multiple nodes. This approach fully leverages the computational resources of each
node, enabling parallel processing and distributed storage. Distributed computing architectures strive to balance
computational loads across multiple nodes to maximize efficiency and minimize bottlenecks. The load balancing
objective can be mathematically expressed as minimizing the variance of node loads:

. 1 -
min ¢? = NZ?I:l (L; — L)? (5)

In intelligent decision-making, especially when employing genetic algorithms and other evolutionary methods,
the fitness function F evaluates the quality of candidate solutions x within the feasible solution space X. The
function f(x) quantitatively measures each solution's performance with respect to the optimization objectives,
such as minimizing production time, cost, or maximizing throughput.

The algorithm aims to find the solution x that maximizes the fitness value f (x), representing the best or near-
best decision under given constraints. Through iterative selection, crossover, and mutation, the population
evolves toward increasingly optimal production schedules or resource allocations. This fitness-driven
optimization is key to enabling digital twin systems to generate efficient, adaptive, and robust production plans
that respond dynamically to real-time manufacturing conditions.

The distributed computing architecture primarily comprises components such as distributed file systems,
distributed databases, and distributed computing frameworks. Distributed file systems store massive datasets,
providing highly reliable and scalable data storage services [67]. Distributed databases manage structured and
unstructured data, supporting high-concurrency read/write operations and rapid queries [68]. Distributed
computing frameworks deliver parallel processing capabilities for efficient large-scale data processing and
analysis [69]. Specific comparisons are detailed in Table 7.

Table 7. Comparison of Distributed Computing Frameworks

Computing Applicable Scenario Advantages Disadvantages
Framework
Hadoop Large-Scale Data Batch Processing Mature and Stable Good High Latency Not Suitable for Real-
Community Support Time Computing
Spark Scenarios Requiring Fast Iterative In-Memory Computing Fast Speed | Low Efficiency for Small File Processing
Computing such as Machine Supports Real-Time Computing Complex Resource Management
Learning
Storm Real-Time Stream Data Processing Low Latency High Real-Time Low Fault Tolerance Needs to
Cooperate with Distributed Storage
Systems

Distributed computing frameworks play an indispensable role in handling the large-scale data and computational
demands of intelligent manufacturing systems. The comparison above illustrates the suitability of each
framework for different processing needs, ranging from batch to real-time stream processing. Selecting the
appropriate framework ensures that digital twin systems can operate efficiently at scale and meet real-time
performance requirements.

Security Monitoring

Security monitoring technology serves as a critical means to ensure the safe and stable operation of intelligent
manufacturing systems. By establishing robust security monitoring mechanisms, it provides real-time
surveillance and protection for cybersecurity, data security, and equipment security during production processes,
thereby guaranteeing the normal functioning of intelligent manufacturing systems [60].

In the context of digital twin-enabled intelligent manufacturing, the complexity and interconnectedness of

production systems significantly increase the potential attack surface. As manufacturing operations become
more reliant on real-time data exchange, cloud platforms, and remote device management, vulnerabilities in
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network protocols, software, and endpoint devices can be exploited by malicious actors. Moreover, the
integration of legacy equipment with modern digital infrastructure often results in inconsistent security
standards and gaps in protection. Insider threats, whether unintentional due to human error or intentional acts
of sabotage, also pose considerable risks to system integrity. Consequently, security monitoring technology must
not only detect and respond to external cyber threats but also identify abnormal behaviors and potential failures
originating from within the organization. Implementing multi-layered defense strategies—including continuous
network traffic analysis, anomaly detection using artificial intelligence, and strict access control—has become
essential. Furthermore, proactive measures such as regular vulnerability assessments, security patch
management, and employee cybersecurity training are indispensable for maintaining a resilient manufacturing
environment. As digital twins increasingly orchestrate and optimize core production activities, ensuring their
security is foundational to safeguarding intellectual property, operational continuity, and the reputation of
manufacturing enterprises.

In smart manufacturing environments, cybersecurity threats are escalating with the proliferation of industrial
internet and the deep integration of cyber-physical systems. Cyberattacks can lead to severe consequences such
as production system paralysis, data leakage or tampering, and equipment damage, causing substantial
economic losses and societal impacts for enterprises. Therefore, the application of security detection technology
in digital twin systems is particularly critical [70]. The application of security detection technologies in intelligent
manufacturing systems primarily encompasses cybersecurity detection, data security detection, and equipment
security detection. A detailed comparative analysis is presented in Table 8.

Table 8. Application of Security Detection Technologies in Intelligent Manufacturing Systems

v D "
Security Detection Technical Means Advantages Disadvantages
Aspect
Network Security Intrusion Detection System Real-Time Monitoring and Limited Capability to Detect New Attacks
Detection Firewall Prevention of Network Attacks Possible High False Alarm Rate
Data Security Data Encryption Access Ensures Data Confidentiality and Encryption and Decryption May Increase
Detection Control Integrity System Burden Affect Performance
Equi tS it Equi t Stat | Equi t Reliabilit . .
quipmen Aecurl ¥ . qu.lpmen a. us . mproves qmpmer? eliability High Sensor Cost Complex Data Processing
Detection Monitoring Fault Diagnosis and Security

Security monitoring technologies are vital for safeguarding intelligent manufacturing systems against a range of
threats. The table details various detection mechanisms, each with its own strengths and weaknesses.
Integrating multiple security layers is often necessary to provide comprehensive protection, ensuring the
integrity, confidentiality, and availability of manufacturing data and assets.

Application Domain Analysis

The application domains where digital twins and intelligent algorithms are integrated to address optimization
challenges in smart manufacturing systems primarily encompass discrete production lines, process
manufacturing, major equipment manufacturing, and collaborative robot clusters. Case comparisons are
presented in Table 9.

Table 9. Case Comparisons Across Application Domains

Application Domain Case Application Effect
Discrete Production Automobile Manufacturing Enterprises Optimize Production Production Efficiency Increased by 20
Line Planning and Scheduling through Digital Twins and Intelligent Percent Production Cost Reduced by 15
Algorithms Percent
Process Chemical Enterprises Use Digital Twins for Real-Time Monitoring Energy Utilization Rate Increased by 10
Manufacturing and Optimization of Production Processes Percent Product Quality Stability Improved
Cluster Robot Operational Efficiency Increased by 30

Multiple Robots Collaborate in Logistics Warehouses

Collaboration Percent Space Utilization Rate Improved

The case comparisons highlight how integrating digital twins with intelligent algorithms can yield measurable
improvements across diverse manufacturing sectors. These real-world applications provide valuable insights
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into the practical benefits and challenges of deploying such technologies. They also serve as benchmarks for
future developments aiming to further enhance manufacturing efficiency and flexibility.

In discrete manufacturing enterprises such as automotive and electronics industries, the integration of digital
twins with intelligent algorithms can be applied to production planning and scheduling, production line balancing
optimization, equipment failure prediction and maintenance [71]. By virtually modeling and simulating
production processes for optimization, production efficiency is enhanced while costs are reduced. In process
manufacturing industries like chemicals and pharmaceuticals, it can be applied to real-time production
monitoring and optimization, quality prediction and control, and energy management [72]. Leveraging real-time
data from digital twins and intelligent algorithm optimization enables refined production management and
efficient resource utilization.

For manufacturing large, complex equipment in sectors such as aerospace and shipbuilding, it can be used for
product design and validation, manufacturing process optimization, and equipment performance prediction and
evaluation [73]. Digital twin technology provides a virtual testing and validation environment, reducing physical
experimentation costs and risks while enhancing equipment R&D efficiency and quality. In multi-robot
collaborative scenarios, such as logistics handling, digital twins facilitate real-time coordination and decision-
making among robots. By integrating real-time data from multiple robots and intelligent algorithms, they enable
precise movement planning, collision avoidance, and task allocation [74]. This technology optimizes resource
allocation and improves operational efficiency. [73]. Digital twin technology provides a virtual testing and
validation environment, reducing physical experimentation costs and risks while enhancing equipment R&D
efficiency and quality.

Challenges and Bottlenecks

Although integrating digital twins with intelligent algorithms has achieved certain successes in optimizing smart
manufacturing systems, the following challenges and bottlenecks persist: 1) The massive volume and diverse
types of data generated in smart manufacturing systems make it difficult to ensure data accuracy, completeness,
and consistency, impacting the construction and application of digital twin models [75]. 2) As production systems
continuously evolve, models require real-time updates to maintain accuracy, imposing stringent demands on
scalability and maintainability. 3) In high-real-time-demand scenarios such as robot control and production
scheduling, digital twin systems must meet real-time requirements for data processing and computational
efficiency [76]. Existing computational resources and technological capabilities struggle to fully satisfy the real-
time demands of digital twins in large-scale intelligent manufacturing systems. 4) Digital twin technology
involves vast amounts of production data and equipment information. Any leakage could inflict substantial
losses on enterprises. Ensuring data security and privacy while preventing tampering or theft represents another
critical challenge in integrating digital twins with intelligent algorithms [77].

In addition to the aforementioned challenges, another significant bottleneck lies in the integration of
heterogeneous systems and standards within intelligent manufacturing environments. The manufacturing
ecosystem traditionally encompasses a variety of legacy equipment, disparate data formats, and multiple
communication protocols, all of which complicate the seamless integration necessary for effective digital twin
deployment. Achieving true interoperability among such heterogeneous platforms has long been a critical
technical hurdle. Additionally, the rapid evolution of industrial technologies up to recent years has already
imposed continuous requirements for updating and maintaining digital twin models and intelligent algorithms,
raising concerns about the sustainability and long-term maintenance costs of these systems. The human factor
is also pivotal; the persistent shortage of skilled personnel with the expertise to operate, interpret, and optimize
these advanced digital systems further impedes their widespread adoption. Overcoming these multifaceted
challenges demands a comprehensive approach—one that emphasizes technical innovation, industry-wide
standardization, and systematic workforce development—so as to fully realize the potential of digital twin-
integrated intelligent manufacturing systems.
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Conclusion

The integration of digital twins and intelligent algorithms provides robust technical support and innovative
approaches for optimizing smart manufacturing systems. Through an in-depth exploration of the concept,
reference architecture, key technological frameworks, application domains, and challenges of digital twins, it is
evident that they hold immense potential and practical value in enhancing production efficiency, reducing costs,
and improving product quality. However, achieving widespread adoption and deep integration of digital twins
and intelligent algorithms in smart manufacturing requires addressing a series of challenges, including data
management, model construction, real-time performance, security, and privacy. Looking ahead, as technology
continues to evolve and innovate, smart manufacturing systems integrating digital twins and intelligent
algorithms will become increasingly intelligent, efficient, and reliable, providing stronger support for the
transformation and upgrading of the manufacturing industry.

Looking forward, it is essential to emphasize the growing importance of cross-disciplinary collaboration to
overcome the existing limitations in digital twin and intelligent algorithm integration. The convergence of fields
such as data science, cyber-physical systems, and manufacturing engineering will drive the next wave of
innovation in smart manufacturing. Additionally, future research should focus on enhancing the adaptability and
learning capabilities of intelligent algorithms to better cope with the dynamic and uncertain nature of
manufacturing processes. The advancement of edge computing and 5G technologies also promises to
significantly improve real-time responsiveness and data security, further strengthening the practical value of
digital twins. Ultimately, the sustained development and deployment of these technologies will not only
promote operational excellence but also contribute to more sustainable and resilient manufacturing ecosystems,
aligning with broader industry and societal goals.
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