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Abstract. In order to address the technological issue of automatic multilingual security document interpretation, this study 
proposes a specific architecture based on XLNet-based transfer learning. First, we discovered that the real security materials 
contain a variety of languages as well as different degrees of structural irregularity and semantic complexity after conducting 
a thorough technical examination of them. Permutations, adaptive tokenization, domain-specific feature learning, and other 
techniques are the foundation of the suggested method of handling contexts. The model achieved a macro-averaged 
accuracy of 92.2% for English, 90.6% for Chinese, and maintained an accuracy of over 87% across all low-resource languages 
using a relatively large-scale, high-quality benchmark of over 120,000 annotated security papers in six languages. This 
structure has demonstrated lower entity boundary errors and higher F1 scores for rare and code-mixed event categories 
when compared to the well-known models of BERT and RoBERTa. It has been discovered that the model is rather stable in 
identifying threats and resolving ambiguity among the compliance and vulnerability descriptions based on the 
aforementioned thorough error analysis and real case validation. A new engineering standard for cross-lingual cybersecurity 
intelligence and compliance analysis has been established based on the aforementioned results, which show that 
permutation-driven transfer learning can accomplish dependable, high-precision multilingual information extraction and 
categorization. 
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Introduction 
Security documentation in various languages has increased by several orders of magnitude as a result of the 
widespread adoption of digital transformation in the government, finance, health, and energy sectors [1]. More 
thorough studies of incident reports, regulatory warnings, vulnerability notifications, and audit statements in 
many languages are currently being carried out due to the recent shift in cybersecurity and cross-border 
compliance norms [2]. However, both human specialists and conventional AI systems find it challenging to 
interpret these papers' intricate structure, technical jargon, and context-sensitive semantics [3]. There are 
several discrepancies between high-resource and low-resource languages, and information extraction and 
semantic understanding are also hampered by domain-specific words and policy variations [4]. As the number 
and variety of security documents continue to grow, it is more probable that certain employees will not fully 
review them; as a result, responses may be delayed or inaccurate, and regulatory requirements may not be 
fulfilled [5]. Traditional text mining and other rule-based, static machine learning techniques exhibit low 
scalability and adaptation to the numerous types of foreign security documents and linguistic factors [6]. In 
cross-lingual environments, recall, precision, and F1-score frequently decline dramatically; as a result, the 
existing technology is unable to satisfy practical needs [7]. Because of this, there has been a steady increase in 
demand for automated, reliable, and language-independent solutions to the security document intelligence 
challenge [8]. Both sophisticated language models and flexible transfer-learning backbones must be used to 
learn intricate cross-lingual and domain-specific features with little supervision in order to construct such 
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solutions [9]. These days, a lot of organizations in the governance and cybersecurity fields must also comply with 
these requirements [10]. 

Given the aforementioned issues, transfer learning has transformed natural language processing (NLP) by 
encouraging cross-domain and cross-lingual generalization, particularly for deep pre-trained language models 
[11]. For document-level representation, the permutation-based autoregressive model XLNet has shown good 
performance in handling context and flexible dependency modeling [12]. XLNet is a bidirectional encoder that 
can better utilize context at various points and does not have the issues associated with masked language 
modeling [13]. According to recent research, XLNet can effectively extract information and classify documents 
from structurally complicated, multilingual data, something that standard models frequently struggle with [14]. 
Despite the aforementioned noteworthy accomplishments, there are comparatively few systematic research on 
the application of XLNet-driven transfer learning to real-world multilingual security documents in low-resource 
languages, regulatory compliance, security threat identification, etc. [15]. 

This study proposes a comprehensive XLNet-based system for the understanding and processing of multilingual 
security documents in diverse linguistic and application settings in order to address this shortcoming. Robust 
experiments on real and synthetic datasets in representative security domains have been carried out, and an 
end-to-end method integrates strong tokenization, cross-lingual embeddings, domain adaptation, and task-
specific fine-tuning. The following are the principal accomplishments: A flexible architecture for multilingual 
security document intelligence is introduced, together with thorough benchmarking against conventional 
baselines and fresh insights on mistake characteristics and useful applications. The remainder of this work will 
be structured to walk readers through the system design, experiments, analysis, and underlying research before 
providing an overview of the findings and future research directions. 

Related Work 

Multilingual Security Document Understanding 

Growing international organizations increasingly need to understand and automatically analyze multilingual 
security papers [16]. The earliest types of translation, rule-based translation and manual annotation, have not 
yet resolved issues like the vast range of technical words and semantics in security documents [17]. People and 
conventional algorithms for security data analysis cannot consistently extract reports, guidelines, and advisories 
due to their varied styles [18]. Despite recent advancements in neural machine translation and cross-lingual 
word embeddings to address the issue of semantic disparities, their actual performance is still constrained by a 
lack of specialized datasets [19]. Due to domain drift and a lack of parallel data, many security texts—particularly 
those written in low-resource languages—are challenging to properly extract and categorize [20]. 

Transfer Learning in NLP 

By enabling the use of minimal labeled data, transfer learning has facilitated the dissemination of knowledge 
from other languages and NLP tasks [21]. Deep representation models that learn generalizable syntactic and 
semantic patterns from extensive source corpora have evolved from traditional feature-based approaches [22]. 
The model's adaptability has been further enhanced by domain-adaptive pre-training and fine-tuning, and it has 
now acquired specialized cybersecurity expertise [23]. In order to align the representation spaces and facilitate 
information transmission without the need for translation pairs, some novel techniques for cross-lingual pre-
trained models have recently been presented [24]. Because real-world security papers are relatively complex, 
there is a growing need for transfer learning techniques that are both interpretable and fine-grained [25]. 

XLNet and Applications in Security Scenarios 

Recently, XLNet has included permutation-based autoregressive models to enhance both specific-domain model 
capabilities and general language comprehension [26]. In numerous texts and languages, its structure may carry 
out comprehensive context modeling for entity recognition, event detection, and compliance categorization [27]. 
According to research, XLNet outperforms the previous pre-trained model for complicated analysis tasks when 
it comes to long-range reliance and intricate relationships in security documents [28]. Practical applications of 
XLNet's strengths include threat intelligence, policy analysis, and risk detection in cybersecurity [29]. Currently, 
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numerous research teams are investigating the sensible modification and use of XLNet in the development of 
robust, useful, and comprehensible multilingual security document systems [30]. 

Method 

XLNet-based Framework and Modeling Strategy 

An XLNet-based transfer architecture, which may optimize context reasoning and cross-lingual semantic 
adaption for different languages in security documents, is at the heart of the aforementioned technique. Instead 
of using a conventional masking technique, XLNet uses permutation-based autoregressive processing to 
simultaneously learn both directions of interdependence. This makes it ideal for security data with fragmented 
syntax, nested entities, and domain-specific anomalies. 

In the document processing pipeline, incoming text streams, potentially from disparate languages and formats, 
are normalized and segmented through an adaptive multilingual tokenization interface. The first modeling stage 
maps raw input sequences  𝐱𝐱 = (𝑥𝑥1, 𝑥𝑥2, … , 𝑥𝑥𝑇𝑇) into canonicalized linguistic representations. XLNet's 
permutation operator samples a permutation 𝜋𝜋 from the set of all possible orderings, ensuring the model 
sufficiently learns relationships irrespective of their physical positions in the text. The token generation 
probability given a permutation is expressed by: 

𝑃𝑃(𝐱𝐱 ∣ 𝜋𝜋) = � 
𝑇𝑇

𝑡𝑡=1

𝑃𝑃�𝑥𝑥𝜋𝜋𝑡𝑡 ∣ 𝐱𝐱𝜋𝜋<𝑡𝑡� Eq.(1) 

To enhance the learning of cross-lingual entity interactions, we design a Stochastic Contextual Permutation 
Objective (SCPO), maximizing expected log-likelihood while injecting entropyaware context masking: 

ℒSCPO = 𝔼𝔼𝜋𝜋 ��  
𝑇𝑇

𝑡𝑡=1

 log 𝑃𝑃�𝑥𝑥𝜋𝜋𝑡𝑡 ∣ ℳ𝜋𝜋<𝑡𝑡(𝐱𝐱)�� Eq.(2) 

Here,  ℳ𝜋𝜋<𝑡𝑡  is a dynamic masking operator based on both linguistic entropy and positionspecific security 
relevance. 

The core Transformer encoder layers, stacked 𝐿𝐿 times, include multilingual segment recurrence and context-
gated attention. Attention scores are recalibrated by an adaptive similarity kernel that encodes both language 
and domain proximity: 

𝑎𝑎𝑖𝑖,𝑗𝑗 =
exp ��𝑞𝑞𝑖𝑖⊤𝑘𝑘𝑗𝑗� ⋅ 𝜅𝜅�𝑙𝑙𝑖𝑖 , 𝑙𝑙𝑗𝑗��

∑  𝑇𝑇
𝑚𝑚=1  exp �(𝑞𝑞𝑖𝑖⊤𝑘𝑘𝑚𝑚) ⋅ 𝜅𝜅(𝑙𝑙𝑖𝑖 , 𝑙𝑙𝑚𝑚)�

 Eq.(3) 

Where  𝑞𝑞𝑖𝑖 , 𝑘𝑘𝑗𝑗  denote query and key vectors, and  𝜅𝜅 is a kernel measuring language similarity between 
segments 𝑙𝑙𝑖𝑖  and 𝑙𝑙𝑗𝑗. 

Collective context is further synthesized by hierarchical aggregation. The final latent representation for each 
token aggregates both depth and cross-domain interactions: 

𝐡𝐡𝑡𝑡 = � 
𝐿𝐿

ℓ=1

𝛼𝛼ℓ𝜙𝜙𝑡𝑡
(ℓ) + 𝛿𝛿𝜓𝜓𝑡𝑡dom Eq.(4) 

Here,  𝜙𝜙𝑡𝑡
(ℓ) is the vector at layer  ℓ,𝜓𝜓𝑡𝑡dom  encodes task-domain features,  𝛼𝛼ℓ and  𝛿𝛿 are trainable aggregation 

parameters. 

For robust learning, a composite loss is defined, combining supervised security objectives and language-aware 
regularization: 

ℒtotal = 𝜂𝜂1ℒsec + 𝜂𝜂2ℒlang + 𝜂𝜂3ℛKL Eq.(5) 
With ℒsec ,ℒlang  the primary and auxiliary loss terms; ℛKL is a Kullback-Leibler divergencebased distribution 
alignment penalty, and 𝜂𝜂 are adaptive weights. 
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To promote semantic consistency across permutations, a context alignment loss is imposed: 

𝒜𝒜perm =
1
𝑃𝑃
�  
𝑃𝑃

𝑝𝑝=1

�𝐳𝐳(𝑝𝑝) −
1
𝑃𝑃
�  
𝑃𝑃

𝑝𝑝′=1

 𝐳𝐳�𝑝𝑝′��

2

 Eq.(6) 

Where  𝐳𝐳(𝑝𝑝) is the document-wise semantic vector under permutation  𝑝𝑝 , and  𝑃𝑃 is the number of sampled 
permutations. 

The entire permutation-driven, multilingual-calibrated design is flexible enough to accommodate a variety of 
document types, languages, and threat expressions. 

Figure 1 depicts the schematic architecture of this integrated pipeline. The data flows from the input of 
normalized multilingual documents through hierarchical aggregation, permutation-based Transformer encoding, 
and task-specific output layers. 

 
Figure 1. XLNet-Based Multilingual Security Document Processing Framework 

Multilingual Tokenization and Input Embedding 

Given the variations in syntax, morphology, and fine-grained domain words among languages, tokenization and 
embedding under multilingual constraints are required for stable security document analysis performance. In 
order to guarantee that technical tokens, such as proprietary threat names and nested compliance identifiers, 
are broken down at the best possible level, tokenization in this paper combines subword segmentation (such as 
Byte Pair Encoding and unigram language modeling) with dynamic language-specific heuristics. 

The input document  𝐷𝐷 in language  𝜆𝜆 is processed via an adaptive multilingual tokenizer  𝑇𝑇𝜆𝜆 , capable of 
generating a sequence of tokens 𝐱𝐱 = (𝑥𝑥1, 𝑥𝑥2, … , 𝑥𝑥𝑇𝑇) that preserves both morphological invariance and domain 
saliency. The segmentation can be formalized as: 

𝐱𝐱 = 𝑇𝑇𝜆𝜆(𝐷𝐷) = � 
𝑆𝑆

𝑠𝑠=1

Seg𝜆𝜆(𝑑𝑑𝑠𝑠) Eq.(7) 

where  𝑑𝑑𝑠𝑠 represents the  𝑠𝑠 -th sentence or section, and  Seg𝜆𝜆  denotes the language-conditioned subword 
segmentation function. 

Each token 𝑥𝑥𝑡𝑡  is mapped to a hybrid embedding that fuses subword, positional, and languagechannel encodings. 
The final embedding vector 𝐞𝐞𝑡𝑡  for position 𝑡𝑡 is obtained by: 

𝐞𝐞𝑡𝑡 = 𝐯𝐯(𝑥𝑥𝑡𝑡) + 𝐩𝐩𝑡𝑡 + 𝐥𝐥𝜆𝜆 + 𝐜𝐜sec Eq.(8) 
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where  𝐯𝐯(𝑥𝑥𝑡𝑡) is the subword embedding,  𝐩𝐩𝑡𝑡  is the absolute position encoding,  𝐥𝐥𝜆𝜆 is a learnable language 
embedding, and 𝐜𝐜sec  introduces a security context marker vector, which is nonzero only if 𝑥𝑥𝑡𝑡  is identified as a 
potential entity or pre-tagged security trigger. 

To model the non-stationary occurrence of entities, an attention-based reweighting function modulates token 
importance dynamically. For each input token, the contextual saliency score 𝑠𝑠𝑡𝑡  is computed as: 

𝑠𝑠𝑡𝑡 =
exp �𝜓𝜓(𝑥𝑥𝑡𝑡 ,𝐡𝐡𝑡𝑡−1)�

∑  𝑇𝑇
𝑗𝑗=1  exp �𝜓𝜓�𝑥𝑥𝑗𝑗 ,𝐡𝐡𝑗𝑗−1��

 Eq.(9) 

where 𝜓𝜓 is a joint similarity function between the token embedding and the preceding context representation. 

Embedding regularization employs a mutual information maximization objective, which encourages the 
retention of language-relevant features during subword construction and token composition. This is 
implemented as: 

ℐembed = � 
𝑇𝑇

𝑡𝑡=1

log 
𝑝𝑝(𝐞𝐞𝑡𝑡 ,𝑦𝑦𝑡𝑡)
𝑝𝑝(𝐞𝐞𝑡𝑡)𝑝𝑝(𝑦𝑦𝑡𝑡)

 Eq.(10) 

where 𝑦𝑦𝑡𝑡  is the gold security label or entity tag at position 𝑡𝑡, and 𝑝𝑝(⋅,⋅) represent empirical joint and marginal 
distributions computed within a batch. 

These embedding and tokenization mechanisms collectively enable resilient, high-fidelity mapping from 
unstructured multilingual security texts into structured, context-aware representations. Such detail is essential 
for the downstream XLNet-based encoder to distinguish subtle threat nomenclature, regulatory logic, and code-
mixed snippets often embedded in realworld security corpora. 

Domain Adaptation and Training Details 

The XLNet-based system has to have a robust domain adaption mechanism because of the issues with 
vulnerability and the lack of generalization in security papers. The distribution of incident logs, compliance 
warnings, technical vulnerability descriptions, and regulatory updates in real multilingual security datasets 
frequently varies significantly. To facilitate generalizable learning, minimize language-based and domain-based 
divergences, and preserve the exact domain semantics across various languages, adversarial and discrepancy-
aware adaptation procedures are employed. 

The training regimen is divided into two periods. In order to align high-level representations using language 
models while maintaining crucial security aspects, the initial step involves the unsupervised pre-adaptation of 
blended out-of-domain and in-domain corpora. Next, use annotated security datasets typical of high-value 
document genres and languages to do supervised fine-tuning. 

A domain discriminator network conditioned on the intermediate XLNet hidden states is integrated as a 
fundamental module. In the shared latent space, the auxiliary classifier aims to decrease the domains' 
separability. The matching adversarial goal is expressed as follows: 

ℒadv = 𝔼𝔼(𝐱𝐱,𝑑𝑑)[log 𝑄𝑄(𝑑𝑑 ∣ 𝐡𝐡𝐱𝐱)] − 𝜆𝜆adv𝔼𝔼𝐱𝐱[log 𝑃𝑃(𝐲𝐲 ∣ 𝐱𝐱)] Eq.(11) 
Here,  𝑄𝑄 is the domain discriminator,  𝑑𝑑 the domain label,  𝐡𝐡𝐱𝐱 the XLNet encoder state for input  𝐱𝐱 , 
and 𝜆𝜆adv  weights the adversarial penalty relative to the primary prediction task 𝑃𝑃(𝐲𝐲 ∣ 𝐱𝐱). 

To further compensate for domain shift and maintain adaptability across both language and security domains, 
the loss function incorporates a margin-based domain adaptation constraint, which actively penalizes 
distributional divergence between source and target: 

ℒmda = � 
𝐾𝐾

𝑘𝑘=1

max�0,𝑚𝑚 − JS�𝑃𝑃𝑆𝑆,𝑘𝑘(𝐡𝐡),𝑃𝑃𝑇𝑇,𝑘𝑘(𝐡𝐡)�� Eq.(12) 

In this term, JS  [⋅,⋅] denotes the Jensen-Shannon divergence between feature distributions of class  𝑘𝑘 in 
source 𝑆𝑆 and target 𝑇𝑇 domains, and 𝑚𝑚 is a tunable margin controlling adaptation strength. 
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Dynamic learning-rate scheduling and gradient clipping are used during supervised training to enhance training 
stability in the face of class imbalance and linguistic resource asymmetry. Language and document-type 
categories make up minibatch composition, and a consistent number of update samples are sent to each of the 
main sections. To prevent overfitting on the dominant language or common security event types, selective 
regularization of language embeddings and domain-specific feature projections is used. 

Overall accuracy and per-domain recall will be monitored as the model is evaluated in multiple phases, including 
in-domain tests, cross-lingual adaption, and cross-genre generalization. To guarantee workforce deployment 
preparedness and the interpretability of operational security environments, establish early-stopping criteria 
based on the plateauing of validation loss in annotated, high-risk security situations. 

In summary, the model can develop strong, discriminative features that can function effectively in the novel 
setting of multi-lingual security document analysis thanks to the aforementioned domain adaption and training 
techniques. 

Experiments 

Dataset Description and Preprocessing 

Around the course of the last five years, numerous sources of vulnerability disclosure information and 
compliance policy texts from all around the world have been combined to create a multilingual security 
document set. The corpus comprises six languages, including low-resource languages like Vietnamese, Arabic, 
and Polish as well as high-resource languages like English, Chinese, and Spanish. To create a multi-level 
supervised learning resource, each document instance has been labeled with security-domain categories, 
specific entity bounds, severity scores, and incident dates. 

The distribution of sample frequencies by language and genre in the original dataset is notably non-uniform, 
with English-language samples being over fifteen times more common than low-resource examples. Boost 
processing power to preserve information integrity and uniform delivery. Initially, code-mixed tokens and 
polymorphic security IDs were accurately segmented using character normalization and extended Unicode 
regularization. A multilingual dictionary mapping and cross-lingual alignment for uncommon event kinds and 
vendor-specific threat signatures have been used to achieve consistency of named entities across languages. 

Using a multi-stage deduplication and outlier identification technique based on edit distance and thematic 
similarity for robust pruning, reduce noise resulting from automatic translation and non-standard formats. Based 
on the marginal entropy of the whole distribution of entities and categories, the issue of extremely imbalanced 
label classes was addressed using a stratified synthetic over-sampling technique. Ultimately, the preprocessing 
approach produced a balanced training set with highly maintained security information content, making it 
suitable for usage in a variety of language and domain contexts. 

Experimental Setup and System Flow 

PyTorch 2.0 runs on a high-performance computing cluster with NVIDIA A100 GPUs and 1TB RAM nodes using 
an XLNet-based architecture. The document instances were fed into the hybrid transformer architecture via a 
dynamic batching scheduler that adjusts to the various document lengths and languages after a bespoke 
preparation pipeline linked to spaCy and Moses for multilingual tokenization. Extensive Bayesian optimization 
was used to choose model hyperparameters, including embedding dimension, attention heads, layer depth, and 
dropout schedules. Early halting was determined by cross-lingual macro-F1 performance. 

Warm-start unsupervised pre-adaptation and supervised fine-tuning are the two training modalities; in both, 
batching is done using data from both the language and security domains. To increase convergence speed under 
resource constraints, gradient accumulation and mixed-precision training were used. Several sources of domain 
adversarial regulation were employed to lessen the oscillations of low-resource adaptation. Continually check 
the hyperparameters' stability on a held-out validation set and keep an eye on variations in accuracy by language 
and category. 
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Figure 2 depicts the whole process for dataset import, tokenization, adaptive scheduling, XLNet encoding, 
domain-adaptive loss shaping, and output integration. In both high-resource and low-resource testing, this 
streamlined procedure may guarantee the standardization of various document types. 

 
Figure 2. Experimental Process Flowchart 

For quantitative assessment, custom evaluation metrics are introduced. Given predicted labels 𝑌̂𝑌 and ground 
truths 𝑌𝑌, the weighted macro accuracy across language and category axes is computed as: 

Accmacro =
1
𝐿𝐿𝐿𝐿

�  
𝐿𝐿

ℓ=1

�  
𝐾𝐾

𝑘𝑘=1

∑  𝑁𝑁ℓ,𝑘𝑘
𝑖𝑖=1  𝕀𝕀�𝑦̂𝑦𝑖𝑖

(ℓ,𝑘𝑘) = 𝑦𝑦𝑖𝑖
(ℓ,𝑘𝑘)�

𝑁𝑁ℓ,𝑘𝑘
 Eq.(13) 

Here, 𝐿𝐿 and 𝐾𝐾 denote the number of languages and security categories respectively, and 𝑁𝑁ℓ,𝑘𝑘 is the number of 
samples of category 𝑘𝑘 in language ℓ. 

To measure the joint precision-recall tradeoff in an imbalanced multilingual setting, an entropyweighted F1-
metric is designed: 

𝐹𝐹1entropy =
2
𝑍𝑍
�  
𝐿𝐿

ℓ=1

�  
𝐾𝐾

𝑘𝑘=1

𝑤𝑤ℓ,𝑘𝑘 ⋅
Precisionℓ,𝑘𝑘 ⋅ Recallℓ,𝑘𝑘

Precisionℓ,𝑘𝑘 + Recallℓ,𝑘𝑘
 Eq.(14) 

where 𝑤𝑤ℓ,𝑘𝑘 reflects normalized class entropy and 𝑍𝑍 is a normalization factor ensuring the sum of weights equals 
one. 

Evaluation Metrics 

Boost quantitative analysis to assess the extent to which the new system's linguisticization and security 
applications have been expanded. Errors in low-resource and uncommon security categories are not penalized 
by macro-averaged accuracy, which is the average of per-class and per-language recognition rates. As 
demonstrated above, the entropy-weighted F1 score is an adaptation of the conventional metric that takes into 
account each class's informativeness in order to address the issue of class imbalance. 

In order to ascertain whether the model can recognize uncommon threat patterns and policy phrases that 
appear in several languages, the recall across domains and precision in other languages at the document and 
segment levels are also explicitly monitored. The granularity of tokenization and embedding procedures in 
multilingual security can be adjusted by identifying model bias using a confusion matrix and an aggregated error 
surface analysis. 

In order to guarantee the fairness of comparisons and offer transparent diagnostic information for domain 
adaption, strictly controlled indicators will be utilized in conjunction with earlier research. This will enable the 
establishment of a clear benchmark for the production security intelligence workflow. 
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Results and Discussion 

Dataset Characteristics and Label Statistics 

Significant cross-linguistic and structural variation is revealed by a thorough analysis of our carefully selected 
multilingual security document dataset, and both universal and language-specific characteristics pose challenges 
for reliable NLP models. More than 120,000 instances in six languages make up the final annotated corpus 
following pre-processing and normalization. Polish is the least common, with just over 5,700 examples, while 
English is by far the most prevalent, with around 46,000 texts. The aforementioned variations will impact 
downstream model confidence calibration and necessitate sophisticated domain adaption techniques. 

Additionally, the distribution of average document lengths is not very uniform. With median sequence lengths 
of 280 and 250 tokens, respectively, English and Chinese documents are typically lengthier and have greater 
lexical diversity; Vietnamese and Arabic samples are approximately 140 and 155 tokens, respectively, and their 
genre conventions and reporting standards are different. The number of language-wise samples is represented 
graphically in Figure 3(a), where the long-tail distribution of non-English entries is noticeable; the distribution of 
document lengths by language is shown in Figure 3(b), where there are clear right-skewed tails in high-resource 
groups. 

Additionally, there is an unequal distribution of label categories. Approximately 55% of all annotated examples 
in each language consist of threat alerts and vulnerability disclosures, followed by compliance notifications (25%) 
and general incident responses (20%). The analysis in Figure 3(c) demonstrates that source bias and annotation 
techniques cause unusual entity types, like APT indicators or cross-platform exploit signatures, to arise at an 
abnormally high proportion in both English and Chinese groups. 

Technical advisories and policy documents have exhibited an increasing trend in annotation density of named 
entities, which is the average number of labelled spans per document; the mean varies from 3.2 in low-resource 
languages to 6.7 in English-rich policy records. The entity density and distribution of each language-class pair are 
displayed in Figure 3(d). As can be seen, there are substantial linguistic and genre connections that call for 
adaptive tokenization and embedding techniques. Thus, it is necessary to have a model pipeline that can identify 
such intricate, language-dependent statistical regularities and deal with the issue of infrequent security event 
sparsity. 

 
Figure 3. Dataset Distribution Overview. (a) Document count per language. (b) Document length distribution. (c) Category distribution 

across languages. (d) Entity annotation density by language and class. 
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Performance Comparison and Model Evaluation 

The following tables demonstrate how XLNet outperforms both BERT and RoBERTa on a variety of quantitative 
metrics using a test set of six languages. With a macro-averaged accuracy of 90.6% in Chinese and 92.2% in 
English, XLNet is appropriate for high-resource settings. Comparable outcomes in Spanish (88.4%), Vietnamese 
(88.2%), Arabic (87.9%), and Polish (87.6%) demonstrate XLNet's strong cross-lingual transfer and out-of-
distribution generalization. The accuracy of the three models at the macro-average level for various languages 
is shown in Figure 4(a). It is evident that XLNet has decreased the performance gap between high-resource and 
low-resource languages, with XLNet reaching 87.6% in Polish while BERT only reached 76.3%. 

The F1 scores for the various languages in the error balance are displayed in Figure 4(b). With a score of 0.92, 
XLNet is the best at English; for all other languages, it continues to perform at a relatively high level above 0.86, 
while BERT and RoBERTa decline more drastically, particularly for languages with less data. An increase in F1 
indicates that XLNet is doing reasonably well in terms of recall and precision, and the class with less data points 
has respectable outcomes. 

The accuracy of each model in the three categories of threat alerts, vulnerability disclosures, and compliance 
events is displayed in Figure 4(c). With a threat advisory detection rate of 91.2%, XLNet outperformed BERT 
(86.3%) and RoBERTa (88.9%). With a 90.5% vulnerability disclosure detection rate, XLNet performs better than 
the other baselines when dealing with complicated category boundaries. With an 88.7% rate, the compliance 
class model outperforms other models by about 4-6 percentage points. 

 
Figure 4. Model Results Comparison. (a) Macro-averaged accuracy by language. (b) F1 scores across languages. (c) Accuracy by security 

document category. 
Hyperparameter analysis, captured in Figure 5, reveals how model design choices impact performance. Figure 5 
(a) plots macro-averaged accuracy versus the number of attention heads; increasing from 8 to 16 produces a 
gain from 87.1% to 89.7%, after which the trend plateaus. A separate analysis in Figure 5 (b) measures rare entity 
recall across different input context windows—the recall jumps 4.2% when moving from 128 to 320 tokens, 
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providing empirical support for deep context modeling. Figure 5 (c) evaluates the influence of the domain-
adaptive loss weight, with performance peaking at a weight of 0.4, where macro-F1 rises to 0.89 but falls off 
sharply for both lower and higher regularization. 

 
Figure 5. Hyperparameter Effect Analysis. (a) Accuracy vs. attention head count. (b) Rare entity recalls by context window size. (c) Macro-F1 

vs. domain loss weight. 
The figures underscore how the XLNet architecture, through permutation-based attention and refined 
hyperparameter regimes, achieves strong generalization, especially in the face of domain and resource skew. 

Error Analysis and Real-case Insights 

Some trends in the model's shortcomings for both language and domain are revealed by targeted error analysis. 
Although XLNet performs somewhat better than other baselines, the majority of its faults are centered in the 
areas of entity boundary misclassification and confusion among closely related security categories. 

By analyzing error subtype proportions, Figure 6(a) demonstrates that, in terms of overall misclassifications, 
XLNet has a smaller percentage of entity boundary errors (31%) than BERT and RoBERTa. Mislabeling of rare 
security categories is a second source of error; as Figure 6(b) illustrates, XLNet is incorrect in the category border 
in 27% of cases, which is higher than that of BERT and RoBERTa. The availability of language resources influences 
the mistake rate, as Figure 6(c) illustrates. XLNet's error rate is very high in both Polish and English (7.8% and 
11.2%, respectively), but the increase brought on by low-resource languages is quite small when compared to 
the baseline model. 
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Figure 6. Error Type Analysis. (a) Distribution of entity boundary errors across models. (b) Proportion of category confusion errors. (c) Error 

rates by language-resource level. 
 

In contrast to BERT and RoBERTa, which either break down the entity or fail to recognize it as an out-of-
vocabulary word, XLNet can accurately identify a multi-hop APT group indicator that is distributed over multiple 
sentences in a lengthy Chinese compliance document while maintaining the span boundaries. Figure 7(a) is a 
representative case that illustrates the practical effect of XLNet. A typical record of a Spanish incident with code-
mixed content and regulatory overlays is shown in Figure 7(b). In this case, XLNet correctly distinguishes between 
a platform-specific vulnerability statement and a compliance waiver clause, assigning categories and extracting 
key risk terms without error, while baseline methods are unable to determine context and thus provide either 
incomplete or incorrect labels. 

 
Figure 7. Case Visualization. (a) APT indicator extraction in a Chinese compliance document. (b) Vulnerability vs. compliance clause 

distinction in a Spanish report. 
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These detailed investigations confirm that the architectural advantages of XLNet extend beyond aggregate 
metrics, enabling improved handling of fine-grained multilingual entity spans, resilience to rare event drift, and 
practical interpretability in real operational documents. This positions the approach as exceptionally suitable for 
deployment in multilingual cybersecurity monitoring and automated compliance intelligence. 

Conclusion 
In this research, an effective and specialized XLNet-based transfer learning framework has been developed for 
the challenging issue of multilingual security document interpretation. The suggested approach more 
successfully addressed the subtle semantic distinctions and context boundaries of security reports in the six 
languages by combining permutation-based context modeling and adaptive multilingual tokenization. 
Numerous quantitative tests have shown the system's strong generalization capabilities; rare-event recall and 
boundary integrity have greatly improved in comparison to earlier transformer models, and macro-averaged 
accuracy is still over 87% in all test languages. 

Above all, the individual examples and error analyses as well as the overall high scores demonstrated the 
capabilities of the XLNet design. In the difficult low-resource and code-mixed portions of the test set, the model 
has considerably reduced category confusion and entity boundary errors more than BERT and RoBERTa. A few 
case studies have demonstrated the system's ability to identify uncommon risk categories, differentiate 
between vulnerability indicators and compliance status, and function effectively in real-world scenarios 
worldwide. Permutation-driven representation learning has wide engineering relevance in high-stakes, 
multilingual cyber settings at this degree of interpretability and resilience. 

Some issues haven't been resolved, though. For large-scale, unbalanced data, deep permutation-based 
architectures continue to have a comparatively high computational cost. The adaption of ultra-low-resource and 
continuously evolving danger categories necessitates further scaling up, as well as continual domain adaptation 
and continuous investment in high-quality annotation. In order to achieve more flexible and useful deployment 
in next-generation security analysis, further research can increase cross-lingual regularization, overcome the 
aforementioned shortcomings through a lightweight model distillation, and integrate with federated or 
streaming architectures. 
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