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Abstract. With the rapid development of digital infrastructure in enterprises, network entry points are facing increasingly 
severe security risks, thus requiring improvements in anomaly detection methods. This paper introduces a new framework 
for detecting anomalous user behavior at the gateway level and uses Spatio-Temporal Graph Convolutional Networks (ST-
GCN) to simultaneously model the interactions between users and devices in the enterprise environment as well as temporal 
changes. The goal is to address the shortcomings of traditional methods in handling complex relationships and recent 
changes in network activities. One-time manual feature extraction and data-driven spatiotemporal graph construction are 
two parts of it. A multi-stage aggregation method will be developed to handle these anomalies. In order to cover all scenarios, 
public benchmarks and large-scale enterprise log datasets are used. T-GCN performs well in practical applications, with an 
average F1-score exceeding 0.91, an AUC of 0.976, and surpasses top baseline models based on GCN, LSTM, and Transformer 
in all categories of security events. The system has strong generalization capabilities, a low false positive rate (averaging less 
than 1.7%), and accurately identifies hidden and rare threats under adversarial and highly variable conditions. The ST-GCN 
model provides a theoretical foundation that can be used for anomaly detection and real-time monitoring of operational 
environments in enterprise gateway security. 
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Introduction 
With the progress of digitalization in enterprises, network architecture and information flow have become more 
complex. Enterprise gateways now provide gateways for users while also protecting the security of the entire 
organization [1]. Over time, these gateways have gradually been used as the main centers for resource 
management, external communication, and data transmission. Now they often become targets of various 
cyberattacks [2]. Internal threats from employes and numerous external attacks also frequently occur [3]. 
Traditional defense methods cannot adapt to the constantly changing and diverse needs of user behavior 
through enterprise gateways [4]. In order to meet security compliance and reduce business risks, the gateway 
layer now requires precise anomaly detection, as the speed and scale of enterprise data flow are increasing [5]. 

In enterprise security research, statistical, rule-based, and machine learning methods have been developed to 
identify abnormal user behavior [6]. In order to distinguish between normal and abnormal behavior, many 
popular anomaly detection methods emphasize learning patterns and supervised learning [7]. These methods 
often overlook the complex relationships and temporal changes of actual user activities in large dynamic 
enterprise networks [8]. Due to the high false positive rate and poor adaptability to new threats, the actual utility 
of the system is greatly reduced [9]. Most existing frameworks fail to fully utilize the relationship graph of user 
behavior, which leads to a decrease in the depth of behavior analysis and the accuracy of anomaly detection [10]. 
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This paper proposes a new framework for detecting abnormal user behavior at enterprise gateways based on 
Spatio-Temporal Graph Convolutional Networks (ST-GCN) to address these shortcomings. Model user behavior 
as a dynamic relational graph and utilize spatial proximity and temporal evolution to improve detection accuracy. 
The main theme of the paper is the formal mathematical description based on the ST-GCN framework, in-depth 
theoretical analysis, and comprehensive empirical validation using enterprise data. In the remainder of this paper, 
we introduce the latest advancements in spatiotemporal modeling for security analysis, provide a detailed 
explanation of the mathematical and architectural foundations of the proposed framework, present the results 
of experimental evaluations and comparative analyzes, and finally summarize the main findings and future 
research directions. 

A Review of Spatio-Temporal Modeling in Security 

Theoretical Foundations 

Now, cybersecurity is a detection problem that can be solved through graph theory, structural analysis, and time 
series analysis. Previous sequence models can perform some basic time series analysis, but they cannot capture 
the extensive connections between various data and events [11]. By modeling users, devices, and resources as 
nodes and relationships as edges, learning can be used to create a rich behavioral analysis environment [12]. 
Graph Convolutional Networks (GCNs) achieve reliable detection in heterogeneous enterprise environments by 
integrating local neighborhood information and higher-order connections [13]. Since traditional GCNs are usually 
static, they are not suitable for the constantly changing dynamic situations in enterprise environments [14]. 
Spatiotemporal graph techniques can be used to incorporate temporal evolution into the graph. This method 
can improve anomaly detection by tracking changes in behavior and relationships over time [15]. Since user 
threats and behavior patterns are closely related, enterprise gateways are also suitable for dual encoding [16]. 

Evolution of Graph Neural Networks 

Graph Neural Networks (GNNs) have rapidly developed since their early proposal in message-passing algorithms 
and are now complex deep learning frameworks capable of handling large amounts of relational information 
[17]. GCNs can now be used for end-to-end learning, but the static version is not suitable for time-varying security 
environments [18]. Spatio-temporal Graph Convolutional Networks (ST-GCNs) address this issue by learning the 
spatial correlations and temporal variations of user behavior, modeling the sequential changes in graph topology 
[19]. Due to new technologies being able to more accurately identify the fine-grained and dynamic changes of 
enterprise gateways, ST-GCNs are increasingly being used for this purpose [20]. The detection of complex 
intrusions, lateral movements, and other advanced attack types based on GCN and ST-GCN methods is very 
effective [21]. Although some progress has been made in practice, issues with data irregularity and scalability 
still persist [22]. 

Application Gaps in Enterprise Contexts 

The spatiotemporal graph theory has made progress in the past few years, but it has not yet been widely applied 
in the actual construction of enterprise gateway security systems. Due to the generation of a large amount of 
diverse stream data by enterprises across various topologies and protocols, constructing and maintaining graphs 
is a challenge [23]. Real-time anomaly detection requires low-latency and highly interpretable models, without 
reliable labels for supervised learning [24]. Due to compliance obligations and the operational requirements of 
SIEM systems, the model should be more transparent and stable. Scalable, interpretable, and compatible 
solutions with existing security operations are still under research, but they are essential in the practical 
application within modern enterprises [25]. 

Proposed ST-GCN Framework 

Mathematical Model Formulation 

Let the corporate gateway system over a discrete temporal horizon be represented as a sequence of directed 
graphs, where each graph at time 𝑡𝑡 is defined as 
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𝐺𝐺𝑡𝑡 = (𝑉𝑉,𝐸𝐸𝑡𝑡 ,𝑋𝑋𝑡𝑡) Eq.(1) 
Here, 𝑉𝑉 denotes the set of user and device nodes, while 𝐸𝐸𝑡𝑡 encapsulates temporal interaction edges observed 
during the window [𝑡𝑡, 𝑡𝑡 + 𝛿𝛿], and 𝑋𝑋𝑡𝑡 ∈ ℝ𝑁𝑁×𝑑𝑑 represents the node feature matrix with 𝑁𝑁 nodes and 𝑑𝑑 feature 
dimensions. 

The core structure of the spatio-temporal graph involves two adjacency relationships: a spatial adjacency matrix 
𝐴𝐴𝑠𝑠 ∈ ℝ𝑁𝑁×𝑁𝑁  encoding connectivity across nodes, and a temporal adjacency tensor 𝐴𝐴𝑡𝑡 ∈ ℝ𝑁𝑁×𝑁𝑁×𝑇𝑇 , capturing 
temporal dependencies across the past T time steps. The spatial edges are weighted by a normalized matrix 𝐴̂𝐴𝑠𝑠, 
while the dynamic user behavior is encoded through the temporal transition tensor. For each node 𝑖𝑖 at time 𝑡𝑡, 
its hidden state at layer 𝑙𝑙 is recursively updated according to the equation: 

𝐻𝐻𝑖𝑖
(𝑙𝑙,𝑡𝑡) = 𝜎𝜎��  
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𝑊𝑊𝑠𝑠

(𝑙𝑙)𝐻𝐻𝑗𝑗
(𝑙𝑙−1,𝑡𝑡) + � 

𝑇𝑇

𝜏𝜏=1

 𝜆𝜆𝜏𝜏𝑊𝑊𝑡𝑡
(𝑙𝑙,𝜏𝜏)𝐻𝐻𝑖𝑖

(𝑙𝑙−1,𝑡𝑡−𝜏𝜏) + 𝑏𝑏(𝑙𝑙)� Eq.(2) 

Here, 𝑊𝑊𝑠𝑠
(𝑙𝑙) and 𝑊𝑊𝑡𝑡

(𝑙𝑙,𝜏𝜏) denote the spatial and temporal weight matrices at layer 𝑙𝑙, respectively, while 𝑏𝑏(𝑙𝑙) is the 
bias term. The coefficient 𝑐𝑐(𝑖𝑖, 𝑗𝑗)  normalizes according to the degrees of nodes 𝑖𝑖  and 𝑗𝑗 , and 𝜆𝜆𝜏𝜏  modulates the 
temporal influence of each lag. The nonlinear activation function 𝜎𝜎( )  may be LeakyReLU or ELU, chosen for 
stability in anomaly-prone distributions. 

The holistic representation across all gateway nodes for a time window is thus: 

𝐻𝐻(𝑙𝑙) = 𝒮𝒮�𝐴̂𝐴𝑠𝑠𝐻𝐻(𝑙𝑙−1)𝑊𝑊𝑠𝑠
(𝑙𝑙)� + 𝒯𝒯 ��  
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𝜏𝜏=1

 Λ𝜏𝜏𝐻𝐻(𝑙𝑙−1,𝑡𝑡−𝜏𝜏)𝑊𝑊𝑡𝑡
(𝑙𝑙,𝜏𝜏)� + 𝐵𝐵(𝑙𝑙) Eq.(3) 

where 𝒮𝒮( ) and 𝒯𝒯( ) denote spatial and temporal aggregation functions, and Λ𝜏𝜏 = diag(𝜆𝜆𝜏𝜏). 

To address the organizational heterogeneity, feature fusion for gateway anomaly context is defined as: 

𝑍𝑍𝑡𝑡 = Concat�ℱ1(𝑋𝑋𝑡𝑡),ℱ2(𝑌𝑌𝑡𝑡),ℱ3(𝐷𝐷𝑡𝑡)� Eq.(4) 
Here, 𝑋𝑋𝑡𝑡 represents direct user features, 𝑌𝑌𝑡𝑡 abstracts aggregated node statistics, and 𝐷𝐷𝑡𝑡 encodes session-based 
temporal embeddings, while ℱ𝑘𝑘( )  are differentiable transformation functions for multi-modal network 
characteristics. 

The anomaly score 𝑆𝑆𝑖𝑖𝑡𝑡 for node 𝑖𝑖 at time 𝑡𝑡 is calculated as: 

𝑆𝑆𝑖𝑖𝑡𝑡 = �𝐻𝐻𝑖𝑖
(𝐿𝐿,𝑡𝑡) − 𝜙𝜙�𝐻𝐻𝑖𝑖ref��𝑝𝑝 Eq.(5) 

where 𝐻𝐻𝑖𝑖
(𝐿𝐿,𝑡𝑡) is the final layer hidden representation, 𝐻𝐻𝑖𝑖ref a dynamic reference embedding for normal behavior, 

𝜙𝜙( )  an adaptive projection, and 𝑝𝑝  the norm order. By using this form, it is possible to directly identify user 
behavior that clearly does not conform to the normal manifold of the learned temporal structure. 

Theoretical Analysis of Detection Capabilities 

The St-GCN framework detects anomalies by considering the spatial and temporal aspects of gateway user 
activity data. In order to enhance the early detection of anomalous patterns, the spatial and temporal 
dimensions of the network structure and the receiving field's time series are expanded at various stages of 
propagation. 

First, the joint spatio-temporal aggregation for a gateway node 𝑖𝑖 at the 𝑙𝑙 -th ST-GCN layer and time 𝑡𝑡 is rigorously 
formalized as: 

𝐻𝐻𝑖𝑖
(𝑙𝑙,𝑡𝑡) = 𝜓𝜓𝑠𝑠 � �  
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(𝑙𝑙−1,𝑡𝑡−𝜏𝜏)� Eq.(6) 

where 𝜓𝜓𝑠𝑠  and 𝜓𝜓𝑡𝑡  are nonlinear spatial and temporal transformations, 𝜔𝜔𝑖𝑖𝑖𝑖
(𝑙𝑙)  is the learnable spatial attention 

coefficient, and 𝜇𝜇𝜏𝜏
(𝑙𝑙) is the temporal attention scalar for historic depth 𝜏𝜏. 

Second, the global spatio-temporal embedding for the entire gateway at time 𝑡𝑡 is realized through: 
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where 𝜌𝜌  is a fusion operator concatenating the recent 𝐿𝐿  -layer node representations over time, capturing 
system-wide footprint evolution. 

For anomaly characterization, the anomaly deviation score assigned to node 𝑖𝑖 at time 𝑡𝑡 is designed as: 

𝑆𝑆𝑖𝑖
(𝑡𝑡) = 𝛾𝛾1�𝐻𝐻𝑖𝑖

(𝐿𝐿,𝑡𝑡) − 𝐻𝐻‾𝑖𝑖norm�
2

2
+ 𝛾𝛾2 ⋅ 𝐷𝐷KL�𝑃𝑃𝑖𝑖

(𝑡𝑡)‖𝑄𝑄𝑖𝑖� Eq.(8) 
where 𝐻𝐻‾𝑖𝑖norm  is the statistical mean representation for 𝑖𝑖  under normal activity, 𝐷𝐷KL  is the Kullback-Leibler 
divergence between the predicted activity distribution 𝑃𝑃𝑖𝑖

(𝑡𝑡)  and normal profile 𝑄𝑄𝑖𝑖 , and 𝛾𝛾1, 𝛾𝛾2  are trade-off 
hyperparameters. 

The discriminative margin between abnormal and normal users at time 𝑡𝑡 is represented as: 

Δmin
(𝑡𝑡) = min

(𝑎𝑎,𝑛𝑛)∈(𝒜𝒜,𝒩𝒩)
 �𝑆𝑆𝑎𝑎

(𝑡𝑡) − 𝑆𝑆𝑛𝑛
(𝑡𝑡)� Eq.(9) 

where 𝒜𝒜 and 𝒩𝒩 denote sets of abnormal and normal users, respectively; Δmin
(𝑡𝑡) > 0 indicates robust separability 

at time 𝑡𝑡. 

Finally, maximizing interpretability and detection robustness requires minimizing a regularized objective across 
all T temporal steps as: 

min
Ω
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�  
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(𝑡𝑡)�� + 𝜆𝜆 ⋅ ‖Ω‖𝐹𝐹2� Eq.(10) 

where Ω  encapsulates all learnable parameters, 𝛼𝛼  weights the trade-off between normal and abnormal 
sensitivity, and 𝜆𝜆 governs complexity regularization. 

These formalism theories can ensure that the proposed ST-GCN framework functions effectively in long-range 
relational contexts, improves inter-class detection boundaries, and maintains an appropriate balance between 
interpretability and neural flexibility. This will enable enterprise gateways to achieve high-performance anomaly 
detection. 

Complexity and Scalability Discussion 

Let 𝑁𝑁  be the number of nodes (users/devices), 𝑇𝑇  the historical window, and 𝐿𝐿  the number of layers. The 
computational cost per forward pass is driven by the dual aggregation: 

𝒪𝒪(𝐿𝐿 ⋅ 𝑁𝑁2𝑑𝑑 + 𝐿𝐿 ⋅ 𝑁𝑁𝑁𝑁𝑁𝑁) Eq.(11) 
The first term corresponds to spatial message passing, while the second reflects temporal aggregation across 
time slices. Empirically, sparse graph optimization can reduce space and time complexity by an order of 
magnitude, particularly in high-throughput, low-connectivity enterprise gateways. 

Model scalability in industrial deployment is strongly influenced by streaming update  mechanics. If edge 
incrementality is exploited, the batch complexity becomes: 

𝒪𝒪�𝐿𝐿 ⋅ �𝐸𝐸update�𝑑𝑑� Eq.(12) 
where �𝐸𝐸update�  denotes the number of new or changed edges per time step. To manage largescale, high-
frequency data common in enterprise networks, the training regime supports minibatch truncated 
backpropagation, with memory complexity sublinear in 𝑇𝑇. 

Parallelization is achieved through independent graph partitioning and asynchronous temporal block updates, 
ensuring support for high-throughput detection without degradation in anomaly discrimination. The theoretical 
memory limits are as follows: 

𝒪𝒪(𝐿𝐿𝐿𝐿𝐿𝐿 + 𝑇𝑇𝑇𝑇𝑇𝑇) Eq.(13) 
which is manageable by contemporary enterprise hardware when 𝑑𝑑, the feature dimension, is moderate. 

Figure 1 shows the overall structure and algorithm flow of the framework to demonstrate its scalability and 
working method. Throughout the design process, the collection of raw session logs and real-time spatiotemporal 
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graphs will be used to construct the hierarchy of information dissemination. Feature fusion, anomaly assessment, 
and automatic alert generation will be conducted. In order to identify abnormal behavior in high-speed 
enterprise environments, the system's architecture must be capable of simultaneously handling spatial 
correlations and temporal variations. 

 
Figure 1. System architecture of the ST-GCN-driven abnormal user detection pipeline at the enterprise gateway. 

To provide more information, Figure 2 details the internal process of the ST-GCN algorithm. Including 
spatiotemporal message passing, context-enhanced node embedding, anomaly evaluation, and iterative 
optimization. It demonstrates the dynamic transformation and integration of input feature streams at the 
enterprise gateway to identify high-end user behavior. 

 
Figure 2. Algorithmic workflow of enterprise-gateway ST-GCN anomaly detection model. 

Empirical Studies and Performance Benchmarking 

Experimental Setup 

In order to empirically evaluate the proposed ST-GCN framework, an integrated dataset was used. The dataset 
contains actual logs from enterprise gateways, which record access authentication events, traffic records, and 
device communication history. Using over 30,000 independent users and 8,000 devices, several large-scale 
enterprise networks were selected to collect data over a period of six months. According to ethical and legal 
standards, all private data was anonymized and deleted. In order to achieve cross-domain validation and 
generalization, two publicly available intrusion detection benchmarks have been added to the main dataset. 
Preprocessing aims to exclude incomplete transactions and normalize protocol and session parsers. Combined 
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with connection-level statistics, application semantics, and temporal descriptors, feature engineering is carried 
out in stages. Node labels are used for supervised learning, generated through manual review and integrated 
consensus to ensure accurate identification of abnormal and normal behaviors. 

PyTorch Geometric is used to build data pipelines and run on high-performance clusters with multi-GPU parallel 
processing. Evaluation metrics are calculated through multiple random splits, and then all experimental results 
are averaged to ensure statistical reliability. Figure 3 shows the statistical distribution, which provides the 
necessary background information for demonstrating the structure of the dataset and verifying the reliability of 
the experiments: Figure 3(a) shows the changes in daily session log volume over time, with both regular 
fluctuations and sudden increases due to anomalous events; Figure 3(b) shows the ratio of anomalous events to 
normal events, indicating that the classification problem is relatively balanced. Access rate, session duration, and 
permission level are the features shown in Figure 3(c) with lower importance, and these features have less 
significance in anomaly prediction. The features of the dataset are very diverse and complex, which can serve as 
a reliable basis for validating the proposed method. 

 
Figure 3. Data characterization and feature landscape: (a) Daily session log volume trends; (b) Abnormal vs. normal event class ratio; (c) 

Top-10 feature importances. 
In addition to the above, noise and information loss have been eliminated at every stage of the data pipeline. 
Due to the complexity and sporadic nature of enterprise logs, a dynamic interpolation strategy has been 
introduced. This data-driven heuristic method reconstructs incomplete session trajectories and smooths out 
outliers that could adversely affect subsequent model training. Anomaly detection and session deduplication 
have been added to the transformation process. By filtering out unnecessary system communications and 
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redundant maintenance tasks through adaptive exclusion rules, the quality of genuine anomaly signals is 
improved. Statistical analysis based on enterprise access patterns sets up time segmentation windows to achieve 
high-resolution representation of user behavior and computational efficiency simultaneously. Due to the 
improved integration, the quality and semantic richness of the initial graph have been enhanced, making the 
experimental results more consistent and easier to understand. In order to ensure the reliable convergence and 
reasonable evaluation of the model under extremely uneven event data distribution and various operational 
environments, a stable dataset is required. 

Comparative Results with State-of-the-art 

Overall benchmarking of the proposed ST-GCN framework is conducted, comparing it with other typical graph-
based and sequence-based anomaly detection models. These models include GCN, LSTM, Temporal-GAT, and 
top transformer-based user behavior detectors. To ensure fairness, each model uses the same batch optimization 
protocol and has the same embedding size and architecture depth. To ensure the generalizability and external 
validity of the results, the experimental trials used two well-known public benchmark datasets. These benchmark 
datasets are used for network intrusion and authentication event streams. 

As shown in Figure 4(a), ST-GCN performs better in terms of macro results in the validation split. Achieved an F1-
score of over 0.91 and a recall rate of over 92.3%. This is far higher than the average F1-score of the strongest 
transformer models, which is around 0.87. As shown in Figure 4(b), the results are also categorized by class. In 
terms of lateral movement detection, the F1 score of ST-GCN is 17% higher, and in privilege escalation event 
recognition, it is at least 13% higher. The results are relatively clear; these types of attacks typically have lower 
baseline rates and adversarial characteristics in actual enterprise networks. 

Further investigation revealed a favorable distribution of detection locations. As shown in the ROC curve in Figure 
4(c), all models exhibit good sensitivity and specificity. ST-GCN performed the best, with an average AUC of 0.976, 
surpassing other models by at least 0.03. It is also relatively stable, with an average AUC standard deviation of 
less than 0.011 over ten random tests. As shown in Figure 4(d), the upper precision-recall curve of ST-GCN 
performs excellently. The average precision exceeds 0.94, and it can also distinguish rare events under strict 
operational thresholds. This is unmatched by other models such as LSTM and transformer. 

 
Figure 4. Comparative performance analysis: (a) Macro-averaged metrics; (b) Class-wise F1; (c) ROC curves; (d) PR curves. 

In the stress test simulating a nationwide policy reset and a surge in user activity, ST-GCN maintained a macro 
precision and recall rate of over 0.91. The F1 scores of other architectures dropped by up to 7%, and the false 
positive rates increased by 12%. In adversarial simulations, using coordinated attack patterns close to normal 
user distribution, ST-GCN achieved a 92.8% lateral movement detection rate and reduced the false negative rate 
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of sequence-based methods. ST-GCN surpassed the transformer benchmark, achieving an average AUC of 0.972 
and an average accuracy of 0.944 in the critical subclass of privilege escalation events. 

From an operational perspective, a detailed analysis of the alert strategy indicates that ST-GCN has reduced the 
number of non-critical escalations to the security team by over 30%, while the recall rate for actual threat events 
has not decreased. A comprehensive multi-faceted analysis is statistically and technically superior to ST-GCN and 
is applicable in complex corporate environments. It provides a solid empirical foundation for the subsequent 
sections' more detailed discussions on scenario and group-level robustness. 

In-depth Results Discussion 

A comprehensive analysis of the specific advantages and operational modes of the new ST-GCN was conducted, 
including in multiple enterprise gateway environments. Analyze user and event subgroups, observe temporal 
changes, and assess robustness to real-world uncertainties. 

As shown in Figure 5(a), the F1 scores of the subgroups indicate the generalization ability of ST-GCN. The F1 score 
for core permanent employes is 0.90, while the F1 score for the contractor group fluctuates significantly at 0.87, 
which is typically a blind spot for rule-based systems. The latest data is 13% and 19% higher than the GCN 
baseline. In the same subgroup analysis, the contractor's accuracy was 0.89, significantly higher than the LSTM 
variant's 0.75. Figure 5(b) shows the distribution of anomaly scores categorized by permission levels. In the 
traditional time model, the interquartile range of the median scores for normal and abnormal cases has 
increased from 0.17 to 0.42, making high-privilege management users the hardest to detect as anomalies in the 
past. In the top 5% of administrative access cases most likely to lead to serious policy violations, they almost 
always exceed the operational alert level, making the model suitable for real-time intervention. 

 
Figure 5. Subgroup performance analysis: (a) User group F1-scores; (b) Anomaly score distributions by privilege. 

According to the subgroup analysis, ST-GCN can handle complex employe turnover and various situations in large 
enterprises more effectively than previous methods. For example, when seasonal staffing adjustments or 
temporary employe increases occur, the model can still maintain good discrimination ability and avoid the 
common significantly low accuracy found in models strictly based on features or solely based on sequences. ST-
GCN can dynamically adapt to changes in workforce composition and performs better in identifying small 
deviations in normal behavior that were overlooked by the old system. 

Figure 6(a) shows the daily detection rates over 30 days for three acute attack categories in dynamic analysis—
lateral movement, privilege escalation, and data exfiltration. The detection rate for lateral movement remains 
above 92%, but there is only a slight decrease of 4% during peak periods (e.g., widespread distribution of new 
firmware). On days with multi-vector attacks, the false negative rate is relatively high, but privilege escalation is 
correctly detected on 89% of the test days. Figure 6(b) shows the relationship between the false positive rate 
and event rarity. Alerts for zero-day vulnerabilities typically result in excessive non-critical alerts (often exceeding 
6% in the baseline model), but ST-GCN reduces the false positive rate for such events to 2.1% and maintains an 
average of 1.6% across all categories, which is feasible in practice. 
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Figure 6. Temporal and event-level analysis: (a) Attack class detection rates over time; (b) False alarm rates by event rarity. 

Well-known attack patterns can be accurately identified and remain stable during traffic fluctuations or rare but 
significant events. The spatiotemporal aggregation model can be used to identify multiple attacks in the initial 
stages that disguise themselves as normal access behavior. ST-GCN can help reduce operational noise and 
alleviate alert fatigue among SOC staff, maintaining a low false positive rate during the construction of large-
scale infrastructure and abnormal traffic surges. 

 
Figure 7. Fine-grained robustness and operational insights: (a) Precision-recall curves by user subgroup; (b) Embedding dimension 

sensitivity; (c) Anomaly score heatmap (user vs. time window); (d) Accuracy under increasing label noise. 
 

Figure 7 shows the performance of the proposed ST-GCN framework under stress and various operating 
conditions. This indicates its technical breadth and practical robustness. Figure 7(a) shows that the model also 
divides the enterprise network into five main user groups: management console, remote VPN, branch office, 
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server access, and Bring Your Own Device (BYOD). The AUPRC values for all groups range from 0.95 (server access) 
to 0.91 (BYOD), indicating that ST-GCN effectively generalizes to both stable and highly dynamic populations, and 
is relatively robust to class imbalance. 

As shown in Figure 7(b), the sensitivity analysis is conducted for each architecture. In the case of large feature 
dimensions, ST-GCN has a good F1 score. When expanding from medium-sized embeddings to larger dimensions, 
the gains are relatively small (increased by 1.8%). This indicates that it performs better in terms of performance 
but has lower computational costs; compared to the baseline model, the peak accuracy is lower, and the risk of 
overfitting is higher. 

By placing the anomaly score heatmap in Figure 7(c), the time periods and users of anomalous behavior can be 
identified. The system can quickly identify simulated internal threats within minutes, allowing for faster detection 
and response, rather than using more traditional response models. Figure 7(d) indicates the stability of ST-GCN 
when using real defects in the training data. When the proportion of randomly corrupted labels reaches 40%, ST-
GCN is still more accurate than other models of the same level, with an accuracy rate exceeding 86%. Under the 
same level of supervised noise, Time-GAT and LSTM, as competitive methods, performed poorly and were 
unsuitable for noisy conditions. 

Fine-grained analysis at different operational times shows that the ST-GCN structure can be more resilient to 
label noise after organizational changes (such as new policies or network structure adjustments) and maintain 
the same level of anomaly detection. The model demonstrates high accuracy across various organizational 
environments, making it the best choice for the long-term maintenance of enterprise security systems. 

Vertical deployment also demonstrates these advantages: it shows excellent detection latency, maintains a low 
false positive rate, is easier to gain analysts' trust, and significantly reduces alert fatigue. In order to apply the ST-
GCN framework in actual enterprise security monitoring, the system should be relatively easy to adapt to changes 
in user behavior and operational environment, without the need for frequent retraining. 

Conclusion 
This paper proposes a new gateway anomaly detection framework based on Spatio-Temporal Graph 
Convolutional Networks (ST-GCN). This framework aims to address the issues arising in current enterprise 
environments and has undergone rigorous testing. Using an optimized multi-layer structure to consider the time 
series of user behavior, typically capturing the local spatial dependencies between devices and users. Extend the 
graph learning framework to achieve interpretability and robustness, performing spatiotemporal aggregation 
and anomaly scoring in a mathematically coherent manner. Based on previous research, this framework will 
construct a solution to address network structure fluctuations and various activity issues that traditional 
methods have failed to resolve, by combining automatic relationship mining and manual feature fusion. 

Based on comprehensive experimental evaluations of large-scale, real-world enterprise datasets and 
standardized public benchmarks, the proposed method outperforms all existing state-of-the-art baselines on all 
major metrics. ST-GCN still performs well under adverse conditions such as the area under the ROC/PR curve, 
recall, accuracy, coordinated attacks, and access surges. Lateral movement and privilege escalation, two rare and 
covert types of attacks, have shown significant increases in detection rates and F1 scores. These increases are 
statistically significant and operationally meaningful. Through rigorous ablation and sensitivity analysis of the 
system, the robustness to noise and adversarial attacks, as well as the tolerance to data imbalance, have been 
validated. Further analysis of subsets of time and events indicates that the framework is not only stable but also 
scalable and adaptable to various practical applications. This approach is scalable and interpretable, with low 
latency, and can be integrated into enterprise-level SOCs for real-time anomaly detection and incident response. 

The findings and results of this study provide a reference for future research. Further research can be conducted 
to improve the interpretability of deep gateway models and to integrate explainable artificial intelligence (XAI) 
tools at both the node and global levels to enhance the efficiency and confidence of event response. In the case 
of limited labeled data or frequent infrastructure changes, cross-domain transfer learning and semi-supervised 
adaptation. To achieve secure anomaly detection, this is very important. The proactive feedback mechanism and 
continuous learning path of the additional enhancement framework enable it to independently address company 
policies and new risks. Extending the ST-GCN model to address encrypted, cross-domain, or multimodal gateway 
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traffic under compliance and privacy requirements is a complex but necessary engineering challenge. The 
perspectives and content of this study support the construction of a scalable, intelligent, and high-quality 
gateway-level security analysis system. 
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