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Abstract. Due to the new architecture, SDN separates the control plane and data plane, enhancing network 
programmability. As a result, new security issues have emerged in large-scale, complex dynamic routing environments. This 
study proposes a security adaptive routing framework based on Proximal Policy Optimization (PPO) deep reinforcement 
learning to address the constantly changing network performance and security risks. The proposed method describes the 
secure routing problem as a Markov decision process and includes security alerts, network topology, and traffic 
characteristics in the agent's state space. The redesigned rewards take into account throughput, latency, and quantified 
security risks, and include regularization and penalty terms to ensure system stability. Experimentally evaluate the 
performance of the SDN simulation platform under attack conditions and during normal operation in enterprise mesh and 
data center scenarios. The results indicate that the PPO-based agent has high throughput and low latency, with fewer 
security incidents compared to static and deep Q-learning baselines. Ablation studies indicate that safety-aware features, 
regularization, and penalty mechanisms are crucial components in building robust network controllers. As the scale of 
networks and the types of attacks increase, new methods are easier to scale and more universally applicable. It has already 
been shown that the next generation of secure SDN routing protocols will be designed using advanced reinforcement 
learning techniques. 
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Introduction 
By separating the data plane and the control plane, Software-Defined Networking (SDN) has transformed 
network architecture, making it more programmable and flexible [1]. The first step in this transformation 
includes cloud data centers and enterprise-industrial networks [2]. SDN is very flexible during the development 
process and allows the creation of dynamic networks, but it has also introduced new security risks [3]. Due to 
the programmability and centralized control structure provided by SDN, attackers may exploit it, leading to the 
emergence of attack types such as denial of service, interception, and malicious rerouting [4]. Traditional routing 
based on static or heuristic methods performs poorly in dynamic and complex networks [5]. Moreover, these 
methods are too rigid to respond promptly to various novel and complex attacks [6]. For the next generation of 
SDN deployments, secure, intelligent, and adaptive routing solutions are needed [7]. It is necessary to further 
enhance the security of SDN routing to address new threats [8]. 

Deep Reinforcement Learning (DRL) is a new trend in applying artificial intelligence to networks and security [9]. 
End-to-end learning (DRL) allows for the creation of routing agents with reasoning capabilities. Applicable to 
dynamic policy learning and high-dimensional state spaces [10]. Proximal Policy Optimization (PPO) is suitable 
for all deep reinforcement learning (DRL) algorithms because it has efficient policy updates and stability in 
convergence. Especially suitable for continuous and complex decision-making problems in network 
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environments [11]. Methods based on PPO have effectively addressed early network optimization problems 
such as traffic engineering and resource allocation [12]. On the other hand, security objectives have been directly 
incorporated into the DRL reward function, playing a positive role in anomaly detection and defense systems 
[13]. In the study of SDN, many researchers have been using PPO to simultaneously improve the performance 
and security of routing. Most studies only focus on performance or security, without effectively addressing both 
issues [14]. To drive cutting-edge advancements, the integration of PPO-based DRL and adaptive secure routing 
methods is both timely and necessary [15]. 

This paper introduces a novel software-defined network security routing strategy based on deep reinforcement 
learning and proximal policy optimization. The SDN controller can dynamically adapt to network changes and 
adversarial attacks by adding security metrics during the training process of the routing policy. According to 
numerous simulation experiments, this technology outperforms both new and traditional baseline schemes in 
terms of routing performance and security strength. To create secure, adaptive, and robust routing solutions for 
the next generation of programmable networks, it is recommended to use advanced Deep Reinforcement 
Learning (DRL). 

Theoretical Foundation 

Modeling Secure Routing as an MDP 

Quantitative assessment of routing security and automated policy optimization should be characteristics of 
Software-Defined Networking (SDN). The Markov Decision Process (MDPs) provides the mathematical system 
for dynamically modeling the selection sequence in secure routing. 

An MDP is defined by a tuple ( 𝑆𝑆,𝐴𝐴,𝑃𝑃,𝑅𝑅, 𝛾𝛾 ): a state space 𝑆𝑆, action space 𝐴𝐴, transition probability function 𝑃𝑃, 
reward function 𝑅𝑅, and discount factor 𝛾𝛾 [16]. In the SDN secure routing scenario, a state 𝑠𝑠 ∈ 𝑆𝑆 is the current 
snapshot of the network that includes topology, link utilisation, detected threats and security alerts. The action 
𝑎𝑎 ∈ 𝐴𝐴 is the set of possible routing decisions, such as forwarding a packet through a specific path or modifying 
flow table rules in the SDN controller. Due to the uncertainty in traffic and other unpredictable factors at the 
environment level, the network's state at the next step, 𝑃𝑃(𝑠𝑠′ ∣ 𝑠𝑠, 𝑎𝑎), is also probabilistic and must be accounted 
for. 

The Reward Function 𝑅𝑅(𝑠𝑠, 𝑎𝑎) in security-oriented MDP design. A secure router should not only consider latency 
or packet loss but also how various attacks affect the security of each path. For example, rewards can be set to 
penalize packet interception, high-risk path selection, or malicious behavior detection. Rewards can also be set 
to prevent successful delivery and attacks. I hope the learning agent can learn safe and successful methods [17]. 

It is also necessary to use a discount factor 𝛾𝛾 ∈ [0,1] to reduce the weight of future rewards. This method may 
be attacked later because the network has some security issues in the long run. A larger 𝛾𝛾  prompts the 
government to focus on network stability rather than short-term gains [18]. 

Operationalizing secure routing as an MDP brings notable benefits. First, it converts a complex, multi-objective 
problem into a formalism amenable to reinforcement learning (RL) solutions. Second, it enables a controller-
agnostic and environment-adaptive formulation: as threats or conditions evolve, the state, transitions, and 
rewards naturally reflect those changes. Finally, this approach inherently accommodates stochastic events and 
partial observability, which are pervasive in real network environments [19]. 

Assuming the SDN controller frequently receives security alerts indicating a possible Distributed Denial of Service 
(DDoS) attack. The MDP model will consider network congestion and the current alert level. Impose penalties 
on paths that increase the risk of nodes being compromised. The RL agent continuously improves its routing 
methods and maximizes cumulative rewards by balancing transmission efficiency and risk reduction [20]. A loop 
has been established to support the application of reinforcement learning to secure SDN routing problems, 
providing a foundation for advanced algorithms such as Proximal Policy Optimization (PPO). 

Reinforcement Learning in Network Security 

Reinforcement learning (RL) stands out as a compelling paradigm for security automation in dynamic, distributed 
networks. Unlike supervised learning, which depends on labeled datasets, RL excels in environments with 
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sequential actions, delayed rewards, and evolving feedbackprecisely the characteristics of modern network 
infrastructures [21]. 

SARSA and Q-learning are both table-based reinforcement learning methods that repeatedly update the value 
of learning actions in a finite state space. As the complexity of the network environment increases, the number 
of state-action pairs grows exponentially, making it increasingly difficult to manage. Deep Reinforcement 
Learning (DRL) uses neural networks to approximate functions. In practical Software-Defined Networking (SDN) 
environments, Deep Reinforcement Learning (DRL) agents are suitable for handling high-dimensional input 
spaces, such as traffic matrices, large-scale network topologies, and anomaly features [22]. 

Security in RL-powered routing systems is achieved by embedding network defense objectives into the agent's 
reward function and, optionally, its state representation. Agents are thus incentivized to avoid paths with known 
vulnerabilities, react to real-time threat indicators, and innovate defensive behaviors under pressure. For 
instance, a DRL-based SDN controller might prioritize routes away from nodes under attack, or perform rapid 
flow-table reconfigurations to limit the blast radius of compromised elements. This context-aware policy 
development is central to counteracting stealthy or adaptive threats in the network [23]. 

Another advantage of reinforcement learning in cybersecurity is that it is more suitable for various situations. 
Since attackers frequently change tactics and exploit the network, traditional rule-based defenses are 
insufficient. At the same time, RL agents can continuously learn from changes in the environment to identify and 
respond to new attack paths that were not present in the initial training data. It can be achieved by retraining 
the agent, using new attack scenarios, and altering the agent's strategy through online learning with real 
network data [24]. 

In advanced SDN research, some new deep reinforcement learning (DRL) algorithms have recently emerged, 
such as Proximal Policy Optimization and Deep Q-Networks. These DRL algorithms address the shortcomings of 
the old systems. The above two methods can both ensure the stability of network resources and provide a high 
level of defense against complex threats. Issues such as scalability, reward design, and convergence guaranties 
are gradually being resolved, while some problems remain unsolved, such as when applying reinforcement 
learning to automated adaptive network security [25]. 

Algorithmic Framework 

System Architecture and Routing Workflow 
As shown in Figure 1, our secure SDN routing framework has integrated a central controller, programmable 
forwarding devices, distributed monitoring modules and a PPO-based intelligent agent. At each control cycle, 
many kinds of data are gathered by the controller, such as link utilization, network structure and security 
warnings, and then combined into a single state vector: 

𝑠𝑠𝑡𝑡 = �𝑥𝑥𝑡𝑡
topo , 𝑥𝑥𝑡𝑡traffic ,𝑥𝑥𝑡𝑡alert � Eq.(1) 

where 𝑥𝑥𝑡𝑡
topo  encodes the current topology, 𝑥𝑥𝑡𝑡traffic  is real-time data load, and 𝑥𝑥𝑡𝑡alert  signals observed anomalies 

or attack events [26]. 

As shown in Figure 1, the process is a closed-loop system; that is, given 𝑠𝑠𝑡𝑡 , the PPO agent uses its learned 
stochastic policy to output a composite action: 

𝑎𝑎𝑡𝑡 = 𝑎𝑎𝑎𝑎𝑎𝑎 𝑚𝑚𝑚𝑚𝑚𝑚
𝑎𝑎
 𝜋𝜋𝜃𝜃(𝑎𝑎 ∣ 𝑠𝑠𝑡𝑡) + 𝜖𝜖𝑡𝑡𝑎𝑎  Eq.(2) 

𝜋𝜋𝜃𝜃  is the policy network and 𝜖𝜖𝑡𝑡𝑎𝑎 is exploration noise here. 
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Figure 1. SDN Overall Architecture 

 
After the controller applies 𝑎𝑎𝑡𝑡  to the data plane (e.g., modifying flow tables or enabling security rules), the 
network monitor will immediately notify the controller. To close the decision loop, as shown in Figure 2, the 
controller and the agent receive feedback information simultaneously. Service quality and safety risks determine 
the single-step reward: 

𝑟𝑟𝑡𝑡 = 𝛽𝛽1𝑇𝑇ℎ𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟ℎ𝑝𝑝𝑝𝑝𝑝𝑝(𝑎𝑎𝑡𝑡) − 𝛽𝛽2𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷(𝑎𝑎𝑡𝑡) − 𝛽𝛽3𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅(𝑎𝑎𝑡𝑡 , 𝑠𝑠𝑡𝑡) Eq.(3) 
Throughput and delay are standard QoS, and the risk term penalises exposure to security risks. Coefficients 
𝛽𝛽1,𝛽𝛽2,𝛽𝛽3 > 0 balance these components [27]. 

The workflow is, in fact, a Markov Decision Process with transitions: 

𝑃𝑃𝑃𝑃(𝑠𝑠𝑡𝑡+1 ∣ 𝑠𝑠𝑡𝑡 , 𝑎𝑎𝑡𝑡) Eq.(4) 
and to maximise the expected discounted reward. All the links in this feedback-driven system, such as state 
collection, policy inference and reward assessment, are shown in Figure 2: 

𝐽𝐽(𝜃𝜃) = 𝔼𝔼 ��  
∞

𝑘𝑘=0

 𝛾𝛾𝑘𝑘𝑟𝑟𝑡𝑡+𝑘𝑘� Eq.(5) 

where 𝛾𝛾 is the discount factor (0 < 𝛾𝛾 < 1) [28]. 

 
Figure 2. Security-aware Routing Workflow 
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As shown in Figures 1 and 2, the PPO agent will adaptively modify both routing and defense measures 
continuously to maintain the stability and self-optimisation of network operation in the face of changes in the 
environment and security risks. 

Security-Aware Agent Design and Policy Optimization 

The PPO-based agent in the proposed architecture is explicitly designed for security-aware adaptive routing to 
address changes and threats in the system dynamically. At every control step, the agent receives an all-
encompassing state vector 𝑠𝑠𝑡𝑡  that has been carefully constructed to include both the current network's 
characteristics and recent security-related data. 

The state 𝑠𝑠𝑡𝑡 first passes through a nonlinear feature extraction module, producing an expressive representation 
𝜙𝜙(𝑠𝑠𝑡𝑡) : 

𝜙𝜙(𝑠𝑠𝑡𝑡) = 𝑓𝑓𝑒𝑒𝑒𝑒𝑒𝑒(𝑠𝑠𝑡𝑡) Eq.(6) 
where 𝑓𝑓enc  denotes a multilayer perceptron or other trainable encoder, ensuring that both normal operational 
patterns and subtle anomaly indicators are retained for subsequent decision-making. 

Based on this feature vector, the agent's policy network with parameters 𝜃𝜃 outputs a probability distribution 
over permissible action: 

𝜋𝜋𝜃𝜃(𝑎𝑎 ∣ 𝑠𝑠𝑡𝑡) = 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 �𝑔𝑔𝜃𝜃�𝜙𝜙(𝑠𝑠𝑡𝑡)�� Eq.(7) 
Here, 𝑔𝑔𝜃𝜃  represents the output of the final neural layer. The sampled action 𝑎𝑎𝑡𝑡  determines whether the 
controller should update a routing table, activate a filtering rule, or trigger other defense mechanisms. 

Proximal Policy Optimisation (PPO) is used to learn the policy. The PPO loss function improves the policy and 
maintains stability: 

𝐿𝐿𝑃𝑃𝑃𝑃𝑃𝑃(𝜃𝜃) = 𝔼𝔼𝑡𝑡�𝑚𝑚𝑚𝑚𝑚𝑚�𝑟𝑟𝑡𝑡(𝜃𝜃)𝐴̂𝐴𝑡𝑡 , 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐(𝑟𝑟𝑡𝑡(𝜃𝜃),1 − 𝜖𝜖, 1 + 𝜖𝜖)𝐴̂𝐴𝑡𝑡�� Eq.(8) 
With 

𝑟𝑟𝑡𝑡(𝜃𝜃) =
𝜋𝜋𝜃𝜃(𝑎𝑎𝑡𝑡 ∣ 𝑠𝑠𝑡𝑡)
𝜋𝜋𝜃𝜃old (𝑎𝑎𝑡𝑡 ∣ 𝑠𝑠𝑡𝑡)

 Eq.(9) 

is the probability ratio between the current and old policy, and 𝐴̂𝐴𝑡𝑡  is the estimated advantage at time 𝑡𝑡. To 
prevent training instability, a clip function bounds policy updates and uses a small positive value for 𝜖𝜖. 

Advantage estimation integrates the security-aware reward, previously defined, and is typically computed using 
the value function 𝑉𝑉𝜓𝜓 with parameters 𝜓𝜓 : 

𝐴̂𝐴𝑡𝑡 = 𝑟𝑟𝑡𝑡 + 𝛾𝛾𝑉𝑉𝜓𝜓(𝑠𝑠𝑡𝑡+1) − 𝑉𝑉𝜓𝜓(𝑠𝑠𝑡𝑡) Eq.(10) 

Reward Shaping and Security Objectives 

The reward function of the training for the PPO-based agent of secure routing needs to be well-designed. The 
reward should simultaneously encourage high quality-of-service (QOS) and a stable network. At all times in the 
decision-making process, the system finds out how favourable a specific action for the agent will be according 
to all kinds of indicators. 

The immediate reward at time 𝑡𝑡 is given by the following: 

𝑟𝑟𝑡𝑡 = 𝛼𝛼1 ⋅ 𝑇𝑇ℎ𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟ℎ𝑝𝑝𝑝𝑝𝑝𝑝(𝑎𝑎𝑡𝑡) − 𝛼𝛼2 ⋅ 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷(𝑎𝑎𝑡𝑡) − 𝛼𝛼3 ⋅ 𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅(𝑠𝑠𝑡𝑡 , 𝑎𝑎𝑡𝑡) Eq.(11) 
with 𝛼𝛼1,𝛼𝛼2,𝛼𝛼3 > 0 representing the relative weights for throughput, delay, and security risk. 

Here, throughput and delay are standard QOS metrics, while the risk term reflects the system's exposure to 
potential attacks or service degradation. Specifically, the risk function can be expressed as: 

𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅(𝑠𝑠𝑡𝑡 , 𝑎𝑎𝑡𝑡) = �  

𝑁𝑁path 

𝑖𝑖=1

𝑝𝑝𝑖𝑖attack ⋅ 𝕀𝕀𝑖𝑖(𝑎𝑎𝑡𝑡) Eq.(12) 



Secure Routing in Software-Defined Networks via Proximal Policy Optimization-Based Deep Reinforcement Learning 
https://doi.org/10.64972/jiic.2026v4.110p1-13 

6 
 

where 𝑁𝑁path  is the number of candidate routing paths, 𝑝𝑝𝑖𝑖attack  is the estimated probability that path 𝑖𝑖 is under 
attack, and 𝕀𝕀𝑖𝑖(𝑎𝑎𝑡𝑡) is an indicator function that equals 1 if path 𝑖𝑖 or its components are selected by action 𝑎𝑎𝑡𝑡, and 
0 otherwise. 

Add penalty terms for sudden changes in policy behavior or excessive resource redistribution to reward shaping 
to help stabilise the network. Set the penalty as follows: 

𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃(𝑎𝑎𝑡𝑡 , 𝑎𝑎𝑡𝑡−1) = 𝛿𝛿 ⋅ ‖𝑎𝑎𝑡𝑡 − 𝑎𝑎𝑡𝑡−1‖1 Eq.(13) 
with 𝛿𝛿 > 0  controlling the penalty's strength and ‖ ⋅ ‖1  denoting the L1-norm of the difference between 
consecutive actions. 

The final shaped reward at each step is: 

𝑟̃𝑟𝑡𝑡 = 𝑟𝑟𝑡𝑡 − 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃(𝑎𝑎𝑡𝑡 , 𝑎𝑎𝑡𝑡−1) Eq.(14) 
By means of the above design, the agent will select a policy that is efficient for data transmission, less prone to 
security risks, and stable in operation. A reasonable combination of the above components can meet the 
changing demands of the security and traffic at any time, thus promoting continuous optimisation and building 
a resilient secure SDN routing system. 

Experimental Results 

Experimental Settings and Metrics 

A modular SDN emulation platform has been built with Mininet for the experiments, and Ryu is used as the 
controller. The two representative network scenarios selected are a mesh-based enterprise network and a 
hierarchical multi-tenant data center; both have been scaled from 20 to 100 nodes and represent static and 
dynamic real-world environments. All simulated nodes have been uniformly allocated resources to avoid a 
bottleneck. 

The four baseline algorithms used for the above comprehensive evaluation are: static shortest path routing, 
Dijkstra routing with adaptive link weights, rule-based static security policy management, and control based on 
deep Q-network (DQN). The proposed PPO agent uses three different neural network hidden layers. These layers 
consist of 128, 128, and 64 units, with instantaneous and short-term history-driven metric input features, and 
output interfaces for safe decision-making and multi-target routing. The policy optimization routine is 
parameterized with a discount factor 𝛾𝛾 = 0.98 , entropy regularization of 0.01, PPO clipping in the range 
[0.1,0.2], and the Adam optimizer with a learning rate of 5 × 10−4. 

Regularly introduce random backgrounds and burst DDoS attacks, and generate real TCP and UDP streams. The 
aforementioned attacks involve random link flooding and node target overload, aiming to test the system's 
maintenance security and adaptability. Hundreds of flows are generated every minute, and issues such as errors 
or malicious behaviors are regularly injected. 

Performance will be evaluated based on the following metrics: throughput (Mbps), average end-to-end latency 
(milliseconds), packet loss rate, security violation count, policy response time (time from anomaly detection to 
deployment), and control plane overhead (message rate from controller to switch). All results are based on a 
10-minute repeat window to ensure reliability, and then averaged according to the settings. 

Training, Ablation, and Comparative Experiments 

In a specialized SDN simulation environment, a large number of PPO agent training iterations, whether in normal 
or adversarial operation modes. During the training process, the agents experienced hundreds of thousands of 
time steps of background traffic, anomalous faults, fluctuating workloads, and intelligent attacks. The resulting 
method will remain stable and find a balance between throughput, latency, and security risks. 

As shown in Figure 3, the PPO agent demonstrates significant improvement during the learning process. Initially, 
after the agent finds a suitable method, the moving average reward will suddenly increase. After approximately 
150,000 steps, the reward curve has stabilized, which means the strategy is taking optimal or near-optimal 
actions, thereby reducing exploration. The dispersion of the discovered solutions has significantly decreased, 
and the learned solutions are more stable and widely applicable. In subsequent training rounds, network 
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throughput continuously increased, sometimes even exceeding 97% of the theoretical network capacity. During 
this period, the packet loss rate and latency rate gradually decreased. By the end of the training, the achieved 
values were reduced by 40% and 50% respectively compared to the best-performing baseline. The above 
findings indicate that the agent can simultaneously find and use a safe, high-performance route. In other words, 
it reasonably balances network speed and security in real-time environments. 

 
Figure 3. Training Dynamics and Performance Evolution of the PPO-based Secure Routing Agent (a) Reward curve over training steps; (b) 

Throughput convergence; (c) Delay and packet loss trends over time 
 

Ablation studies also investigate the impact of internal design on the agent. In this way, many architectural 
modules can be systematically avoided or omitted to observe performance changes. If the security alert signal 
is not included in the agent's state features, its ability to identify and respond to real-time threats will be greatly 
reduced. Congested and compromised traffic will increase, total rewards will decrease, and the system will be 
unable to respond to current attacks in a timely manner. There is no policy regularization to promote entropy 
rewards and penalize sudden changes in actions; therefore, it is unstable. For the above reasons, agents are 
more likely to mimic short-term fluctuations, and they may choose overly aggressive or overly cautious 
strategies, which perform poorly under changing traffic and threat conditions. Similarly, if resource fluctuation 
penalties are not implemented, it will lead to excessive policy switching and inconsistent network configurations. 
These will lead to unstable bursts of control messages, reduced throughput, unstable link allocation, and periods 
of excessive controller workload. Figure 4 also demonstrates the aforementioned defects. The results of the 
ablation study under the same test conditions are presented to distinguish the roles of alarm encoding, 
regularization, and operational penalties in improving accuracy and robustness. 
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Figure 4. Ablation Study Results on Security Attention, Regularization, and Resource Penalty Modules. (a) Effects of removing alert features 

on throughput. (b) Impacts of policy regularization ablation on delay. (c) Impact of resource fluctuation penalty omission on security 
violation rate 

 
According to the comparison of relevant benchmark methods, the new PPO agent can provide full functional 
benefits in practical SDN applications. PPO can handle normal and abnormal operational states with relatively 
high throughput over extended periods, making it one of the best for defending against network-level attacks. 
DQN-based agents and dynamically weighted Dijkstra routing can handle a small amount of throughput under 
normal load, but they are not suitable for significant security risks or sudden high demand. When an attack 
occurs, static shortest path routing is prone to congestion and power outages. Delay analysis shows that PPO 
consistently maintains a relatively low average delay throughout its operation. In congestion or attacks, this 
advantage is most evident; compared to any baseline, the average end-to-end delay is reduced by over 35%. 
PPO reduces performance fluctuations and regularizes the policy while utilizing temporal features. Security 
analysis shows that the same pattern still holds: PPO agents can reduce the frequency of attacks and traffic more 
than static and rule-based security policies. This is mainly attributed to its direct, real-time integration of security 
context in observation and action selection. Figure 5 shows the performance differences of various comparison 
methods in terms of throughput, latency, and security violation rates in a unified testing environment. 

The results of specific security adaptation characteristics indicate the superiority of the PPO agent. When the 
agent can quickly redirect traffic to unaffected resources and restore service, the frequency and duration of 
interruptions caused by the attack are reduced. Policy adaptation delay refers to the time between the discovery 
of a threat and the implementation of a new strategy. Under all attack intensity conditions, this period remains 
within four seconds, far lower than the delays of other methods. The aforementioned operational advantages 
did not increase system overhead. By using batch policy output and continuous updates, communication 
between the controller and the switch can still function normally in a highly dynamic environment. Figure 6 
shows significant improvements in security and operational response speed. You can see the controller's ability 
to defend against attacks and its speed of recovery after a crisis. 
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Figure 5. Comparative Performance of PPO-based Agent vs. Baseline Algorithms (a) Average throughput; (b) Mean end-to-end 

delay; (c) Security violation rate under attack 

 
Figure 6. Security Evaluation Results Under Adversarial Network Conditions (a) Frequency of successful attack-induced disruptions; (b) 

Policy adaptation latency; (c) Control plane overhead with dynamic policy updates 
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All the results of this experimental evaluation together show that a joint optimisation architecture is needed to 
address security-aware features, principled policy regularisation, and penalties for unstable actions. No single 
part is responsible for the decline in the continuous operation of services, security issues or cost overruns; thus, 
the joint construction of all parts is indeed effective and necessary. 

Scalability and Generalization Analysis 

In order to evaluate the scalability and generality of the proposed PPO-based controller, a series of systematic 
and progressively extensive experiments were conducted. In Figure 7(a), when the network is expanded from 
20 nodes to 100 nodes, the agent can still maintain its throughput at 93% of the theoretical maximum. When 
the number of nodes exceeds 40, the congestion and packet loss rates of the static routing and DQN baseline 
algorithms increase, leading to a decrease in network throughput and stability. At the same time, the PPO agent 
can quickly identify new hotspots and efficiently adjust traffic routes in large-scale or dynamic network 
topologies. 

As shown in Figure 7(b), even in the case of increased link failures or sudden topological changes, the policy 
response time under PPO is always less than four seconds across all test scales. Competitive methods are more 
sensitive to network scale, and in more complex and unstable environments, the delay increases rapidly. The 
high speed of this response can help PPO agents reduce service interruptions and maintain critical connections 
during rapid network changes. 

Generalization tests have demonstrated the stability of the training strategy. The PPO agent can still maintain 
high throughput and low latency, even when deployed in unfamiliar network topologies or encountering new 
types of attacks not seen during training. As shown in Figure 7(c), the proportion of successful security violations 
has only slightly increased, and the overall performance has decreased by no more than 5–9%. The baseline 
method's safety violation rate is as high as 40%, with significant decreases in speed and stability in the absence 
of trained data. According to the qualitative inspection of agent behavior, the PPO strategy utilizes the main 
characteristics of network traffic and observed security events to quickly adapt and be widely applied under 
various operational conditions. The results indicate that the proposed architecture can scale, adapt, and is robust 
enough to handle the diverse and unstable conditions in SDN. 

 
Figure 7. Analysis of Scalability and Policy Generalization for the PPO Agent (a) Network throughput as a function of scale; (b) Policy 

reaction time versus network size; (c) Generalization performance across unseen topologies and attack patterns 
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Conclusion 
This paper introduces a comprehensive framework based on reinforcement learning for establishing secure and 
stable routing in a Software-Defined Network (SDN) environment. The main decision-making module of this 
framework is Proximal Policy Optimization (PPO). A large number of experiments and analyzes were conducted 
on simulated large-scale SDN topologies. These experiments and analyzes demonstrate that the aforementioned 
methods outperform traditional methods and earlier studies in many performance metrics and operational 
conditions. 

The aforementioned experiments indicate that PPO-based agents show significant improvements in throughput, 
latency, and adaptability. Most notably, it demonstrates strong security robustness. The new routing strategy is 
still more suitable than other methods for handling large-scale traffic, unexpected failures, and simulated hostile 
attacks. While reducing end-to-end latency and packet loss, the proxy's throughput reached over 93% of the 
theoretical network capacity. Clear policy rules and real-time alerts will help maximize network performance 
and attack resistance simultaneously. These benefits are both efficient and scalable because they do not 
increase the high control plane overhead. 

Through a critical analysis of the ablation study, we found that certain architectures mentioned above are 
necessary. The representation of security-aware states, temporal regularity, and resource fluctuation penalties 
are crucial components for the robust and stable operation of network control systems. In order to enhance 
learning agents in an SDN environment, a fully functional and principled system is required, as the removal of 
any module would lead to increased risks, degraded network performance, or uncontrollable increases in 
operational costs. 

Scalability and generalization experiments indicate that the PPO agent is effective in practical applications. This 
strategy avoids the significant decline in throughput and responsiveness seen in old algorithms and still performs 
well in large-scale network expansions. Moreover, the agent exhibits strong generalization capabilities and 
performs excellently in new graph structures and adversarial scenarios. Due to the ease of change and 
unpredictability of operational networks in the real world, this is a reasonable expectation for real-world 
operational networks. 

Finally, this study proposes a PPO strategy that integrates security and policy normalization to achieve dynamic 
and stable SDN routing. The resulting agents are suitable for the needs of next-generation network infrastructure 
in terms of efficiency and strong security, as they can effectively handle multiple trade-offs in operations, such 
as high performance and low risk/overhead. The autonomous intelligent network control system is based on the 
general methods and experimental validation presented here. Based on this foundation, future research can 
focus on other real-world attack models, adaptive strategy transfer mechanisms, and broader SDN application 
areas to enhance the reliability and automation of critical network infrastructure. 
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