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Abstract. Network intrusion detection is a key technology for maintaining network security. In the digital era, network
attacks are increasingly complex and diverse, and traditional rule-based detection methods are difficult to cope with. Data-
driven algorithms demonstrate powerful detection capabilities by analyzing historical data and automatically learning
potential patterns. This paper provides a comprehensive overview of the research on network intrusion detection models
based on data-driven algorithms. First, it introduces the background and importance of network intrusion detection, and
explains its key role in guaranteeing network data integrity and service availability. Then, the application of data-driven
algorithms in network intrusion detection is discussed in detail and the principles, advantages and limitations of various
algorithms are analyzed from the two dimensions of supervised learning and unsupervised learning. Then, the model
performance is evaluated from multiple dimensions such as detection accuracy, precision, recall, F1 score and AUC value,
and the performance of different algorithms is compared. The contribution of this paper is to systematically sort out the
research lineage in this field, summarize the existing results and shortcomings, and provide a clear starting point for the
subsequent research, which helps to improve the intelligence level of network intrusion detection system and enhance the
network security protection capability.
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Introduction

With the increasing sophistication and stealthiness of network attacks, as well as the explosive growth of data
size in network environments, traditional rule- and feature-matching based network intrusion detection
methods are gradually overstretched [1]. Data-driven algorithms, with their powerful self-learning capabilities
and efficient processing of massive data, show great potential for application in the field of network intrusion
detection [2,3]. The network intrusion detection model based on data-driven algorithms can automatically
identify abnormal patterns and potential threats in network traffic, which helps to realize the timely detection
of new types of attacks and variants of attacks, thus effectively improving the timeliness and accuracy of network
security protection [4-6]. From the academic point of view, the research in this field involves the cross-
fertilization of multiple disciplines, such as data mining, machine learning, deep learning, network security, etc.,
which is of great significance in expanding and enriching the theoretical system of related disciplines [7-10]. At
the practical application level, with the help of these advanced data-driven detection models, enterprises and
organizations are able to better protect their network assets and reduce the risk of economic loss and
information leakage due to network intrusion, which has non-negligible potential value for maintaining national
network security and social stability [11].

The key task of network intrusion detection system is to timely and accurately identify abnormal behaviors and
potential threats in the network [12]. Its main research includes: exploring novel data-driven algorithms to
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improve detection efficiency and accuracy [13]; optimizing feature extraction and selection methods to better
capture key information in network traffic; investigating the model's adaptivity so that it can quickly respond to
changes in the network environment and the emergence of new types of attacks [14]; and enhancing the model's
interpretability so that security experts can better understand the detection results and take appropriate
measures [15].

Currently, research on network intrusion detection has made significant progress. Data-driven algorithms,
especially machine learning and deep learning methods, are widely used in this field [16]. These algorithms are
capable of processing massive amounts of data and learning complex patterns and features from it. Deep neural
networks (DNNs) [17], convolutional neural networks (CNNs) [18], and recurrent neural networks (RNNs) [19]
and their variants (e.g., LSTMs and GRUs) [20] perform well in network intrusion detection and are able to
efficiently identify both known and unknown attack types. In addition, integrated learning methods [21], such
as Random Forest and Support Vector Machine (SVM), have demonstrated strong classification capabilities.
However, these algorithms still face many challenges in practical applications, such as the efficiency of real-time
detection, the scalability of the model, and the ability to detect unknown attacks [22].

The issue of data quality is a key challenge in the research and application of data-driven algorithms. The
complexity and diversity of network data place high demands on data preprocessing and feature engineering
[23]. In addition, the balance between model complexity and computational efficiency is also an important issue.
Deep learning models usually have high computational complexity and require a large amount of computational
resources and time, which may be difficult to meet the demands of real-time detection in practical applications
[24]. Meanwhile, the poor interpretability of the models makes it difficult for security experts and system
administrators to understand and trust the results [25]. In addition, the dynamics and variability of network
attacks require models to be able to quickly adapt to new attack patterns, while the update mechanisms of
existing models are often not flexible and efficient enough [26].

This paper provides a comprehensive and systematic overview and summary of key technologies and recent
advances in the field of network intrusion detection, which provides a clear starting point and direction for
subsequent research. First, this paper comprehensively explains the principles and challenges of network
intrusion detection, and clarifies the core position and role mechanism of data-driven algorithms in network
intrusion detection. Second, the applications of supervised and unsupervised learning methods in this field are
systematically summarized, revealing the advantages and limitations of various types of algorithms. Once again,
the detection efficacy of different algorithms is deeply analyzed from multiple key performance indicators.
Finally, we look forward to the future of network intrusion detection technology, and put forward forward-
looking research proposals, in order to promote the further development of the field.

Network Intrusion Detection Problem Analysis

Network Intrusion Detection Principle

Network intrusion detection is a proactive defense technique designed to monitor network activity in real time
and identify potential intrusions [27]. It determines the presence of anomalous behavior or known attack
patterns by analyzing network traffic data or system audit records. The network intrusion detection system is
mainly composed of data acquisition module, data preprocessing module, detection engine module, and alarm
and response module [28], as shown in Table 1.

Table 1. Network intrusion detection system architecture

Module Name Description Function
Data Acquisition Collects data from the network including network traffic Provides the data foundation needed for intrusion
Module system logs application logs detection
Data Preprocessing Performs operations on raw data such as cleaning Improves data quality and suitability preparing for
Module normalization and feature extraction subsequent analysis

Identifies abnormal behaviors or known attack

Detection Engine Analyzes data using various analytical techniques such as K .
. . R . R patterns and serves as the core of intrusion
Module pattern matching statistical analysis and machine learning .
detection
Alarm and Triggers alarms notifies administrators or related systems Responds to potential intrusion behaviors
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| Response Module | and takes appropriate responsive actions | promptly reducing losses |

As can be seen from Table 1, the data acquisition module is responsible for collecting data from the network;
the data preprocessing module performs operations such as data integrity check, normalization, and feature
extraction on the collected raw data to eliminate noise and inconsistencies in the data and convert the data into
a format suitable for analysis [29-31]; the detection engine module analyzes the preprocessed data using various
analytical techniques to identify any anomalous behaviors or known attack patterns [32]; the alarm and
response module triggers an alarm to notify the administrator or the relevant system and take appropriate
response measures [33].

Analysis of Factors Affecting Network Intrusion Detection

The performance of network intrusion detection is affected by a variety of factors, which can be categorized into
data-related factors, network environment-related factors and system resource-related factors [34], as shown
in Table 2.

Table 2. MOEA/D optimization algorithm parameter settings

No Category Specific Factors

1 Data-Related Factors Data Quality Data Dimensionality Data Scale

2 Network Environment-Related Factors Network Topology Communication Protocols Device Types
3 System Resource-Related Factors Computational Power Storage Capacity Network Bandwidth

Among the data-related factors, high-quality data should have accuracy, completeness, consistency, and
timeliness, which will affect the accuracy and reliability of the detection model if the data have problems such
as noise, missing values, or inconsistency of data from multiple sources [35]; high-dimensional data usually
contain a large number of features, which may include many irrelevant or redundant features, which will
increase the complexity and training time of the model, as well as decrease the detection efficiency [36]; large-
scale data, on the other hand, puts higher demands on the system's storage and computational capabilities [37].

Among the factors related to the network environment, network topology, communication protocols, and
device types can have an impact on intrusion detection [38]. Complex network topology may lead to the diversity
of data transmission paths, which increases the difficulty of data collection and analysis; different
communication protocols have different data formats and behavioral characteristics, which need to be analyzed
and detected in a targeted manner; and the type and number of devices in the network also affect the data
generation and transmission characteristics, which puts forward different requirements for the design and
optimization of intrusion detection systems.

Among the system resource-related factors, network intrusion detection systems usually need to operate with
limited system resources, such as computing power, storage capacity, and network bandwidth [39]. Insufficient
computing power may lead to slower training and inference of detection models, which cannot meet the
requirements of real-time detection [40]; limited storage capacity may not be able to save enough historical
data, which affects the analysis of long-term trends and complex attack patterns [41]; and limitations in network
bandwidth may affect real-time data transmission and collection, leading to data loss or delay, which in turn
affects the timeliness and accuracy [42].

Detection of anomaly pattern analysis

Detecting anomaly patterns is crucial in the field of network security. It identifies anomalies that significantly
deviate from the normal pattern by analyzing the characteristics of network traffic and system behavior, thus
discovering potential intrusions [43]. Common types of detection anomaly patterns and their analysis
counterparts are shown in Table 3.

Table 3. Comparison of network intrusion detection anomaly pattern analysis

Anomaly Detection

Specific Manifestation Detection Method
Pattern
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1 Traffic Feature Sudden increase or decrease in network traffic abnormal proportion of Traffic Monitoring Statistical
Anomaly specific protocol packets Analysis

) Behavior Sequence Frequent login failures multiple attempts to access specific ports in a Sequence Analysis Pattern
Anomaly short period Matching

3 Association Pattern | Similar attacks from multiple source addresses to the same target address Association Rule Mining
Anomaly identical abnormal behavior across different devices Clustering Analysis

As can be seen from Table 3, the common detection anomaly patterns include traffic feature anomaly [44],
behavior sequence anomaly [45], association pattern anomaly [46], etc., which are represented and analyzed as
follows:(1) Traffic feature anomaly pattern. A sudden increase or decrease in network traffic may be a sign of
intrusion behaviors such as network scanning and DDoS attacks. A large number of connection requests from
different source IP addresses may indicate an ongoing DDoS attack [47]. In addition, anomalies in the percentage
of protocol-specific packets may also suggest potential threats, e.g., an abnormal increase in TCP connections
may be associated with port scanning activities [48]. (2) Behavioral sequence anomalies. In a normal network
environment, the behavior of users and systems usually follows a certain pattern and sequence. Behavioral
sequence anomalies such as frequent login failures and multiple attempts to access specific ports within a short
period of time may be indications of brute-force password cracking or unauthorized access attempts [49]. A user
entering an incorrect password several times in a row within a short period of time may indicate that his account
is under attack [50]. (3) Anomalous association patterns. Association pattern anomalies such as multiple source
addresses launching similar attacks on the same target address over a short period of time, and the same
sequence of anomalous behaviors on different devices, may indicate the presence of a coordinated attack or
malware propagation [51]. Multiple devices all showing scanning behavior on specific ports within a short period
of time may suggest that these devices are controlled by the same attacker and are performing a coordinated
attack [52].

Network Intrusion Detection Models Based on Data-Driven Algorithms

Supervised learning-based network intrusion detection methods

Supervised learning is able to construct models that classify or predict new data by using labeled historical data
for training, which makes it effective in the field of network intrusion detection to identify known types of
network attacks [53]. A variety of supervised learning algorithms are commonly used in network intrusion
detection tasks today with significant results.

Traditional machine learning algorithms in network intrusion detection

Traditional machine learning algorithms applied to network intrusion detection problems include decision trees
[54], plain Bayes [55], support vector machines (SVM) [56], etc., and the comparative analysis is shown in Table
4.

Table 4. Comparison of traditional machine learning algorithms

Algorithm Advantages Disadvantages Training Time
Decision Tree Strong interpretability Prone to overfitting Short
Naive Bayes Low computational resource consumption Limited detection accuracy Short
Support Vector Machine | Strong ability to process high-dimensional data | Time-consuming sensitive to parameters Long

The decision tree algorithm, which is notable for its strong interpretability, constructs a tree structure to classify
network traffic through feature selection. Feature selection methods such as information gain and Gini index
can effectively identify features that are important for classification, and then construct an efficient classification
model [54]. The tree structure of the decision tree model clearly shows the classification rules, and
administrators can intuitively understand how the model classifies and makes decisions about network traffic
[57]. However, decision tree algorithms are prone to overfitting problems on large-scale datasets [58]. Large-
scale datasets often contain complex feature relationships and noise, which can lead to overly complex decision
tree models that fit too closely to the training data and thus become less generalizable on new data. In addition,
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the detection speed of decision trees is relatively slow, especially when dealing with high-dimensional data, and
the process of feature selection and tree construction consumes more computational resources and time [59].

The plain Bayesian algorithm is based on Bayes' theorem, which assumes that features are independent of each
other. It utilizes Bayes' theorem to predict the category of a new sample by calculating the probability
distribution of each feature under different categories [55]. However, the feature independence assumption of
the plain Bayesian algorithm is often difficult to fulfill in real network data. In network traffic data, there is usually
some correlation between different features, and port number and protocol type may jointly affect the nature
of network traffic [60]. This feature correlation reduces the detection accuracy of the plain Bayesian algorithm,
limiting its performance in complex real-world data [61].

Support Vector Machines (SVMs) achieve differentiation between different classes of data by finding the optimal
classification hyperplane [56]. The SVM algorithm has a significant advantage in dealing with high-dimensional
data, and is especially suitable for feature-rich datasets in network intrusion detection. It can effectively utilize
the kernel function trick to map non-linearly differentiable data to a high-dimensional space, making it linearly
differentiable in the high-dimensional space. However, the SVM algorithm has a long training time on large-scale
datasets [62]. This is because the SVM algorithm needs to solve a quadratic programming problem to determine
the optimal classification hyperplane, and the difficulty of solving this problem increases accordingly as the data
size increases [63]. In addition, the SVM algorithm is more sensitive to parameter selection, and different kernel
functions, regularization parameters, etc. can significantly affect the performance of the model [64].

Deep learning algorithms in network intrusion detection

Deep learning algorithms applied in network intrusion detection problems include convolutional neural network
(CNN) algorithm [65], plain Bayes [66], support vector machine (SVM) [67], etc., and the comparative analysis is
shown in Table 5.

Table 5. Comparison of deep learning algorithms

Algorithm Advantages Disadvantages Applicable Scenarios

Convolutional Neural Strong ability to automatically extract . . Network traffic data
. High model complexity . . .

Network spatial features visualized as images

Network data with
significant time-series
features

Recurrent Neural Able to process sequential data and Complex training process sensitive
Network capture temporal dependencies to hyperparameters

Convolutional neural network (CNN) algorithm can automatically extract spatial features in network data, and
its classification accuracy can reach about 92% for network traffic data that has been imaged [68-69]. The CNN
algorithm progressively extracts features in the data through the combination of convolutional, pooling, and
fully connected layers [68]. For the matrix of network traffic data pictorialization, CNN can identify specific
patterns and features in it, such as sudden traffic peaks and other features in DDoS attacks, so as to achieve
effective identification of attacks [70]. However, the model structure of CNN algorithm is complex, and the
training process requires a large amount of computational resources and time support. Large-scale training of
network traffic data consumes a lot of computational power and the training time is long.

Recurrent neural network (RNN) and its variants (LSTM, GRU) algorithms are able to efficiently process
sequential data and capture temporal dependencies in network intrusion detection [71]. The LSTM algorithm
performs well in dealing with intrusion detection data with time-series characteristics, and its detection accuracy
can reach 91% for attacks with obvious temporal sequences such as port scanning [72]. The RNN algorithm
enables the network to memorize and utilize the historical information in the sequence data through a cyclic
structure, and LSTM and GRU, as improved variants of RNN, can better solve the gradient vanishing problem,
thus capturing long-term dependencies more effectively [73]. When detecting time-series attacks in a network,
the LSTM algorithm can memorize the network traffic characteristics of the previous time step, thus better
determining whether the current traffic is an attack. However, the training process of RNN and its variants is
relatively complex and sensitive to the choice of hyperparameters. The unreasonable setting of
hyperparameters may lead to problems such as poor model training effect or slow convergence of the training
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process [74]. Meanwhile, due to its complex model structure, it requires a large amount of data and
computational resources to support the training and inference process, which limits its application in resource-
constrained environments to some extent [75].

Although supervised learning methods can accurately identify known attack types in network intrusion detection,
most of the traditional machine learning algorithms rely on manual feature extraction, which limits their
generalization ability in the face of complex and variable network data. Although deep learning algorithms have
strong automatic feature extraction capability, they have high model complexity, high consumption of training
resources, poor interpretability, and performance bottlenecks in detecting new unknown attacks.

Network Intrusion Detection Method Based on Unsupervised Learning

Unsupervised learning does not need to rely on labeled data, and is able to automatically identify anomalies and
clusters in network traffic based on the intrinsic structure and distribution characteristics of the data, which
enables it to show unique advantages in the field of network intrusion detection in the face of unknown attack
detection, zero-day attack discovery, and the utilization of unlabeled data, which effectively compensates for
the shortcomings of supervised learning methods, and has become one of the key directions of the network
intrusion detection research.

Clustering algorithms are widely used in network intrusion detection.K-Means algorithm with its simple and
efficient characteristics, can quickly cluster the data, sensitive to the initial center point, different initial centers
may lead to a large difference in the clustering results, and its contour coefficient is usually around 0.4 when
dealing with network data, and the clustering effect needs to be improved [76]; DBSCAN algorithm is good at
identifying clusters of arbitrary shapes in dealing with data sets with obvious density differences, and can
effectively identify attacks with specific density distribution such as intranet penetration, but it is less efficient
in processing high-dimensional data and large-scale data [77].

Generative models have received increasing attention in recent years. Generative Adversarial Networks (GANSs)
and their variants are trained through the confrontation of generators and discriminators, which generate
realistic network traffic data, while the discriminators are used to differentiate between real and generated data,
thus realizing the learning of normal data distribution and anomaly detection, and are able to achieve a detection
accuracy of about 88% on unlabeled data, although their training process is unstable and prone to pattern
collapse problems [78,79]; Variable Auto-Encoder (VAE) maps the data to the latent space through an encoder,
and then the decoder reconstructs the data and uses the reconstruction error to identify anomalies, which has
limitations in the reconstruction error assessment when dealing with high-dimensional network data, and is not
accurate enough in capturing the features of complex network attacks [80].

Unsupervised learning methods get rid of the dependence on labeled data, can autonomously discover hidden
patterns and unknown attack types in data, have strong generalization ability and adaptability, and provide new
perspectives and solutions for network intrusion detection [81]. However, the unsupervised learning algorithm
still has a certain gap in detection accuracy and stability compared with the supervised learning method, and its
performance is greatly affected by the characteristics of data distribution, and its ability to detect multiple types
of attacks in complex network environments needs to be further improved [82].

Problems

The field of network intrusion detection still faces many challenges, including problems of data quality,
contradiction between model complexity and computational efficiency, poor model interpretability, inflexible
model updating mechanism, privacy and security, and limitation of system resources. These issues limit the
effective application and further development of the technology: 1) data quality issues are a key challenge in
network intrusion detection, network traffic data is usually of high dimensionality, large scale and complexity,
and there are noise and missing values, these data quality issues directly affect the training effect of the model
and the detection performance; 2) the contradiction between the model complexity and the computational
efficiency is especially prominent in the deep learning model, the The complex model structure requires a large
amount of computational resources and time for training, and it is difficult to meet the demand for real-time
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detection. 3) The poor interpretability of the model makes it difficult for security experts and system
administrators to understand the basis of the detection results, which reduces the degree of trust in the model.
4) The dynamics and variability of cyber-attacks require that the model be able to quickly adapt to the new
attack patterns, and the updating mechanism of the existing model is not flexible enough to respond to the
emergence of new types of attacks in a timely manner. 5) The model can be updated to meet the demands of
the new attack patterns. Existing model update mechanism is often not flexible enough to respond to the
emergence of new types of attacks in a timely manner; 5) privacy and security issues should not be ignored, the
network intrusion detection system handles a large amount of data containing sensitive user information, once
leaked may lead to serious consequences; 6) the limitations of the system resources also limit the complexity
and performance of the model, affecting the detection accuracy and real-time performance.

Conclusion

Data-driven algorithms show great potential and application prospects in the field of network intrusion
detection. Supervised learning methods can effectively identify known types of network attacks, while
unsupervised learning methods have unique advantages in unknown attack detection and zero-day attack
discovery. However, current techniques still face challenges in various aspects such as data quality, model
complexity, interpretability, attack dynamics, privacy and security.

Future research should focus on the following directions: first, improve data preprocessing and feature
engineering techniques to improve data quality and model training efficiency; second, develop efficient model
optimization algorithms to reduce computational complexity and improve the real-time performance of the
model; third, improve the interpretability of the model to enhance users' trust in the model and promote its
wide application; in addition, build adaptive and online learning models to quickly respond to new attack
patterns; at the same time, strengthening privacy protection and model security research to ensure data privacy
and system reliability; and finally, exploring the integration with other technologies (e.g., SDN, NFV, and
blockchain) to achieve a more comprehensive network security solution.

Through in-depth exploration and technological innovation in these research directions, it is expected to further
enhance the performance and reliability of the network intrusion detection system, provide a more solid
guarantee for cybersecurity, and contribute to the security and stability of cyberspace.
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