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Abstract. The Internet of Things' (IoT) long-term vibration monitoring will be limited by battery life, local memory, and
ongoing sample costs. An ultra-low-power vibration anomaly detection approach based on spiking neural networks is
proposed in this research. Create anomaly scores based on membrane potential deviation and spike activity, transform the
continuous vibration signal into a sparse event stream, and use adaptive firing control to extract temporal spike
characteristics. The detection accuracy, false alarm rate, spike firing rate, latency, memory footprint, and predicted energy
consumption are tested using a set of bearing looseness vibration data, impact shock, imbalance, friction, and normal
operation. With an accuracy of 96.8%, a macro-F1 of 95.4%, and an anomaly recall of 94.9%, the suggested model lowers
estimated inference energy by 51.2% when compared to LSTM autoencoder baselines and by 63.7% when compared to
compact CNN. Thus, low-power vibration anomaly detection in embedded IoT sensor modules may be achieved by event-
driven spike computation.
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Introduction

These days, motors, micro-manufacturing lines, bridges, industrial pumps, rotating machinery, and other
infrastructure all make extensive use of loT vibration sensors. They have altered the machine's state and haven't
yet resulted in a clear failure. Bearing looseness, imbalance, shaft misalignment, structural fatigue, or excessive
friction can all be indicated by a little rise in vibration amplitude, a brief impact pulse, or a slow change in
frequency content. Battery-powered sensors that need a high sampling rate for vibration collection are not
economically viable since the previous monitoring method simply delivers the raw signal at the edge gateway or
cloud platform. Although edge anomaly detection offers a quick reaction time and a comparatively low
communication overhead, the local model must adhere to stringent memory, processing, and power constraints.
Continuous-valued deep networks are still hampered by limited hardware, however recent research on loT edge
anomaly detection has pushed inference closer to the sensor to improve latency [1]. The need for compact
models that can function dependably without a steady cloud connection has been further proven by edge
computing frameworks [2]. Consequently, the implementation of long-term vibration monitoring will be
impacted by a low-power sensor, which is both a hardware and model design challenge [3].

In vibration defect detection, deep learning has improved feature identification from raw or processed data.
Bearing defect and abnormal vibration pattern identification have been implemented using CNN, LSTM,
autoencoder, attention-based, and hybrid signal processing networks [4]. Although these models often employ
dense multiply-accumulate operations and continuous activation propagation, they exhibit great accuracy on
laboratory data. loT sensor nodes have three issues. First, high-frequency vibration windows are
computationally wasteful and produce a large number of redundant samples during regular operation. Second,
dense neural inference is comparatively power-intensive for microcontrollers and has greater memory access.
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Third, aberrant vibrations are rare and sporadic, whereas regular vibrations are often prolonged and recurrent.
The model is event-driven, meaning that it will only be carried out when a signal changes. A biologically inspired
computing system, spiking neural networks use sparse firing, membrane potential integration, and discrete
spikes to convey information. Spike-based models can provide energy-efficient temporal processing when their
encoding and neuron dynamics are matched to the signal structure, according to surveys and training studies of
SNNs [5]. Sparse spikes can lessen switching in edge and neuromorphic devices, according to hardware-oriented
SNN research [6].

This work investigates a spiking neural network model for ultra-low-power vibration anomaly detection in
Internet of Things sensors. The first uses an adaptive-threshold encoding approach to produce sparse spike
events in the vibration stream. After that, it creates anomaly scores under explicit energy limitations by
integrating spike evidence over brief windows using a compact temporal SNN. This study addresses three
technical issues: how to maintain subtle but significant vibration changes during sparse event conversion; how
to create adaptive firing control that maintains network sensitivity without excessive spikes; and how to assess
detection performance in conjunction with latency, memory, and energy consumption. The objective is to
provide a workable event-driven anomaly detection technique for long-term embedded vibration monitoring.

Related Work

Low-Power Vibration Monitoring for loT Sensor Nodes

loT deployment has altered the optimization goal of vibration-based monitoring, an earlier kind of condition-
based maintenance. A wired monitoring system's model could be more precise and feature-rich. In a battery-
operated sensor node, energy is used for sampling, pre-processing, inference, storage, and wireless transmission.
Deep feature learning can enhance identification under various load circumstances, according to research on
bearing problem diagnostics [7]. It has also been demonstrated by hybrid deep signal-processing techniques that
vibration waveforms have a variety of fault-related components dispersed over time and frequency [8]. Deep
models typically outperform standard indicators, particularly for non-linear defects and variable operating
speeds, according to comparative studies of deep learning and handmade features [9]. However, platforms with
greater power than the sensor node frequently realize the profit. The duty-cycle and memory requirements of
distributed sensing might not be addressed by a technique that works well on an offline workstation.

To solve this issue, edge anomaly detection can be used for inference near the data source. loT anomaly
detection has been investigated using contextual-bandit and hierarchical edge techniques, and local context can
minimize needless communication [10]. At the edge of the Internet of Things, deep learning is also utilized to
identify anomalous behavior without sending every sample to the server [11]. In industrial wireless sensor
networks, edge-based anomaly detection may manage data from several sources and provide early alerts prior
to cloud-only processing [12]. Dense feature vectors are still the foundation of the majority of edge models,
though. Dense windows are not practical for vibration detection since the typical operational time can be more
than 95% of the monitoring time. As a result, a suitable sensor-side detector should be computationally silent
under steady normal vibration yet sensitive to anomalous transient responses.

The deployment foundation is provided by embedded intelligence and tinyML. Quantized computing, reduced
memory allocation, energy-efficient scheduling, and a small number of parameters are required. Convolution
filter operations are still performed on all input windows by a quantized CNN. Gates are still updated at each
time step by a small LSTM. The sparsity of vibration anomalies is not automatically used by these techniques.
Since it is an event-driven system, only changes that surpass a predetermined threshold must be encoded as
signals; otherwise, spikes won't update the network's internal state. In order to lessen the requirement for
regular sensor maintenance over long periods of time, SNNs have been proposed for vibration anomaly
detection.

Spiking Neural Networks for Event-Driven Time-Series Detection

Information is handled by spiking neural networks as temporal membrane dynamics and discrete events. While
SNNs gather input currents over time and release spikes when the membrane potential surpasses a threshold,
artificial neural networks transmit continuous activations layer by layer. As a result, they are inherently better
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suited for event-driven hardware and temporal signals. SNNs are presented in general reviews as a route toward
energy-efficient neuromorphic computing and spike-based machine intelligence [13]. By approximating the
derivative of the non-differentiable spike function, surrogate-gradient learning may train trainable SNNs, making
deep spiking models more useful [14]. SNNs can provide low-power distributed intelligence, as demonstrated
by federated and edge-oriented neuromorphic learning [15].

SNNs can use spike timing, spike count, delay coding, or threshold-crossing events to depict the amplitude
variation of time-series data. Temporal spike representations can preserve the sequential structure and
minimize intensive computation, as demonstrated by multivariate time-series classification using SNNs [16]. For
efficient temporal categorization, recurrent SNNs and spiking reservoirs have also been used [17].
Reconstruction deviation or temporal firing inconsistency may be used to identify anomalous patterns in
anomaly detection, as demonstrated by SNN-based autoencoders and evolving spiking models [18]. Additionally,
deep SNN anomaly detection demonstrates that spike-based models have sparse activity and can differentiate
between aberrant states [19]. Without keeping long stretches of data locally, streaming-data SNN autoencoders
are able to identify anomalous temporal patterns [20]. When it comes to adjusting to different types of shifting
multivariate time-series distributions, online evolving spiking models have demonstrated encouraging outcomes
[21]. Although vibration data have significant limitations, such as high sampling frequency, weak periodic
anomalies, impulsive disturbances, and great noise sensitivity, the study supports the use of SNNs in vibration
monitoring.

Consequently, replacing a CNN with an SNN is not the issue. It is necessary to co-design the firing threshold,
anomaly score, neuron dynamics, and spike encoding layer with the vibration signal. Small bearing flaws won't
be detected if the encoding threshold is set too high. If it is too low, the low-power benefit will be lost and there
will be excessive spikes in the typical mechanical noise. The model won't be able to identify anomalies that
emerge slowly if the membrane breakdown is too quick. If not, there will be blurring of the impact anomaly.
Research on neuromorphic compilation and energy-efficient SNN training has demonstrated that algorithmic
sparsity must be taken into account alongside hardware limitations [22]. When the model is not optimized for
deployment, hardware-aware SNN compilation further shows that memory transfer and event routing are
energy bottlenecks [23]. Studies on wireless-sensor anomaly detection and real-time sensor categorization have
demonstrated the applicability of event-driven time-series processing to non-image data [24]. Stable anomaly
detection necessitates both signal representation and deployment circumstances, according to feature-mining
techniques for sensor networks [25]. While previous research on SNN anomaly detection offers a solid basis,
ultra-low-power vibration detection necessitates a specific balance between embedded inference cost,
temporal sensitivity, and sparse firing.

Ultra-Low-Power Spiking Vibration Detection Model

Sparse Event Encoding of Vibration Signals

Because the raw vibration sequence is too dense for long-term sensor-side inference, the model begins with
sparse event conversion. Divide a low-power accelerometer's vibration segment into brief overlapping windows.
The encoder will react to anomalous vibration changes rather than sensor offsets since each window is
normalized by a local robust scale estimator. The sparse event encoding pipeline for LoT sensor nodes is shown
in Figure 1. Vibration acquisition, local normalization, adaptive threshold generation, positive and negative event
triggering, spike train construction, event buffer compression, and SNN input delivery should all be depicted in
the picture.

For a vibration sample v, at time t, the local deviation from its recent baseline is described by a robust
normalized response.

Ve my
Q= Sy +€ Eq.(1)

Here m; and s; are the moving median and robust scale of the recent vibration window. This design reduces the
effect of slow sensor drift while preserving short abnormal bursts.

0: = 6 + alq, — q;-1| + Boy, Eq.(2)
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The event threshold 8, increases under noise and decreases when weak but coherent vibration changes emerge.
o,, denotes the local noise estimate. In the implementation, 8, = 0.18,a = 0.25, and § = 0.12.

e = H(q: —0,),ef = H(—q,—6,) Ea.(3)

Positive and negative events are triggered separately so that upward and downward vibration changes are
preserved. This bidirectional event representation is useful for detecting impact shocks and oscillatory looseness.

St’ = [et-"—! et_i 6t‘: |Qt|] Eq(4)
The spike input S; contains event polarity, inter-event interval §;, and normalized amplitude evidence. This
compact representation reduces the number of active time steps compared with dense waveform input.
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Figure 1. Sparse event encoding pipeline for vibration streams in loT sensor nodes

Temporal Spiking Feature Extraction with Adaptive Firing Control

The temporal SNN combines vibration evidence during a brief timeframe after receiving the sparse event stream.
Due to its energy efficiency and relative simplicity in terms of time-dependent memory, a leaky integrate-and-
fire neuron is employed. While the second layer gathers recurring spike patterns associated with anomalous
vibration modes, the first spiking layer learns local event bursts. The network is small enough for microcontroller
deployment since it includes 64 hidden spiking units and a 16-dimensional output state.

uf = Aui™t + WiS, — z{716f Eq.(5)

The membrane potential u! accumulates weighted spike input and decays with coefficient A. After firing, the
reset term prevents unlimited accumulation and stabilizes spike activity.

z{ = H(u{ — 6f) Eq.(6)

The binary spike zf is emitted only when the membrane potential crosses the adaptive threshold. This sparse
activation is the main source of computational saving.

0f =0/t +npzf — (1 —20) Eq.(7)

The firing threshold increases after frequent spikes and slowly relaxes during quiet periods. This mechanism
suppresses redundant firing under normal vibration while preserving sensitivity to abnormal bursts.

he =yhey + W,z, Eq.(8)

The temporal feature state h; aggregates spike events across time. y controls memory length; validation shows
that y = 0.82 captures bearing looseness better than shorter memory settings.
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= %Z Z z Eq.(9)

The spike firing rate p measures network activity. It is used both as an energy indicator and as a regularization
target during training.

Spike-Driven Anomaly Scoring and Embedded Inference

The final decision layer converts temporal spike features into an anomaly score. Figure 2 illustrates the compact
SNN architecture with adaptive firing control. The figure should show encoded vibration events, LIF spiking layers,
adaptive threshold control, temporal state integration, anomaly scoring, energy regularization, and embedded
alert output.
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Figure 2. Compact spiking neural network architecture with adaptive firing control

The firing activity pattern and the most recent time step are used to create the anomaly representation. To avoid
relying just on amplitude variations for detection, it contains both time-varying vibration data and spike-activity
statistics.

Dy = |la; — ¢, I3 Eq.(10)

The distance D; measures deviation from the normal prototype c, learned from normal vibration states.
Abnormal windows should move away from this compact normal center.

Ey = kgNs + Ky Ny + K, By Eq.(11)

The estimated energy E; combines spike operations, memory accesses, and event-buffer updates. The
coefficients are calibrated from microcontroller instruction profiling.

Ay = D¢ + puR; — vlog(1 + p;) Eq.(12)

The anomaly score A; combines prototype deviation, residual temporal inconsistency R;, and spike sparsity. The
sparsity term discourages excessive firing during normal states.

L=Lgs+ prroto + wE + Yp Eq.(13)

The training objective combines classification loss, prototype compactness, estimated energy, and firing-rate
regularization. The energy term is not a post-analysis metric; it directly shapes the learned detector.

ye = 1[A; > 74] Eq.(14)
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The final alert y, is triggered when the anomaly score exceeds the adaptive threshold 7,. The threshold is
updated from recent normal windows but frozen during suspected abnormal bursts.

Experimental Scheme and Energy-Aware Evaluation

Vibration Dataset and Sensor Node Configuration

The experimental dataset is organized to reflect embedded vibration monitoring rather than offline fault
classification alone. It contains 48,000 vibration windows collected from normal operation, bearing looseness,
impact shock, imbalance, friction, and early-stage rubbing states. Each window contains 1024 samples before
event conversion. The sampling frequency is configured at 12.8 kHz for high-resolution evaluation and
downsampled to 6.4 kHz and 3.2 kHz for deployment robustness testing. The split follows equipment-level
separation: 70% of devices are used for training, 10% for validation, and 20% for testing. This prevents the
model from memorizing one sensor position or one equipment unit. Gaussian noise, amplitude scaling, weak
time shift, and load variation are added to the training set to improve robustness.

A 32-bit microcontroller, 256 KB of memory, and a 512-spike event buffer make up the embedded setup, which
simulates a low-power sensor node. After training, the SNN is assessed for deployment estimate using fixed-
point membrane variables. One-class SVM, compact CNN, LSTM autoencoder, TinyML multilayer perceptron,
threshold-based statistical monitoring, and a non-spiking temporal convolution model are examples of baseline
models. The training and test split is the same for all baselines. SNN features a 16-dimensional output state, two
temporal spiking layers, and 64 hidden spiking neurons. Use early stopping based on the energy penalty and
validation macroF1 after 120 epochs of training.

Accuracy, Latency, and Power Evaluation Indicators

Choose assessment metrics that incorporate both application and diagnosis. Accuracy, precision, recall, macro-
F1, AUC, and false alarm rate are indices of detection performance. Because of the class imbalance in anomaly
data and the lower frequency of early-stage faults relative to normal vibration, Macro-F1 is utilized. Because a
sensor node in a plant or building may be deployed for an extended period of time without manual inspection,
the false alarm rate is comparatively high. In addition to being wasteful in terms of communication energy, a
detector that generates too many false alarms may cause the public to lose faith in the monitoring system.

Spike firing rate, average active time steps, memory footprint, estimated inference energy, and average
inference delay are measures associated with power. The number of spike operations, memory accesses, and
event-buffer updates—rather than the number of parameters—determines the estimated energy. Due to the
differences between the two, an SNN will mostly remain dormant during typical vibration, but a tiny dense
neural network will activate all of its layers at every time step. The vibration window's latency upon event
conversion is the stated delay. In real-world loT deployments, a trained model may need to be transferred to a
new sensor location, machine unit, or sample frequency without completely retraining, thus comparison also
saves cross-node transfer performance.

Result Interpretation and Comparative Analysis

Detection Accuracy and Anomaly Sensitivity Analysis

A direct methodological reference for understanding spike-based detection findings has been made available by
recent work on SNN anomaly detection [26]. Figure 3 displays the comparison's findings. Compared to compact
CNN (94.6%), LSTM autoencoder (93.1%), one-class SVM (89.7%), and threshold monitoring (85.4%), the
suggested SNN achieved 96.8% overall accuracy (Figure 3(a)). The suggested approach has a macro-F1 score of
0.954 and performs comparably for both weak and strong anomaly classes, as seen in Figure 3(b). The anomaly
recall rate is shown in Figure 3(c); the SNN is 94.9%. This is mostly because sparse event encoding preserves
transitory impulses that are smoothed by dense-window averaging. The false alarm rate is shown in Figure 3(d);
the suggested model has lowered it to 3.1%, which is less than that of threshold monitoring (9.6%) and LSTM
autoencoder (5.8%).
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Figure 3. Detection performance of ultra-low-power vibration anomaly models. (a) Accuracy comparison. (b) Macro-F1 comparison. (c)
Recall comparison. (d) False alarm rate comparison.

Spike timing has also been found to be useful for aberrant transient identification in rail-defect and streaming-
data SNN investigations [27]. Typical vibration forms are seen in Figure 4. Bearing looseness is seen in Figure
4(a); a steady spike rhythm is produced by several weak impulses, and recall has improved from 89.2% in the
compact CNN to 94.1% in the suggested model. The impact shock is seen in Figure 4(b); short-duration vibration
bursts cause powerful reactions in both the positive and negative event channels. Both a modified signal
representation and the bigger model capacity are responsible for the rise. Abnormal fluctuations are focused at
a few more informative spike sites once vibration is transformed into event polarity and inter-event interval.

(a) Bearing looseness anomaly (b) Impact shock anomaly

40 =

Impact shock

Spike Count
N
o
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Figure 4. Detection response under representative vibration anomaly states. (a) Bearing looseness anomaly. (b) Impact shock anomaly.
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Spike Representation and Energy Efficiency Analysis

Low-power spike circuits and energy-efficient SNN training offer a practical benchmark for evaluating activity
reduction in embedded inference [28]. The findings of low-power inference and spike sparsity are displayed in
Figure 5. The spike firing rate is compared in Figure 5(a); the fixed-threshold SNN is 15.9%, while the adaptive
threshold lowers the average firing rate to 8.7%. The estimated energy consumption is shown in Figure 5(b); the
suggested model uses 51.2% less energy than the LSTM autoencoder and 63.7% less energy than the compact
CNN. Memory use is shown in Figure 5(c); the suggested model falls under the 256 KB node budget with 38 KB
of parameters and state buffers. The inference delay is shown in Figure 5(d), with an average latency of 4.8 ms

per window following event conversion. In a similar manner, spike sparsity minimizes memory access and

processing.
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Figure 5. Spike sparsity and low-power inference behavior. (a) Spike firing rate comparison. (b) Estimated energy consumption. (c) Memory

footprint comparison. (d) Inference latency comparison.

Reducing redundant spikes is necessary for energy conservation, as demonstrated by dynamic spike-bundling
and event-driven inference studies [29]. The ablation results are displayed in Figure 6. The firing rate increases
from 8.7% to 21.4% and macro-F1 decreases by 2.8 percentage points when sparse event coding is eliminated
and dense normalized samples are sent into the spiking layer (Figure 6(a)). Since adaptive firing threshold control
is not used in Figure 6(b), if the threshold is set too low in the presence of loud vibration, a false alert will sound.

As a result, a low-power, high-accuracy solution's goals are interdependent. A slight variation in the network
won't trigger the energy-saving component either.
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(b) Spike Rate under ablation
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Figure 6. Ablation analysis of sparse coding and adaptive firing control. (a) Without sparse event coding. (b) Without adaptive firing
threshold.

Robustness Under Embedded Deployment Conditions

Spike-based temporal models may still perform classification under different sequence circumstances, according
to time-series SNN investigations [30]. Figure 7 demonstrates embedded robustness. Figure 7(a) assesses
fluctuation in sensor noise. The suggested model has a macro-F1 of 92.6% at a signal-to-noise ratio of 10 dB,
whereas Compact CNN is at 88.9%. A sampling-rate curve is shown in Figure 7(b). Only a 1.9 percentage point
decrease in macro-F1 happens when the sampling frequency is lowered from 12.8 kHz to 6.4 kHz, and the event
timing remains around the initial aberrant pattern. Cross-node transfer findings are displayed in Figure 7(c). The
suggested model demonstrated that the learnt spike representation transferred more effectively than dense
amplitude characteristics, achieving an accuracy of 93.8% after threshold recalibration using 10 minutes of
normal data from a different sensor site.
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Figure 7. Embedded deployment robustness under practical sensing conditions. (a) Sensor noise variation. (b) Sampling rate variation. (c)
Cross-node transfer performance.
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Studies on sensor defect detection and edge anomaly detection have demonstrated that offline accuracy alone
is not sufficient for deployment reliability [31]. When there is little aberrant vibration and the majority of nodes
must remain passive, the model exhibits the greatest benefits. All models can detect the vibration anomaly at a
decent rate if it is significant and persistent. The aberrant information comes in brief bursts because SNNs are
comparatively less sensitive to low-amplitude shock, mild rubbing, and early-stage bearing looseness. Large
spikes in normal roughness are avoided by an adaptive threshold, and repeated weak evidence is integrated by
a membrane. As a result, the new model does not raise false alerts and has improved recall. Local models must
strike a compromise between sensitivity and communication cost, according to research on loT edge anomaly
detection [32].

An application-focused design concept has also been made possible by energy analysis. When evaluating
embedded appropriateness, parameter count is not a single metric. Although the TinyML multilayer perceptron
has fewer parameters than the suggested SNN, it cannot take use of calm times and activates all layers for every
window. SNN is a spike-dependent updating method using sparse-event input that operates with very little
active computing. This notion is further supported by low-latency SNN research and federated neuromorphic
learning, which demonstrate that spike sparsity may be attained in distributed edge intelligence [33]. Therefore,
the essential question for long-term loT vibration monitoring is not only how tiny a model is, but also which
model is computationally inactive in a healthy monitored system.

The robustness test findings indicate that event-driven vibration analysis is appropriate for cross-node
deployment; following installation, only the encoder threshold has to be adjusted. Spike density can be changed
by the sensor mounting position, mechanical coupling, and local noise floor. A single higher or lower limit might
result in a false alarm or overlook little adjustments. A brief normal calibration time is still necessary since the
new adaptive threshold is less sensitive. Edge-based industrial wireless sensor monitoring and anomaly
detection at the loT edge have recently been studied [34]. The fact that the energy usage metrics were acquired
through instruction-level profiling rather than being monitored on an actual neuromorphic device is another
flaw. The real enhanced battery life will be ascertained through future hardware measurements. Studies on
neuromorphic in-sensor and FPGA-based SNN have demonstrated that translating spike computation to event-
driven hardware can result in further energy savings [35].

Conclusion

An ultra-low-power spiking neural network model for vibration anomaly detection in Internet of Things sensor
nodes is proposed in this research. The model transforms dense vibration waveforms into sparse spike events,
using adaptive leaky integrate-and-fire dynamics to extract temporal characteristics, and evaluates anomalies
using energy-aware scoring and spike-driven prototype deviation. In comparison to the compact CNN, LSTM
autoencoder, and dense TinyML baselines, the findings demonstrate that the suggested model can retain high
anomaly detection performance while lowering predicted inference energy and active computation.

The primary findings indicate that embedded vibration monitoring requires both adaptive firing control and
sparse event conversion. An adjustable threshold regulator stops noise-induced spike bursts, while sparse
encoding minimizes unnecessary computations in the normal state. To enhance early-stage anomaly
identification, a membrane-potential temporal-integration module will gather data from many mild vibrations.
When combined, they can simultaneously lower false alarms and boost the detector's recall, which is essential
for loT sensors to operate for longer periods of time.

The system can be expanded in the future to include online threshold adaptation, cross-device continuous
learning, hardware-in-the-loop energy monitoring, and deployment on neuromorphic processors. Incorporate
more practical field testing to address mounting looseness, temperature fluctuations, sensor drift, and
communication duty cycle. These modifications would aid in transforming the spike-based vibration anomaly
detection model into an effective design for a useful low-power industrial equipment and structure health
monitoring system.
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