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Abstract. Terminal data in a remote loT network is frequently sensitive, heterogeneous and generated continuously, so
privacy-preserving model training is necessary. Implement FedAvg-based federated training to enhance model convergence
and communication effectiveness while safeguarding end-user data privacy. Local differential perturbation and secure
aggregation+communication-aware client scheduling are the two suggested approaches. A privacy-budget allocation
technique is employed to balance the usefulness and privacy protection of the model for all terminal groups. 120 simulated
loT terminals are used in experiments for distributed sensing classification and anomaly detection. In comparison to
traditional FedAvg, the suggested method has achieved 94.3% accuracy and 95.0% macro-F1 on non-IID terminal data. It has
also decreased the number of communication rounds by 22.7%. Stronger privacy protection was attained when the
reconstruction similarity dropped by 41.2% under simulated gradient inference attacks. The technique can tackle the
problem of training distributed loT models in a privacy-sensitive edge computing environment practically.
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Introduction

Distributed Internet of Things solutions are being employed in industrial monitoring, smart buildings, intelligent
transportation, healthcare sensing and edge security. The foregoing devices continuously generate terminal-end
data, including vibration traces, temperature curves, traffic status, energy consumption records and anomaly
logs. Centralized training can use this data, but it has to collect raw data from a large number of terminals;
consequently, there will be a huge bandwidth load, storage pressure and privacy problems. Many loT apps have
sensitive data in the terminal data that are not suited for transfer outside the device. Federated Learning is a
good training methodology that has been proposed to have each end device train a local model and
communicate model updates rather than raw data [1]. Resource-constrained loT settings also need federated
protocols for operation in conditions of limited memory and shaky connectivity [2]. As a result, privacy-sensitive
loT intelligence has started to employ edge-oriented federated protocols [3].

Despite being a general-purpose federated optimization technique, FedAvg has not been widely used in
distributed loT networks. First, because different terminals see diverse physical settings and usage patterns, loT
data are typically not independent and identically distributed (i.i.d.). Second, gradient inversion, attribute
inference, or membership inference assaults could still cause the model update to reveal private information.
Third, a high uplink communication burden and unstable convergence due to weak devices dropping out or
having delayed uploads are caused by a large number of terminals [4]. Studies on resource optimization and
computation offloading demonstrate that terminal capabilities have a significant impact on federated training
efficiency [5]. Accuracy, communication overhead, and device energy usage must all be carefully balanced in
industrial Internet of things applications [6]. The combination of utility, privacy noise, and loT heterogeneity has
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not been thoroughly examined, although privacy-preserving weighted aggregation has demonstrated that
model update protection may be applied to FedAvg [7]. Differential Privacy has excellent privacy assurances, but
it may introduce too much noise and so impair the model's accuracy or slow down convergence [8]. Therefore,
a privacy-preserving aggregation approach that is stable in the presence of non-lID data and communication
restrictions is necessary for practical loT federated learning [9]. Because wireless IoT nodes may have different
privacy budgets and data quality, fairness among terminals is also necessary [10].

In this research, a privacy-preserving FedAvg approach for federated model training on dispersed loT terminals
is studied. Build a terminal-edge collaborative architecture, incorporate secure aggregation with differential
perturbation, implement communication-aware client scheduling, and provide adaptive privacy-budget
allocation. Minimize the possibility of update leakage while preserving convergence quality while dealing with
diverse terminal data. This study proposes a deployable training framework for privacy-preserving loT edge
intelligence, taking into account the trade-off between end-to-end reliability, data contribution, privacy intensity,
and communication cost in the aggregation process.

Increasing a single indicator is not the exclusive goal of the research. The model should converge under non-1ID
terminal data, the uploaded update shouldn't reveal raw sensing patterns, weak devices shouldn't be made to
participate in every round, and the finished system should be straightforward enough for edge server
deployment, all of which are requirements for the training process in a real loT network. Due to the aforesaid
considerations, privacy-preserving FedAvg is now a linked optimisation problem rather than a direct extension
of centralized learning.

Related Work

Federated Learning for Privacy-Sensitive loT Applications

Federated learning trains a model cooperatively at multiple distributed devices without sharing the data.
Because the sensing stream is typically created close to the user, machine, vehicle, and so on in a private area,
this method is convenient for IoT systems. The mismatch between global optimization and local data patterns
has been lessened by using personalized federated learning to adjust global models to local terminal
distributions [11]. Different clients may require varying degrees of security depending on the sensitivity of their
data, as demonstrated by Bayesian differential privacy and personalized privacy methods [12]. Privacy
protection can be achieved using both local and central differential privacy; local perturbation is applied to
updated data prior to transmission, while central perturbation is applied to aggregated results following
collection [13]. Recently, differentially private federated approaches have introduced local regularisation and
sparsification to mitigate the utility loss due by privacy noise [14]. In a wireless setting, privacy-preserving
training can also make use of receiver noise and power adaptation [15].

Secure aggregation is another form of task, and the server has to receive only protected or aggregated updates,
not individual terminal gradients. Fast Secure Aggregation protects anonymity for many clients while lowering
cryptographic communication costs [16]. The issue of restricted wireless bandwidth for cryptography is also
addressed by communication-efficient secure aggregation [17]. The Internet of Things (IoT) requires straggler-
resilient aggregation because during a training round, some terminals might not be connected, run out of battery
power, or upload slowly [18]. To increase update integrity and client accountability, blockchain-assisted and
trust-enhanced federated designs have been investigated [19]. Privacy protection must be integrated with edge
trust, terminal identification, and update verification, as demonstrated by secure and private loT federated
learning frameworks [20].

The past studies have provided some ways, but most of them only optimise privacy, convergence, or
communication individually. A design that is solely concerned with privacy will cause too much noise and damage
minority-class recognition. A design focused entirely on communication may only select high-quality clients and
so limit model fairness for terminal groups. Although the Aggregation Design is completely secure, utility loss
from local data heterogeneity cannot be prevented. Therefore, a viable loT federated training technique should
coordinate privacy budget, client dependability, update contribution and aggregation stability in the same
FedAvg process.
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Differential Privacy and Secure Aggregation Strategies

A key explanation for the non-1ID data distribution problem in FedAvg optimization. Local gradients may move
in opposing directions and converge slowly or to a biased global model when terminals perceive distinct classes,
noise levels, or physical processes [21]. Energy-efficient client selection and resource-aware scheduling address
this issue by identifying terminals that can give important updates within the constrained communication budget
[22]. To further optimize wireless federated learning for loT networks, collaboratively choose clients and oversee
resources [23]. Participants in dynamic terminal states have also been chosen using Reinforcement Learning-
based client scheduling [24]. Without completely changing the FedAvg structure, client-side optimization
techniques like gradient compression lower transmission costs [25]. Over-the-air federated training under
unreliable communication routes is supported by two-timescale online compression [26]. Model convergence is
directly linked to system efficiency, as demonstrated by network-accelerated edge learning and wireless
resource allocation techniques [27]. For terminals with varying channel characteristics and processing
capabilities, fairness-oriented resource management is required [28]. Data-importance-based resource
allocation can be used to prioritise clients with high-value updates for the overall model [29]. Additionally,
experience-based resource allocation suggests that end-of-network scheduling should be based on past
convergence behavior rather than just instantaneous bandwidth [30].

loT security, anomaly detection, and privacy-sensitive sensing have all used privacy-preserving federated
learning. Federated anomaly detection can uncover loT attacks without collecting network traffic data centrally
[31]. Transfer learning and federated intrusion detection increase cross-device generalisation with limited local
data [32]. Cybersecurity investigations have demonstrated that federated learning is similarly susceptible to
poisoning, inference and malicious update injection [33]. Update protection and anomaly screening should be
carried out concurrently, as demonstrated by poisoning attacks on federated loT intrusion detection [34]. This
research has inspired FedAvg techniques that preserve privacy by combining differential perturbation, secure
aggregation, client selection, and robustness evaluation without taking privacy into account as an independent
post-processing step.

Additionally, the examined work demonstrates that a model's training for loT terminals should be assessed
based on factors other than its final correctness. Required indices include minority-class F1, uplink traffic,
convergence rounds, robustness to terminal dropout, and attack resistance. Specifically, a model may perform
well on the dominant terminal group but be unable to identify uncommon fault or anomaly patterns due to non-
IID data. Therefore, alternative partitions, client sizes and privacy budgets should be selected to run experiments
on the privacy-preserving FedAvg framework and assess how much benefit is lost owing to privacy preservation.

Privacy-Preserving Federated Training Method and Evaluation Setup

Distributed loT Federated Learning Architecture

The proposed framework contains distributed loT terminals, an edge aggregation server, and a global model
synchronization procedure. Each terminal maintains the raw sensing samples locally and trains a local model
based on a data window. At the start of each cycle, the server will broadcast the current global model and receive
protected local updates from some selected clients. The global goal is a weighted empirical risk over all
participating terminals, while the local dataset of client k is represented by Dk.

F(w) = ZypkFk(w) Eq.(1)

The weight pk reflects the effective contribution of terminal k rather than only its raw sample count. In
heterogeneous loT networks, a terminal with high noise, frequent missing values, or unstable communication
should not dominate the global update. Here, nk is the local sample size and pk is a terminal reliability factor
derived from data validity, battery state, link quality, and recent update stability. The local model update is
computed through multiple stochastic gradient steps on the terminal.

wk,t,e + 1 =wk,t,e —nVFk(wk,t,e) Eq.(2)

After E local epochs, each terminal obtains a model difference that represents its contribution to the global
direction.
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Awk,t = wk,t,E — wt Eq.(3)

The architecture is illustrated in Figure 1. The design separates terminal-side learning, privacy perturbation,
secure update packaging, and server-side aggregation so that privacy control can be adjusted without changing
the local model structure.
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Figure 1. Distributed loT federated learning architecture with privacy-preserving aggregation

In this architecture, the edge server is assumed to be honest-but-curious. It follows the aggregation protocol but
may attempt to infer private terminal information from received updates. Terminals are allowed to be
intermittently unavailable, and the selected client set changes across rounds according to communication
quality and update reliability.

Privacy Budget Allocation and Secure FedAvg Optimization

Privacy protection is introduced before the local update leaves the terminal. Each selected client clips its update
to a bounded norm so that a single terminal cannot reveal excessive information through unusually large
gradients.

gk, t = Awk, t - min(1, C/||Awk, t||,) Eq.(4)

The clipping threshold C is set according to the median update norm of recent rounds. After clipping, privacy
noise is calibrated by the client-level privacy budget €k, t. Terminals with higher data sensitivity receive stronger
protection, while terminals with stable low-risk operational data can use a larger effective budget to preserve
utility.

ek,t = €0 - o(ak — bk — ck) Eq.(5)
The protected update is obtained by adding calibrated Gaussian perturbation.
iik,t = gk, t + N(0, 0k, t>C*I) Eq.(6)

To prevent the server from observing individual perturbed updates directly, secure aggregation masks are
generated among selected clients. Pairwise masks cancel out after summation, allowing the server to recover
only the aggregated update. The uploaded message contains the perturbed update and the secure mask, and
the edge server aggregates protected updates from the selected client set St without accessing any single
terminal update.

Gt = Ik € Stak, tzk,t Eq.(7)

The aggregation weight combines contribution, reliability, and communication quality. This reduces the
influence of stale or unstable terminals.
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ak,t = pkqk,t/Zj € Stpjqj,t Eq.(8)

The global model is updated by a privacy-preserving FedAvg rule. The learning rate is reduced when the update
variance across clients becomes large, which is common under non-IID IoT distributions.

wt +1=wt + ytGt Eq.(9)
The accumulated privacy loss is monitored across rounds.
Ek, T =Xt <Tc¢k,t Eq.(10)
The final training objective balances task loss, privacy cost, update instability, and communication overhead.
] = F(WT) + ApZkEk, T + AvEtVar(iik, t) + AcLtCt Eq.(11)

The optimization objective is not solved as a closed-form problem. Instead, it guides the scheduling and
aggregation procedure in each communication round. A terminal with high contribution but poor link quality
may be delayed until the next round, while a terminal with sensitive data may participate with a smaller privacy
budget and stronger perturbation.

Experimental Configuration and Quantitative Metrics

Create a virtual environment for 120 dispersed Internet of Things devices. Local environmental sensing data,
equipment vibration data, and network anomaly detection data are all stored at each terminal. A Dirichlet
partition parameter defines the non-IID level; a small value denotes a more severe class imbalance at the
terminals. The metrics include communication rounds, edge inference latency, privacy leakage resistance,
macro-F1 score, and model correctness.

Acc = EcTPc/%c(TPc + FPc) Eq.(12)
Macro-F1 is used because rare anomaly categories should not be hidden by normal sensing records.
Flmacro = (1/C)Zc2PcRc/(Pc + Rc) Eq.(13)

Privacy resistance is measured through reconstruction similarity under simulated gradient inference attacks.
Lower similarity indicates stronger protection.

Rsim = ||x = Z||2/(llx|l> + 6) Eq.(14)

Figure 2 summarizes the experimental protocol, including non-IID partition, terminal scheduling, protected
upload, secure aggregation, attack evaluation, and model utility measurement.
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Figure 2. Experimental protocol for privacy, accuracy, and communication evaluation

The baseline methods include centralized training, standard FedAvg, FedAvg with fixed Gaussian perturbation,
FedAvg with secure aggregation only, FedProx, and a communication-aware FedAvg variant without privacy-
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budget allocation. The local model is a lightweight one-dimensional convolutional network for sensing
sequences and a multilayer perceptron for tabular terminal features.

Experimental Results and Comparative Discussion

Accuracy, Convergence, and Generalization Results

Figure 3 represents the general training behaviour for heterogeneous loT terminal data. Figure 3(a)
demonstrates the test accuracy of centralized learning, standard FedAvg, FedProx, FedAvg with differential
privacy, secure FedAvg without adaptive scheduling, and the suggested technique. For the same non-IID
partition, the suggested technique outperforms the traditional FedAvg by 3.5 percentage points, with an
accuracy of 94.3%. Figure 3(b) represents the convergence curve, and after 58 communication rounds, the
suggested approach has obtained 92% accuracy; it took 75 rounds for standard FedAvg. Figure 3(c) illustrates
that macro-F1 is enhanced by utilizing reliability-aware aggregation for the minority anomaly class; unstable
client updates are not simply averaged.

(a) Overall Accuracy Across Methods (b) Convergence Curve
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Figure 3. Accuracy and convergence comparison. (a) Overall accuracy under different federated methods. (b) Communication-round
convergence curves. (c) Macro-F1 comparison on minority loT classes.

The generalization under various end partitions is displayed in Figure 4. Figure 4(a) illustrates that the accuracy
decline for standard FedAvg is 6.8 percentage points when the Dirichlet parameter reduces from 1.0 to 0.2, but
the suggested technique only lowers by 3.1 percentage points. Figure 4(b) is a comparison of performance in
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the sensing categorization, equipment-state recognition and network anomaly detection tasks; the proposed
technique has exceeded 93.2% accuracy in all three. The findings of unobserved terminal groups are displayed
in Figure 4(c), which reveals that when terminal data quality is inconsistent, adaptive privacy-budget allocation
does not affect generalization.

(a) Accuracy vs Non-1ID Level (b) Cross-task Accuracy
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Figure 4. Generalization performance under different loT data partitions. (a) Accuracy under non-IID intensity changes. (b) Cross-task
accuracy comparison. (c) Performance on unseen terminal groups.

This disparity in precision will be seen when the terminal data is severely skewed. Under a Dirichlet value of 0.2,
several terminals have essentially no samples of the rare anomaly class. Standard FedAvg is a biased average of
updates, and the decision boundary evolves steadily towards the dominating normal state. Reduced
contribution and decreased reliability result in a slight loss. As a result, the normal FedAvg is 0.869 and the recall
for the uncommon class is still 0.916.

Privacy Protection and Attack Resistance

Figure 5 illustrates the privacy leakage resistance to gradient inference assaults. Figure 5(a) illustrates the
reconstruction similarity, and the proposed strategy reduced it by 41.2% compared to unprotected FedAvg.
Figure 5(b) shows the comparison of attribute inference success rates, and after applying both privacy
perturbation and secure aggregation, it has reduced from 71.5% to 43.6%. Figure 5(c) is the membership
inference attack AUC, and it is 0.78 - 0.61. Based on the above, it can be observed that local perturbations are
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insufficient, and safe aggregation must be employed to prevent the server from learning individual terminal
updates.
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Figure 5. Privacy leakage resistance under gradient inference attacks. (a) Reconstruction similarity comparison. (b) Attribute inference
success rate. (c) Membership inference AUC.

Figure 6 describes the privacy-utility trade-off under different privacy budgets. Figure 6(a) shows that accuracy
decreases when € is reduced from 6.0 to 1.0, but the proposed adaptive budget strategy keeps accuracy at 92.7%
when fixed-budget perturbation falls to 90.8%. Figure 6(b) shows that macro-F1 is less sensitive to moderate
perturbation when update clipping is applied before noise injection. Figure 6(c) compares accumulated privacy
loss across terminal groups and confirms that high-sensitivity terminals receive stronger protection without
forcing all clients to use the same strict budget.
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(a) Accuracy vs Privacy Budget (b) Macro-F1 vs Perturbation
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Figure 6. Privacy-utility trade-off under different privacy budgets. (a) Accuracy under privacy budget variation. (b) Macro-F1 under
perturbation intensity changes. (c) Accumulated privacy loss across terminal groups.

The attack findings reveal that the gain in privacy is due to the combination of clipping, perturbation and
aggregate masking. Without clipping, a few large updates can still reveal class-specific signal patterns following
the inclusion of Gaussian noise. If secure aggregation is not utilized, the server will have to check the individual
perturbed updates at each round to determine whether a terminal is consistently experiencing the same type
of abnormality. The new technique to limit the two sides is to confine the update size and hide individual
contributions within the sum.

Communication and Deployment Efficiency

Communication and deployment efficiency are shown in Figure 7. Figure 7(a) shows a comparison of the number
of communications rounds necessary to obtain 92% accuracy; the proposed method decreases the rounds by
22.7% compared with regular FedAvg and by 14.1% compared with FedProx. The uplink traffic is seen in Figure
7(b); client scheduling and update clipping minimize uploaded parameter traffic by 26.4%. The average server
aggregation latency is less than 38 ms per round, and Figure 7(c) displays the edge deployment latency at 40, 80,
and 120 terminals. According to the findings, distributed loT networks with constrained bandwidth and erratic
terminal involvement can use privacy-preserving FedAvg [35].
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Figure 7. Communication cost and edge deployment efficiency comparison. (a) Communication rounds to target accuracy. (b) Uplink traffic
under different client scales. (c) Edge aggregation latency comparison.

The findings of ablation demonstrate that every component is required for the outcome. Without adaptive client
scheduling, the accuracy is around 1.9 percentage points worse for the strong non-1ID data situation. Even with
differential noise, removing secure aggregation increases privacy leakage because the server can still see specific
disturbed updates. Excluding privacy-budget allocation slightly reduces accuracy but raises reconstruction risk
by 28.5%. Poisoning-resistant and privacy-preserving design of IoT anomaly detection is essential to avoid
malevolent terminals from accessing the same update channel as collaborative learning [36]. A practical
workflow, including update buffering, device identification verification, and fault-tolerant synchronization, must
also be supported by industrial 1oT federated systems [37]. Privacy-preserving federated learning can be used
to stop the centralization of sensitive sensing data, according to studies on healthcare IoT [38]. FemtoCloud-
based edge infrastructures offer another deployment strategy for federated training in dense terminal groups
[39]. Blockchain-assisted client selection can help improve the trust model for confirming the identification and
update integrity of terminals [40].

The technique works better for terminals with comparatively little data and unreliable deployment links. In a
120-terminal simulation, only 64-78 terminals are in a typical round, yet the global model nevertheless
converges smoothly because of stable and diversified updates by scheduled clients. When 25% of the terminals
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fail randomly, the ultimate accuracy is reduced by only 1.4 % points. Therefore, if the aggregate weight is
modified based on the terminal dependability and update quality, privacy protection and communication
reduction do not have to be mutually exclusive goals.

Conclusion

A privacy-preserving FedAvg algorithm for distributed IoT terminal federated learning is presented in this work.
The four steps are secure aggregation, communication-aware client scheduling, adaptive privacy-budget
allocation, and local update clipping. The system facilitates collaborative learning and minimizes raw data
exposure in privacy-sensitive loT situations by using locally educated terminals and sharing only protected
updates.

Based on the foregoing studies, the suggested method beats the standard FedAvg and several other baseline
algorithms in terms of accuracy, macro-F1 score, convergence speed, privacy leakage resistance and
communication efficiency. For non-IID terminal data, an adaptive aggregation approach is more appropriate,
which lessens the impact of erratic or subpar updates. Additionally, the Privacy Mechanism somewhat lowers
the success rate of inference and reconstruction similarity attacks without appreciably reducing utility.

Future work might explore extending the technique to asynchronous federated learning, poisoning-resilient
aggregation, hardware-aware model compression, and real-world implementation on embedded loT gateways.
To improve the dependability of privacy-preserving federated learning in extensive industrial and urban sensing
networks, include a trusted execution environment and blockchain-based identity verification.
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