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Abstract. HVAC equipment, energy meters, controllers, gateways, and environmental sensors are among the many 
connected devices in smart building IoT systems. Due to the high dependency of device states between physical spaces, 
control loops, and communication links, failures are rarely isolated. Topology-driven fault propagation cannot effectively 
consider independent series fault prediction models. This paper proposes a topology-aware GNN technique to enhance the 
capability of equipment fault prediction in smart building IoT systems. To predict device-level failure probabilities, create 
heterogeneous device graphs, encode sensor state sequences, and perform topology-aware graph aggregation. The tests 
include normal operation, sensor degradation, HVAC failures, controller failures, and communication errors. The accuracy 
and other metrics (macro F1) are 96.4% and 95.2% respectively, with an AUC of 0.973, and the average early warning time 
is 38.5 minutes. Therefore, through topological perception graph learning, the performance of predictive maintenance for 
multiple devices in smart buildings can be improved. 
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Introduction 
Smart building IoT systems are now an important part of predictive maintenance, energy saving, indoor 
environment control, and equipment monitoring. Chillers, air handling units, variable air volume terminals, 
pumps, smart meters, gateways, controllers, occupancy sensors, temperature sensors, humidity sensors, and 
energy management platforms are now integrated into modern buildings to form a continuously monitored 
physical-network system. These devices collect a large number of timestamped data points to support 
equipment health monitoring. Data-driven methods can detect abnormal operating patterns in large HVAC 
systems faster than manual inspections [1]. Data on HVAC fault diagnosis based on deep learning indicates that 
sensor drift, actuator degradation, and control loop anomalies are significant features of operational data [2]. If 
building managers do not predict faults, the issues will not be resolved in a timely manner. 

The fault prediction of equipment in smart buildings is relatively complex compared to traditional single-device 
classification. The equipment is located in physical areas, with control logic and communication links connected, 
possessing thermal dynamic characteristics. A chiller failure can affect the operation of the air handling unit, 
increase the valve opening degree, change the cooling water temperature, thereby affecting the room 
temperature and energy meter readings. Gateway delays may cause data loss in sensor discoveries, leading to 
false abnormal alerts from downstream controllers. Most existing independent time series models treat each 
device as an independent sequence, without considering this dependency. According to research on semi-
supervised HVAC diagnostics and Bayesian sensor fault detection, missing observations, uncertain labels, and 
sensor reliability all have a significant impact on predictive performance [3]. Research on anomaly detection in 
smart building IoT has also found that different machine learning algorithms respond differently under 
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heterogeneous sensors and irregular communication environments [4]. Therefore, in device-level fault 
prediction, temporal changes and building topology must be considered simultaneously. 

This paper proposes an improved method for equipment fault prediction in smart building IoT systems based on 
topology-aware graph neural networks. The heterogeneous graph construction is based on spatial adjacency, 
control dependencies, communication relationships, and data-driven temporal correlations. Use topology-
aware graph aggregation to simulate the impact and propagation of faults, obtaining device status from the 
most recent sensor sequences. In the case of missing, noisy, or delayed IoT observation data, improve the 
accuracy of fault prediction and extend the lead time for early warnings. The proposed model views the building 
as a relational system rather than a collection of independent sensor streams, thus it is closer to the way faults 
propagate within the building automation infrastructure. Therefore, operational data includes temporal 
symptoms and relational symptoms. Although the temperature sensor appears normal in isolation, the position 
of the damper, supply air temperature, and the response of the surrounding environment may cause issues. 
Energy meter readings may rise during periods of high demand; however, if they are inconsistent with control 
commands and zone temperature data, it is worth investigating. Independent sequence models cannot directly 
show these inconsistencies between different devices. Topology-aware GNNs can learn patterns by allowing 
connected nodes to exchange information in different ways based on the type of edges. Therefore, the method 
is more suitable for predictive maintenance, to detect potential failures before the local device's faults exceed 
the traditional alarm threshold. 

Related Work 

Data-Driven Fault Prediction for Building Equipment 

The prediction of building equipment failures has shifted from rule-based alerts to data-driven models. 
Threshold rules, expert logic, or manual configurations are typically used in traditional building automation 
systems. These rules are simple, but they are not suitable for handling gradual faults or devices with multiple 
interactions. Understanding the normal and abnormal patterns of past data-driven fault detection can improve 
the adaptability of data-driven fault detection methods. According to the evaluation of HVAC fault detection, 
actual buildings require a large number of sensors and systems [5]. Deep learning technology can improve the 
nonlinear mapping of equipment data under different load conditions, water volumes, and weather conditions 
[6]. Bayesian HVAC sensor fault diagnosis indicates that uncertainty modeling can be used when measurement 
noise and sensor damage occur simultaneously [7]. Although these studies provide a foundation for predictive 
maintenance, they usually do not include the device topology in the sensor channel model. 

New issues in the Internet of Things for smart buildings. Due to the different sampling intervals of various devices, 
network sensing may have missing values or communication delays. In smart buildings, many algorithms can 
handle IoT data anomalies, but the choice depends on the data and devices [8]. According to research on edge 
anomaly detection, fault prediction should be lightweight enough for local deployment, as cloud communication 
is limited [9]. As mentioned in [10], using multiple sensors to send abnormal signals can improve the accuracy 
of anomaly detection. Predictive maintenance based on the Internet of Things also needs to provide 
interpretability, so that maintenance personnel know which equipment should be checked first [11]. Therefore, 
practical models for building operations should be able to provide information on risk rankings and failure 
probabilities of equipment. 

In addition, research on load forecasting and energy prediction involves the fact that building failures typically 
exhibit abnormal energy and heat patterns before major incidents occur. Shallow and deep models can be used 
to construct time- and environment-based thermal load prediction models [12]. Research on building energy 
consumption prediction based on machine learning has found that rich inputs and occupancy-related factors 
can affect the model's performance [13]. Data-driven methods must consider seasonal variations, sensor errors, 
and various operating modes to achieve building load prediction [14]. Although energy prediction and fault 
prediction are different, they both face the same problem: buildings are coupled systems, and signals need to 
be jointly modeled. Therefore, graph-based predictions are used to directly encode the relationships between 
devices within the learning structure. Detection or prediction is another issue. Prediction attempts to issue a 
warning before the risk fully materializes; detection is about discovering that the equipment has already 
malfunctioned. Smart building issues can be avoided Through timely warnings before they become more serious. 
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The initial signs are usually faint. Although the controller can mask local faults and compensate for a faulty 
actuator within a few hours, this may lead to abnormal behavior of the related sensors. This compensation error 
is not applicable to threshold rules, but it is applicable to relational learning. 

The second objective of the predictive model is to guide the actual implementation of maintenance. Operators 
must check which equipment to determine the abnormal score of the entire building. Device-level probabilities, 
contributions from relevant neighbors, and lead time estimates are more useful. The above requirements will 
be used for decision support. Research on IoT predictive maintenance indicates that when machine learning is 
applied to engineers rather than just for automatic control, explanation and maintenance are necessary. 

Graph-Based Spatio-Temporal Learning for IoT Systems 

Modeling relational systems is suitable for graph neural networks. The nodes and dependencies in the diagram 
represent devices. Graph aggregation can simultaneously collect data from multiple devices, thereby discovering 
abnormal patterns of fault propagation. The fault diagnosis of telecommunication networks depends on graphs; 
therefore, Graph Neural Networks (GNNs) can utilize the network structure to locate faults [15]. According to 
the graph attention-based fault knowledge model, attention weights can be used to emphasize important 
neighbor relationships in diagnostics [16]. Extensive research on graph anomaly detection also indicates that 
graph structures can help identify anomalies in the absence of independent features [17]. The above results are 
related to smart buildings, which include HVAC equipment, meters, controllers, and sensors. 

Traffic, network, and environmental predictions all use spatiotemporal graph models. FlowDiviner and spatio-
temporal graph convolutional networks have already proven that adding spatial topology to temporal 
predictions is helpful [18]. Directional propagation can refer to the Diffusion Convolutional Recurrent Neural 
Network [19]. Research on DCRNN based on graph partitioning and network traffic prediction also indicates that 
for a large number of nodes, a scalable graph structure is needed [20]. These studies do not target buildings, but 
they provide useful insights for the topology and temporal state transitions of IoT fault prediction systems in 
smart buildings. 

K-hop graph neural networks demonstrate that multi-hop aggregation can capture extended neighborhood 
effects even in cases of incomplete density [21]. Graph learning research can also improve model deployment 
and expressive power. In deep inductive graphs, learning can be applied to unseen nodes or other graph 
structures [22]. Fraud detection uses inductive graph learning to identify anomalous relationships in 
neighborhood patterns [23]. Furthermore, research on graph attention networks and the expressive power of 
GNNs indicates that relationship weighting and aggregation depth need to be appropriately handled [24]. 
Therefore, in smart buildings, topology-aware models need to distinguish between different types of neighbors. 
For example, spatial edges, control edges, communication edges, etc. A major issue with using GNNs in building 
IoT systems is that the graph is only partially known. Engineering drawings and building automation metadata 
provide some connections, such as which devices or sensors are controlled by which controllers or which areas 
they are located in. Other relationships are less clear, such as the airflow or occupancy patterns connecting two 
rooms. A graph purely based on metadata may not be able to identify potential relationships, while a graph 
based solely on correlations may be unstable due to seasonal changes. Therefore, the proposed method uses 
the previous topological structure for data-driven correlation analysis and updates the graph at a lower 
frequency. 

Over-smoothing is also an issue. Stacking too many layers can cause the device representations to become too 
similar; this means that buildings with multiple sensors under the same area or controller will encounter 
problems. Excessive smoothing is detrimental to fault prediction because the model may not be able to 
distinguish between faulty devices and nearby undamaged devices. This technique does not use deep graph 
stacking, but instead controls the transmission of information from neighboring nodes to each node Through 
topological gates. When local sensors are reliable and should not be affected by nearby noise, this is especially 
important. Research on occupancy-based HVAC and smart building energy management (HVAC) indicates that 
when designing building prediction models, it is necessary to consider equipment operation, human activities, 
and edge-side constraints [25]. Occupancy detection in smart HVAC systems can transform building control [26]. 
By studying IoT anomaly detection, machine learning can identify abnormal traffic and device behavior in 
connected environments [27]. The hybrid intrusion and anomaly detection in IoT networks indicates that rule-
based logic and machine learning can work together in the absence of sufficient data [28]. For deep anomaly 
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detection of real IoT traffic, operational flows can be used instead of synthetic benchmarks to learn temporal 
patterns [29]. Moreover, according to the fault diagnosis benchmark study, different learning models respond 
differently to noise, imbalance, and changes in operating conditions [30]. Based on the above findings, it is 
necessary to develop a topology-aware model that can integrate IoT reliability signals, relational device 
structures, and temporal information [31]. 

Methodology and Experimental Evaluation Framework 

Heterogeneous Topology Modeling of Smart Building IoT 

Smart building IoT systems typically include a large number of sensing, control, and communication devices. 
These devices typically include rooms, floors, air handling areas, lighting circuits, elevator subsystems, and 
energy management units. Equipment failures are usually not occasional. In many cases, abnormal temperature 
sensors may be due to errors in upstream airflow control, gateway delays may distort the observed states of 
multiple terminal devices, and controller failures can propagate Through physical proximity and control 
dependencies. Therefore, the method uses topology-aware heterogeneous graphs to monitor buildings. This 
method treats each device as a node and describes the specific interaction paths between devices Through 
relationships. 

𝐺𝐺 = (𝑉𝑉,𝐸𝐸,𝑅𝑅),𝐸𝐸 = ��𝑣𝑣𝑖𝑖 , 𝑟𝑟𝑖𝑖𝑖𝑖 ,𝑣𝑣𝑗𝑗� ∣ 𝑣𝑣𝑖𝑖 , 𝑣𝑣𝑗𝑗 ∈ 𝑉𝑉, 𝑟𝑟𝑖𝑖𝑖𝑖 ∈ 𝑅𝑅� Eq.(1) 

For each device node, the input state is constructed from a short historical monitoring window. The raw 
observation may contain temperature, humidity, vibration, current, voltage, valve opening, fan speed, 
communication delay, packet loss, and control feedback deviation. Since different device categories have 
different physical meanings and sampling scales, the node state is first normalized within the same device type 
and then projected into a unified latent feature space. 

𝑥𝑥𝑖𝑖𝑡𝑡 = 𝜙𝜙𝑖𝑖([𝑧𝑧𝑖𝑖𝑡𝑡−𝜏𝜏+1, 𝑧𝑧𝑖𝑖𝑡𝑡−𝜏𝜏+2, … , 𝑧𝑧𝑖𝑖𝑡𝑡]) Eq.(2) 
Here, the encoding function maps the temporal observation segment into a compact representation that 
preserves recent variation, periodic deviation, and short-term drift. For fault prediction, this design is more 
stable than using only the current sensor value, because many early-stage equipment faults are reflected by 
gradual deviation rather than sudden threshold violation. 

ℎ𝑖𝑖0 = 𝜎𝜎(𝑊𝑊𝑠𝑠𝑥𝑥𝑖𝑖𝑡𝑡 + 𝑊𝑊𝑑𝑑𝑑𝑑𝑖𝑖 + 𝑏𝑏𝑠𝑠) Eq.(3) 
In this statement, the monitoring status and device descriptor are provided simultaneously. The device type, 
installation location, rated operating range, and control role are all listed in the description. Therefore, it will not 
be considered abnormal behavior or normal heterogeneity. The main air handling unit requires a large number 
of fans, but the terminal fan coil units require fewer. As shown in Figure 1, the proposed graph construction 
process integrates physical adjacency, control dependencies, communication links, and temporal correlations to 
build a comprehensive device interaction structure. For graph learning, shows the raw node states of multi-
source IoT data and the relationship edges perceived by the topology. 

 
Figure 1. Topology-aware graph construction for smart building loT fault prediction 
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Relation-Specific Topology Aggregation and Interaction Refinement 

The core of the proposed model is a relation-specific topology aggregation mechanism. Unlike a standard GNN 
that treats all neighboring nodes with the same aggregation rule, this method assigns different transformation 
paths to different building relations. Spatial adjacency mainly reflects environmental coupling, control 
dependency reflects command-response influence, communication linkage reflects data transmission risk, and 
temporal correlation reflects synchronous operational variation. 

𝑚𝑚𝑖𝑖𝑖𝑖
𝑟𝑟,𝑡𝑡 = 𝛼𝛼𝑖𝑖𝑖𝑖

𝑟𝑟,𝑡𝑡𝑊𝑊𝑟𝑟ℎ𝑗𝑗𝑙𝑙 Eq.(4) 

The message sent from node 𝑣𝑣𝑗𝑗  to node 𝑣𝑣𝑖𝑖  is controlled by a relation-dependent attention coefficient. This 
coefficient is not determined only by feature similarity. It also considers topology strength, historical co-variation, 
and relation reliability, because some device links are structurally fixed while others may be inferred from data 
and contain uncertainty. 

𝛼𝛼𝑖𝑖𝑖𝑖
𝑟𝑟,𝑡𝑡 =

exp�𝑞𝑞𝑖𝑖⊤𝑘𝑘𝑗𝑗 + 𝜂𝜂𝑟𝑟𝜌𝜌𝑖𝑖𝑖𝑖𝑟𝑟 �
∑  𝑣𝑣𝑘𝑘∈𝑁𝑁𝑗𝑗  exp(𝑞𝑞𝑖𝑖⊤𝑘𝑘𝑘𝑘 + 𝜂𝜂𝑟𝑟𝜌𝜌𝑖𝑖𝑖𝑖𝑟𝑟 ) Eq.(5) 

The topology reliability term helps the model avoid over-trusting noisy inferred edges. For instance, two sensors 
may show correlated fluctuation during a short period, but this does not necessarily mean that a stable physical 
relation exists between them. By combining attention similarity with topology confidence, the model can 
distinguish structural influence from accidental co-movement. 

In the above formulation, the edge reliability is jointly determined by structural adjacency, control linkage 
strength, and temporal co-variation. This is important for smart building scenes because device metadata may 
be incomplete, and relying only on manual topology records may introduce outdated connections. The proposed 
relation refinement therefore allows topology information to be corrected by actual monitoring behavior. 

𝑚̃𝑚𝑖𝑖
𝑟𝑟,𝑙𝑙 = �  

𝑣𝑣𝑗𝑗∈𝑁𝑁𝑗𝑗
𝑟𝑟

𝛼𝛼𝑖𝑖𝑖𝑖
𝑟𝑟,𝑡𝑡𝑚𝑚𝑖𝑖𝑖𝑖

𝑟𝑟,𝑡𝑡 
Eq.(6) 

After relation-specific aggregation, the messages from different relation types are fused through a topology gate. 
The gate learns whether the current fault prediction should rely more on local sensor history, neighboring 
physical influence, controller dependency, or communication status. This dynamic fusion is useful because 
different fault categories show different propagation patterns. 

𝑔𝑔𝑖𝑖
𝑟𝑟,𝑙𝑙 = 𝜎𝜎�𝑊𝑊𝑔𝑔�ℎ𝑖𝑖𝑙𝑙 , 𝑚̃𝑚𝑖𝑖

𝑟𝑟,𝑙𝑙 ,𝑢𝑢𝑟𝑟� + 𝑏𝑏𝑔𝑔� Eq.(7) 

The gate output is then used to regulate the contribution of each relation message. When a device shows an 
isolated sensor drift, the model can retain more local information. When a controller fault affects multiple 
terminal devices, the control-dependency branch receives stronger weight. When missing observations appear 
in one gateway group, the communication relation becomes more informative. 

To further improve fault propagation modeling, the method introduces an interaction refinement term between 
local temporal state and graph-enhanced state. This term reduces false alarms caused by normal operating 
schedule changes. For example, a simultaneous temperature increase in several rooms may result from daily 
occupancy rather than equipment degradation. 

Δ𝑖𝑖𝑙𝑙 = tanh�𝑊𝑊Δ�ℎ𝑖𝑖𝑙𝑙+1 − ℎ𝑖𝑖0,ℎ𝑖𝑖𝑙𝑙+1 ⊙ ℎ𝑖𝑖0�� Eq.(8) 

The refined representation updates the device embedding by preserving stable local information while 
emphasizing topology-induced abnormal deviation. This design makes the model more sensitive to weak but 
consistent crossdevice fault signals. 

ℎ‾𝑖𝑖𝑙𝑙+1 = ℎ𝑖𝑖𝑙𝑙+1 + 𝛽𝛽𝑖𝑖𝑙𝑙Δ𝑖𝑖𝑙𝑙  Eq.(9) 
The coefficient controlling this refinement is learned from the uncertainty of the node state and the consistency 
of neighboring messages. A high coefficient indicates that topology propagation provides useful additional 
evidence, while a low coefficient means that local observations are sufficient for prediction. 
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𝛽𝛽𝑖𝑖𝑙𝑙 = 𝜎𝜎�𝑤𝑤𝛽𝛽⊤�ℎ𝑖𝑖𝑙𝑙 , 𝑚̃𝑚𝑖𝑖
𝑙𝑙 , 𝑒𝑒𝑖𝑖𝑡𝑡� + 𝑏𝑏𝛽𝛽� Eq.(10) 

Figure 2 presents the relation-specific aggregation and topology-gated feature refinement process. It shows how 
different device relations are separately aggregated, how the topology gate selects useful interaction paths, and 
how the final representation is refined for fault-risk prediction. 

 
Figure 2. Relation-specific topology aggregation and gated feature refinement module 

Fault Probability Prediction and Training Objective 

After topology-aware feature learning, each device obtains a refined embedding that contains local temporal 
behavior, neighborhood influence, relation confidence, and fault propagation evidence. The final prediction 
layer estimates the probability that a device will enter an abnormal state within the next monitoring horizon. 
This setting is more suitable for predictive maintenance than only classifying whether a fault has already 
occurred. 

𝑝𝑝𝑖𝑖𝑡𝑡+Δ = softmax�𝑊𝑊𝑜𝑜ℎ‾𝑖𝑖𝐿𝐿 + 𝑏𝑏𝑜𝑜� Eq.(11) 

The training objective considers both classification accuracy and class imbalance. In smart building fault data, 
normal samples are usually dominant, while critical equipment faults are sparse. A weighted focal loss is adopted 
to increase the contribution of difficult and minority fault samples without excessively amplifying random noise. 

𝒥𝒥𝑐𝑐 = −�  
𝑖𝑖

�  
𝑘𝑘

𝛾𝛾𝑘𝑘(1 − 𝑝𝑝𝑖𝑖𝑖𝑖)𝜇𝜇𝑦𝑦𝑖𝑖𝑖𝑖log𝑝𝑝𝑖𝑖𝑖𝑖 Eq.(12) 

Topology learning also needs regularization. If the model assigns excessive importance to unreliable edges, fault 
information may be propagated incorrectly. Therefore, a topology consistency constraint is introduced to 
encourage relation weights to remain consistent with structural confidence and observed temporal correlation. 

𝒥𝒥𝑡𝑡 = �  
(𝑖𝑖,𝑗𝑗,𝑟𝑟)∈𝐸𝐸

�𝛼𝛼𝑖𝑖𝑖𝑖
𝑟𝑟,𝑡𝑡 − 𝜌𝜌𝑖𝑖𝑖𝑖𝑟𝑟 �2

2
 

Eq.(13) 

Furthermore, during normal operation, physically or control-related adjacent devices should have compatible 
potential representations. However, this should not make all devices indistinguishable. Therefore, a smooth 
term with relationship-aware weights is used. 

Finally, the optimization goal is to reduce fault prediction errors, topological inconsistencies, parameter 
regularization, and representation roughness. Therefore, the model will maintain stable graph propagation 
behavior in the presence of incomplete topology records and noisy monitoring data. 

𝒥𝒥 = 𝒥𝒥𝑐𝑐 + 𝜆𝜆𝑡𝑡𝒥𝒥𝑡𝑡 + 𝜆𝜆𝑠𝑠𝒥𝒥𝑠𝑠 + 𝜆𝜆𝑤𝑤‖Θ‖22 Eq.(14) 
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At inference time, the model outputs both device-level fault probability and topology-supported risk evidence. 
Devices with high prediction probability and strong neighborhood consistency are treated as high-confidence 
warnings, while isolated abnormal predictions with weak topology support are assigned lower maintenance 
priority. This makes the method more practical for building operation, where maintenance teams must 
distinguish urgent equipment degradation from temporary sensor fluctuation. 

Results and Discussion 

Overall Prediction Accuracy and Device-Type Results 

As shown in the following Figure 3, the results of the overall equipment failure prediction are displayed. Figure 
3(a) shows the comparison of accuracy. The proposed model achieved 96.4%, while the other models are as 
follows: Random Forest at 89.7%, XGBoost at 91.5%, LSTM at 92.3%, GRU at 93.1%, GCN at 93.8%, GAT at 94.4%, 
and Spatio- Figure 3(b) shows the macro F1 score. The proposed model achieved 0.952, demonstrating excellent 
performance across all types of faults. The AUC of Figure 3(c) is 0.973, and the proposed model achieved 0.973. 
Compared to GAT, the main improvements are the addition of relationship-specific topological structures and 
propagation gating, rather than just focusing attention. 

 
Figure 3. Overall equipment fault prediction results. (a) Accuracy comparison. (b) Macro-F1 comparison. (c) AUC comparison. 

 
Figure 4 shows the behavior of device type prediction. Figure 4(a) shows the results for HVAC devices. Due to 
the spatial dependency and rich control of the HVAC nodes, the recall rate is 96.1%. Figure 4(b) shows the results 
of the sensor devices. Although sensor drift is more difficult to handle, the recall rate increased from 90.8% for 
GAT to 94.7% for the proposed method. Figure 4(c) shows the gateway and controller, with the communication 
topology providing the highest gain. Therefore, the topology may not be suitable for all types of devices. It is 
best suited for uniform responses between related nodes and weak local signals. The building load forecasting 
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study supports the above findings by adding operational context to the predictions using coupled system 
variables [32]. 

The confusion matrix also indicates that the number of instances where communication delays are mistaken for 
sensor drift has significantly decreased. The edges of the communication topology led to an increase. When 
multiple devices connected to the same gateway simultaneously miss updates, the model will consider it a 
communication issue rather than multiple sensor failures. In contrast, LSTM and XGBoost can classify each 
missing sequence locally, making false sensor fault alerts more accurate. The two are different; replacing the 
sensor cannot solve the gateway delay. 

 
Figure 4. Device-type prediction performance. (a) HVAC device results. (b) Sensor device results. (c) Controller and gateway results. 

Topology Contribution and Fault Propagation Analysis 

Figure 5 shows the topological contribution analysis. As shown in Figure 5(a), most of the regional temperature 
and comfort issues are caused by spatial topology, with a 2.1% increase in macro-F1. As shown in Figure 5(b), 
most of the HVAC equipment failures are control-dependent. This situation particularly occurs when there is a 
discrepancy between actuator response and sensor feedback. Figure 5(c) shows that the communication 
topology is related to delayed observations and gateway failures. Due to missing observations being mistaken 
for physical device failures, deleting communication edges will increase false positives [33]. 

Figure 6 shows the fault propagation prediction under IoT interference. Figure 6(a) shows the lead time for fault 
propagation. The average lead time of the proposed method is 38.5 minutes, while the lead times of LSTM and 
GAT are 24.7 minutes and 31.2 minutes, respectively [34]. Figure 6(b) shows the false alarm rate, indicating that 
due to the alerts from isolated noisy sensors, the false alarm rate of topological gating is reduced by 5.6%. Figure 
6(c) shows the robustness to observation loss. When 20% of the sensor values are masked, the macro F1 remains 
at 0.928, while GCN drops to 0.879. Moreover, the factors indicate that the smart building IoT system may be 
unstable. 
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Figure 5. Topology contribution analysis. (a) Spatial topology contribution. (b) Control dependency contribution. (c) Communication 

topology contribution. 

 
Figure 6. Fault propagation prediction under IoT disturbances. (a) Fault propagation lead time. (b) False alarm rate. (c) Missing observation 

robustness. 
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Propagation cases indicate that the model can identify faults before the target device reaches the alarm limit. 
In the HVAC system degradation event, the model first increased the risk of the air handling unit. Next are the 
downstream room temperature sensors, followed by the zone energy meters. If there is a significant deviation, 
the non-graph model can only determine the temperature of the abnormal area. Therefore, the topology-aware 
model will use predictive maintenance instead of post-failure detection. This behavior aligns with research on 
spatiotemporal graph prediction, which indicates that relational structures can locally predict state changes 
before they occur [35]. Sensor drift in the supply air temperature sensor is another such example. Adjust slowly, 
do not exceed 30 minutes. The model found inconsistencies in the downstream room temperature response, 
fan status, valve position, and drift sensor. Therefore, the warning will be issued before the local threshold alarm. 
The two downstream area sensors and the air handling unit controller are the closest neighbors in the attention 
distribution. The pattern can help maintenance personnel determine whether the issue is with the sensor or the 
entire HVAC system. 

According to the missing observation experiment, topological gating is also effective. When a node has missing 
values, gating will increase the weight of the relevant devices. When the observation of a node is complete and 
consistent, the gate will reduce the influence of neighbors while retaining local evidence. The adaptive behavior 
explains why the proposed model is less prone to degradation in the absence of data compared to GCN. Fixed 
graph convolutions cannot distinguish between reliable local signals and unreliable signals, and they aggregate 
neighbors in the same way regardless of the quality of the observations. 

Ablation and Deployment Performance 

The results of the ablation and deployment are shown in Figure 7. As shown in Figure 7(a), by removing the 
relationship-specific topology, the macro F1 score decreased from 95.2% to 92.6%. Topology gating reduces the 
robustness of missing observations, increasing the false alarm rate from 5.6% to 8.9%. The priority of early 
warning has been reduced, with the average lead time decreasing from 38.5 minutes to 29.4 minutes. According 
to Figure 7(b), the inference delay for each graph snapshot on the edge GPU is 21.8 milliseconds, while the delay 
on the industrial CPU is 64.3 milliseconds. Figure 7(c) shows the accuracy-latency trade-off. The deployment 
score of this model is relatively low, but it is slightly faster than LSTM and XGBoost [36]. 

 
Figure 7. Ablation and deployment performance comparison. (a) Accuracy under module removal. (b) Inference latency comparison. (c) 

Accuracy-latency trade-off. 
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Deployment results indicate that topology-aware predictions can be applied in online smart building 
maintenance. Since building management systems typically use minute-level sampling frequency, graph 
inference times below 100 milliseconds will not cause bottlenecks. The model outputs device-level risk scores, 
as well as the corresponding neighbor attention weights. The above output helps maintenance engineers 
determine whether the warning is caused by control circuit, equipment, or communication failures. Surveys on 
explainable predictive maintenance indicate that the decisions of support systems must be understandable in 
practice [37]. 

Edge deployment also requires more memory. The serialized model is 8.7 MB, smaller than GRU (5.1 MB) and 
spatio-temporal GNN (13.4 MB). The relation-specific matrices and topological gates reduced the size. Although 
it is more expensive than a pure sequence baseline, the gateway equipped with edge GPUs or industrial CPUs is 
worth the extra memory cost due to its accuracy and shorter lead time. For very small embedded controllers, 
the graph can be divided into floors or areas. Doing so can reduce the number of nodes per inference. 

Fault analysis identified the following two issues. First, when HVAC degradation and communication delays occur 
simultaneously, it may be considered sensor drift. Secondly, building renovations or controller reconfigurations 
may cause the topological metadata to become outdated. Inductive graph learning research indicates that graph 
models can adapt to new nodes; however, in practical construction, topological validation and regular metadata 
updates are necessary [38]. Therefore, future deployments will use topology-aware GNN predictions, build 
digital twins, and implement automatic topology discovery and maintenance feedback. In addition, Through the 
study of graph anomaly detection, it is necessary to combine structural learning with temporal evidence [39]. 
For maintenance, early alerts should be associated with work order priorities and expected energy impact, 
rather than just classification labels [40]. Ablation results also indicate that not all edges are important. Spatial 
edges help identify regional-level thermal anomalies, communication edges predict gateway delays, and control 
dependency edges predict HVAC deterioration. The relevant edges are not complex, but they are very sensitive 
to seasonal changes. Therefore, in the future, the update frequency of related edges should be lower than that 
of engineering topology edges. A practical system can fix space, control, and communication edges, and only 
update associated edges after major seasonal changes; the proposed model also changes the concept of 
maintenance priority. Ranking is not based solely on the current size of the anomaly, but rather on the predicted 
risk of the device, topological exposure, and expected propagation effects. For example, due to its impact on 
multiple downstream areas, an air handling unit that is slightly out of specification may be more valuable than 
a severely damaged room sensor. This is closer to the reasoning of actual maintenance and considers the system 
impact along with local severity. Therefore, the risk output chart can be linked to the maintenance plan and 
forecast results. 

Inaccurate reports do not meet the operational conditions of conservative warnings. Brief instabilities, such as 
communication congestion or controller resets, can lead to some warnings that do not log faults. Although the 
new model reduces false positives, medium-risk warnings will still be issued due to inconsistencies among 
multiple related devices. In actual operation, these warnings will be moved to a low-priority inspection queue 
instead of being immediately addressed. In contrast, the binary alarm mode is more suitable for the operation 
of smart buildings. 

 

Conclusion 
This study proposes a topology-aware GNN technique to enhance the ability to predict equipment failures in 
smart building IoT systems. A method for describing a building as a heterogeneous graph with spatial adjacency, 
control dependencies, communication relationships, and temporal correlations is as follows. By using topology-
gated relationship-specific graph aggregation to simulate the influence and fault propagation between devices, 
the local sequence of device states is preserved. 

Experimental analysis shows that compared to time series models, boosting models, and standard GNN 
baselines, the proposed method demonstrates improvements in accuracy, macro F1, AUC, early warning lead 
time, and robustness to missing sensor observations. The above results indicate that topological information is 
more suitable for diagnosing issues in HVAC equipment, controllers, and gateways. Moreover, in cases where 
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local device observation is limited, topological information is also more suitable for diagnosing other situations. 
The inference latency of this model is relatively small for edge-assisted building management systems. 

In the future, the framework can be expanded Through dynamic topology updates, automatic graph creation 
from building automation logs, and integration with digital twin models. The predicted device risks, along with 
the associated energy consumption and comfort reduction, can aid the maintenance decision-making process. 
In light of the above, the current graphical quality of these systems is also an issue. Therefore, future systems 
need to integrate topology validation, sensor metadata cleaning, automatic relationship discovery, and operator 
feedback. Edge-cloud collaboration can also support cross-construction of fault modes, periodic cloud retraining, 
and rapid local alerts. 
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