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Abstract. Low-latency anomaly detection models for the Internet of Vehicles need to be developed that can identify 
malicious communication behaviour in long and noisy traffic sequences. Vehicle messages have various time correlations for 
identity authentication, packet intervals, neighbor interactions, routing states and channel occupancy; however, these 
correlations are often reduced due to packet loss, dynamic topologies and bursty traffic. A High-efficiency long-context 
Mamba detection model for vehicular communication anomaly recognition is proposed in this paper. A behaviour-window 
construction strategy will be introduced first to align the variables of vehicle-to-vehicle and vehicle-to-infrastructure 
communication. A long-context Mamba block then selectively updates the state to remember previous abnormal evidence 
and reduce computational cost. A calibrated detection head has increased the recall rate for minority attacks and reduced 
false alarms. Experimental results are compared with those of classic machine learning, recurrent neural networks, temporal 
convolutions and attention-based methods. The model has reached 95.6% anomaly recall, 96.3% macro-F1, and a 5.8ms 
inference delay in the edge-device simulation. The Framework can perform real-time security monitoring of a dynamic 
vehicle communication environment. 
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Introduction 
The Internet of Vehicles is now an essential communication foundation for collaborative perception, 
autonomous driving assistance, intelligent traffic management, roadside perception, and vehicle-cloud 
collaborative services. The connections between vehicles, vehicles and infrastructure, and vehicles and the cloud 
continuously exchange status information, safety beacons, routing information, authentication requests, and 
service responses. The information can be used by vehicles and roadside units for lane change coordination, 
collision warnings, congestion avoidance, and emergency response. As vehicle connectivity and software-
defined capabilities continue to improve, system security is now directly related to people's lives and the safe 
operation of traffic [1]. Therefore, due to the rapid spread of malicious communication in dynamic vehicle 
clusters, intrusion detection methods for the Internet of Vehicles have gradually attracted people's attention [2]. 
Many studies on multi-layer intrusion detection, optimized convolution detection, and tree-based vehicle safety 
models have identified that intelligent traffic safety requires communication anomaly detection [3]. 

However, the technical challenges of anomaly detection in vehicular network communication still persist. The 
vehicular network has a constantly changing topology, unstable traffic density, various types of information, and 
strong temporal correlation. Identity spoofing, replay attacks, denial of service, malicious routing responses, 
CAN bus injection, and hybrid anomalous traffic attacks are usually not limited to the packet level but gradually 
develop over longer communication cycles [4]. Deep learning methods can enhance detection capabilities, but 
CNN-based models are often local, recurrent models may forget distant evidence, and attention models similar 
to Transformers are relatively expensive for long-duration vehicle sequences [5]. Research on in-vehicle 
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intrusion detection also indicates that due to roadside and in-vehicle edge devices not always being able to 
provide large amounts of memory or high computational power, lightweight inference is required [6]. Therefore, 
the issues of detection accuracy for long contexts and real-time deployment costs remain prominent [7]. 

This paper proposes a method for detecting abnormal behavior in vehicular network communication based on 
long-context Mamba. The method for constructing the behavior window is Through packet intervals, message 
frequency, protocol conversion, identity consistency, channel occupancy, routing response, and neighbor 
interaction variables. Then, a selective state space mechanism is employed to retain long-range anomaly 
evidence with near-linear sequence processing costs. Improve anomaly recall rate, reduce false positives under 
dynamic vehicle density, and maintain low inference latency in edge deployment. The new model aims to 
identify burst attacks and slowly developing anomalous behaviors in real automotive communication data. 

Related Work 

Communication Anomaly Detection in Internet of Vehicles 

Various research directions on communication anomaly detection in the Internet of Vehicles have been explored, 
including CAN bus intrusion detection, roadside traffic monitoring, wireless message authentication, and 
roadside anomaly detection. Transfer learning has been used to improve intrusion detection performance under 
different vehicle traffic distributions in the dataset [8]. CNN-based and multi-layer hybrid intrusion detection 
systems perform well on known vehicle attack types, but they often rely on short window representations or 
hierarchical classifiers [9]. Machine learning methods for CAN bus and in-vehicle networks can detect injected 
frames, anomalous timing, and malicious message IDs; however, their performance may decline when attack 
behaviors are temporally sparse or deliberately delayed [10]. 

Recently, some research has focused on lightweight and interpretable detection. Binary neural networks reduce 
the inference cost of in-vehicle intrusion detection, while graph-based anomaly frameworks can also learn the 
structural relationships between messages and electronic control units [11]. The interpretable voting 
mechanism and interpretable lightweight systems also indicate that vehicle safety for deployment requires both 
accurate outputs and understandable evidence [12]. However, many of the methods still use fixed-length 
feature vectors to represent communication behavior. The design may not be able to capture long-range 
dependencies, such as the replay behavior of valid messages after a certain delay, or routing anomalies that only 
become apparent after multiple interaction cycles. 

Vehicle communication anomalies are also classified as network intrusions. According to deep learning research, 
intrusion detection models need to address issues of representational capacity, data imbalance, and 
generalization under unknown attacks [13]. Research on anomaly detection in wireless sensors and the Internet 
of Things has also found that packet loss, sampling noise, and environmental fluctuations can reduce the 
effectiveness of traditional classifiers [14]. Vehicular networks have a high density of vehicles and fluctuating 
channel loads, so these issues are more pronounced. Therefore, a useful detection model should have the ability 
to retain long-term temporal context and maintain a relatively small size on edge devices. 

Efficient Long-Sequence Models for Network Security 

Many networks have been used for time series research. CNN-LSTM, autoencoder-LSTM, and other hybrid 
recurrent models can extract temporal dependencies in intrusion traces [15]. Two-stage anomaly detection and 
Bayesian deep learning schemes improve the robustness of network intrusion detection, but recursive 
computations are relatively slow in extended communication windows [16]. Informers are long sequence 
prediction models that can improve the efficiency of extending time-step attention [17]. Predictable sparse 
attention and relaxed transition mechanisms also indicate that by selecting certain information instead of using 
full attention, long-range sequence modeling can be performed more efficiently [18]. Autoencoder-LSTM used 
for intrusion detection also indicates that compressed temporal states can be used to represent the evolution 
of traffic anomalies [19]. 

The changes are related to vehicle communication, and abnormal evidence is usually distributed over a longer 
context. Deceptive attacks may initially manifest as a small identity inconsistency, while replay attacks may 
require comparing the current message with previous valid patterns. If the model has already stored previous 



Communication Anomaly Behavior Detection Method for Internet of Vehicles Based on Long-Context Mamba 
https://doi.org/10.64972/jaat.2023v1.303p17e:228-241 

230 
 

channel occupancy and packet interval data, DoS behavior may appear as normal congestion. Therefore, long 
context state modeling can distinguish between malicious behavior and legitimate high-density traffic. Practical 
research on CAN bus and the Internet of Things also indicates that connected vehicle applications require 
integrated, interpretable, federated, and lightweight detection designs [20]. The integration of decision-based 
Internet of Vehicles (IoV) enhances attack separation capabilities but does not explicitly address long-term 
memory issues [21]. Real-time connected vehicle anomaly detection also indicates the need for interpretable 
temporal evidence [22]. Research on distributed anomaly detection in federated learning indicates that different 
vehicles have different traffic sources [23]. However, the memory growth of the full attention mechanism is 
quadratic with respect to the sequence length, making it unsuitable for handling thousands of message windows 
on roadside units. 

State space and class recursive sequence models provide an alternative approach. Informer is a long-sequence 
attention model that reduces computational load by using sparse dependencies [24]. Predictable sparse 
attention and relaxed transition mechanisms have also been proposed to help sequence models retain distant 
evidence without exhaustive pairwise comparisons [25]. Efficient recursive sequence models also support the 
feasibility of compact state propagation [26]. Research on explainable artificial intelligence indicates that 
detection models should provide verifiable evidence, not just category labels [27]. Tree explanation methods 
and prediction effect visualization provide references for interpreting safe decisions [28]. In this paper, the term 
"long-context Mamba" refers to a selective state space detection block that updates the communication 
memory based on input dependency gates. The goal is not to increase the complexity of the architecture, but to 
retain anomalous evidence in vehicle communication for a longer period with lower inference costs [29]. This 
design is also consistent with the interpretable feature-effect analysis of black-box predictions [30]. 

Efficient Long-Context Mamba Detection Framework 

Communication Window Construction and Feature Alignment 

The proposed model receives communication logs generated by vehicles, roadside units, and edge gateways. 
Each record contains a timestamp, message identifier, source identity, target identity, packet length, message 
interval, protocol status, routing response, channel occupancy rate, authentication result, and local neighbor 
density. To avoid treating each packet as an isolated event, messages are grouped into overlapping behavior 
windows. Each window contains 256 consecutive communication events, with an overlap of 64 events between 
adjacent windows to maintain the continuity of the attack transition. 

𝑋𝑋𝑡𝑡 = [𝑏𝑏𝑡𝑡,𝑝𝑝𝑡𝑡 , 𝑖𝑖𝑡𝑡 , 𝑟𝑟𝑡𝑡 , 𝑐𝑐𝑡𝑡 ,𝑛𝑛𝑡𝑡] Eq.(1) 
Here, 𝑏𝑏𝑡𝑡  denotes basic packet statistics, 𝑝𝑝𝑡𝑡  denotes protocol-state variables, 𝑖𝑖𝑡𝑡  denotes identity-consistency 
variables, 𝑟𝑟𝑡𝑡 denotes routing response variables, 𝑐𝑐𝑡𝑡 denotes channel-load variables, and 𝑛𝑛𝑡𝑡 denotes neighbor-
interaction variables. This grouping preserves the physical meaning of vehicular communication behavior. 

Because different variables have different scales and update frequencies, feature alignment is performed before 
sequence modeling. Message interval and channel occupancy are continuous variables, while protocol state and 
identity consistency include categorical states. The aligned feature token is generated through normalization 
and embedding fusion. 

𝑧𝑧𝑡𝑡 = 𝑊𝑊𝑥𝑥𝑥𝑥𝑡𝑡 + 𝑊𝑊𝑒𝑒𝑒𝑒𝑡𝑡 + 𝑏𝑏𝑧𝑧 Eq.(2) 
The vector 𝑧𝑧𝑡𝑡  is the communication behavior token at time 𝑡𝑡 . The term 𝑥𝑥𝑡𝑡  contains normalized numerical 
variables, and 𝑒𝑒𝑡𝑡 denotes embedded categorical protocol and identity states. In the dataset, each token has 96 
dimensions after fusion. 

A reliability mask is attached to each token to describe packet loss, delayed reception, and incomplete roadside-
unit feedback. This prevents the model from confusing missing evidence with normal communication. 

𝑚𝑚𝑡𝑡 = 𝜎𝜎(𝑊𝑊𝑚𝑚𝑞𝑞𝑡𝑡 + 𝑏𝑏𝑚𝑚) Eq.(3) 
The reliability coefficient 𝑚𝑚𝑡𝑡 is learned from packet delay, missing-field ratio, and channel congestion. During 
training, windows with 10%, 20% , and 30%  packet loss are simulated to improve robustness. Figure 1 
illustrates the communication window construction and feature alignment process. 
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Figure 1. Communication window construction and feature alignment 

Selective State Space Anomaly Representation 

The core of the proposed framework is a long-context selective state block. Unlike attention mechanisms that 
compare all token pairs, the selective state block updates a compact state vector according to the current 
communication token and an input-dependent transition. This makes the model suitable for long vehicular 
sequences where latency must remain stable. 

ℎ𝑡𝑡 = 𝐴𝐴𝑡𝑡ℎ𝑡𝑡−1 + 𝐵𝐵𝑡𝑡𝑧𝑧𝑡𝑡 Eq.(4) 
The hidden state ℎ𝑡𝑡 stores long-context communication evidence. The transition 𝐴𝐴𝑡𝑡 and input projection 𝐵𝐵𝑡𝑡 are 
not fixed; they are generated from the current token so that abnormal communication states can receive 
stronger memory updates. 

𝐴𝐴𝑡𝑡 = exp�− softplus (𝑊𝑊𝑎𝑎𝑧𝑧𝑡𝑡)� Eq.(5) 

This transition constrains state decay to a stable range. Normal periodic safety messages are gradually 
compressed, while unusual identity transitions or routing jumps can be retained longer through smaller decay. 

𝐵𝐵𝑡𝑡 = 𝜎𝜎(𝑊𝑊𝑏𝑏𝑧𝑧𝑡𝑡)𝑊𝑊𝑣𝑣 Eq.(6) 
The input gate 𝐵𝐵𝑡𝑡 controls how much new evidence enters the state. When message frequency, authentication 
failure, and routing inconsistency rise together, the gate increases the influence of the current token. 

𝑦𝑦𝑡𝑡 = 𝐶𝐶𝑡𝑡ℎ𝑡𝑡 + 𝐷𝐷𝑧𝑧𝑡𝑡 Eq.(7) 
The output 𝑦𝑦𝑡𝑡  combines long-context state memory and local communication evidence. This design helps 
separate slow replay behavior from short traffic bursts. 

To strengthen abnormal behavior boundaries, an anomaly-sensitive contrast term is added between normal and 
attack representations. This term increases separation among DoS, spoofing, replay, and routing anomalies. 

𝑑𝑑𝑖𝑖𝑖𝑖 =
�𝑦𝑦𝑖𝑖 − 𝑦𝑦𝑗𝑗�2
1 + �𝑙𝑙𝑖𝑖 − 𝑙𝑙𝑗𝑗�

 Eq.(8) 

The denominator uses label distance 𝑙𝑙𝑖𝑖 and 𝑙𝑙𝑗𝑗 so that visually similar attack categories are not forced apart too 
aggressively when their communication traces overlap. This stabilizes multi-class anomaly learning. 
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The long-context block uses residual normalization to avoid degradation across stacked layers. In the 
implementation, four selective state layers are used, and each layer has a hidden size of 128. A dropout rate of 
0.15 is applied after residual normalization. 

𝑔𝑔 =
∑  𝑡𝑡  𝑚𝑚𝑡𝑡𝑢𝑢𝑡𝑡
∑  𝑡𝑡  𝑚𝑚𝑡𝑡 + 𝜀𝜀

 Eq.(9) 

The vector 𝑔𝑔 is the global communication representation. It aggregates both local abnormal spikes and slowly 
accumulated long-context evidence. 

Lightweight Detection Head and Training Strategy 

The detection head maps the global representation to attack-category probabilities. The categories include 
normal communication, DoS, spoofing, replay, routing anomaly, and mixed abnormal traffic. A lightweight two-
layer classifier is used because the main temporal modeling burden has already been handled by the selective 
state block. 

𝑃𝑃(𝑐𝑐 ∣ 𝑔𝑔) = softmax �𝑊𝑊𝑜𝑜𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺�𝑊𝑊𝑔𝑔𝑔𝑔�� Eq.(10) 

The predicted class is the category with maximum posterior probability. The anomaly decision is reported 
together with confidence so that edge security modules can apply different response levels. 

Class imbalance is handled by a calibrated focal objective. Attack samples account for 22.6% of the constructed 
dataset, and replay samples are less frequent than DoS samples. 

𝐿𝐿𝑓𝑓 = −𝛼𝛼𝑐𝑐(1 − 𝑃𝑃𝑐𝑐)𝛾𝛾log(𝑃𝑃𝑐𝑐) Eq.(11) 
The focusing factor 𝛾𝛾 is set to 2.0, and minority attack categories are assigned larger 𝛼𝛼 values. This reduces the 
tendency to classify weak replay traces as normal traffic. 

A latency-aware regularization term is used to guide deployment-oriented model selection. It penalizes large 
hidden states and long inference time while preserving anomaly recall. 

𝐿𝐿 = 𝐿𝐿𝑓𝑓 + 𝜆𝜆1‖Θ‖2 + 𝜆𝜆2𝑇𝑇𝑖𝑖𝑖𝑖𝑖𝑖 Eq.(12) 
The final model has 1.42 million parameters and requires 5.8 milliseconds to run on an edge GPU with a 256-
event window. Figure 2 shows the lightweight long-context Mamba anomaly detection framework, which 
includes behavior token construction, selective state propagation, reliability-aware pooling, and calibration 
detection. 

 
Figure 2. Lightweight long-context Mamba anomaly detection framework 

For threshold-based warning, an anomaly score is calculated from the non-normal posterior probability and 
confidence margin. 
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𝑆𝑆𝑎𝑎 = 1 − 𝑃𝑃( normal ∣ 𝑔𝑔) + 𝜂𝜂(𝑃𝑃1 − 𝑃𝑃2) Eq.(13) 
Here, 𝑃𝑃1  and 𝑃𝑃2  are the largest and second-largest class probabilities. When 𝑆𝑆𝑎𝑎  exceeds 0.62, the system 
generates an anomaly warning. This threshold gives 95.6% anomaly recall and 4.9% false alarm rate on the 
validation set. 

To support interpretation, the contribution of token 𝑡𝑡 is estimated by masking it and measuring the anomaly-
score drop. 

𝜙𝜙𝑡𝑡 = 𝑆𝑆𝑎𝑎(𝑋𝑋) − 𝑆𝑆𝑎𝑎(𝑋𝑋 ∖ 𝑧𝑧𝑡𝑡) Eq.(14) 
High 𝜙𝜙𝑡𝑡 values usually appear near identity changes, abnormal packet bursts, repeated message IDs, or routing-
state inconsistency. This provides a practical explanation for security inspection. 

Experimental Scheme and Evaluation Protocol 

Vehicular Communication Dataset and Attack Labels 

The experimental dataset is constructed from simulated and replayed vehicular communication traces 
containing V2V, V21, and in-vehicle CAN-related message patterns. The dataset contains 1.86 million 
communication events and 72,640 behavior windows. The normal class accounts for 77.4% of samples, while 
DoS, spoofing, replay, routing anomaly, and mixed abnormal traffic account for 8.1%, 4.7%, 3.6%, 3.9%, and 
2.3%, respectively. Each window contains 256 events, and the chronological split ratio is 60:20:20 for training, 
validation, and testing. 

Attack labels are based on communication behavior rather than packet identity. Denial-of-service attacks are 
characterized by bursts of high-frequency packets and channel occupancy peaks. Spoofing attacks exhibit 
abnormal neighbor relationships and inconsistent source identities. Replay attacks involve repeating valid 
messages with a delay. Due to routing anomalies, the response path and the next hop address will change. A 
hybrid attack is a combination of two or more abnormal behaviors, making it more difficult to classify. 

Model Training and Edge Inference Setting 

The AdamW optimizer, with an initial learning rate of 0.0008, a batch size of 128, and cosine decay lasting for 
80 epochs, will be used for training. If the validation macro F1 does not improve within 8 epochs, early stopping 
will be executed. The baseline models include Random Forest, XGBoost, CNN, BiLSTM, TCN, Transformer, and 
Informer. In order to make a fair comparison, all deep baselines use the same train-validation-test splits and the 
same aligned label inputs. 

Edge inference is evaluated on an NVIDIA Jetson-class device and an Intel i7 workstation. The reported latency 
is averaged over 20,000 windows after warm-up. Memory consumption includes model parameters and 
intermediate activations. Robustness experiments simulate packet loss from 5% to 30%, communication delay 
from 20 ms to 120 ms, and vehicle density from 20 to 180 vehicles per square kilometer. 

Evaluation Metrics and Ablation Design 

Evaluation metrics include accuracy, precision, macro F1 recall, anomaly recall, false positive rate, inference 
latency, memory consumption, and accuracy-latency trade-off. Macro F1 is used to prevent overestimation of 
the performance of the majority class. To prevent serious incidents from undetected attacks occurring in a 
shared driving environment, anomalies must be recalled. Moreover, due to the high false positive rate, people 
may not trust the safety of these modules. 

Through ablation experiments, reliability masks, selective state transitions, anomaly-sensitive contrast items, 
and delay-aware regularization were all excluded. Add additional tests, including increasing the context length 
from 64 events to 512 events, and evaluating the scalability of long contexts. The purpose of the above tests is 
to determine whether the performance improvement is due to the increase in model capacity, better attack 
representation, or selective memory of long contexts. 
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Result Analysis and Deployment Discussion 

Multi-Attack Detection Performance 

Figure 3 shows the results of multiple attack detection. Figure 3(a) compares the accuracy of various baselines, 
with the proposed model achieving 97.1%, while BiLSTM is at 92.8%, TCN at 94.3%, Transformer at 95.0%, and 
Informer at 95.5%. Figure 3(b) reports the precision and recall. The proposed model achieved a macro F1 score 
of 96.3% and an anomaly recall rate of 95.6%, which is a 6.4 percentage point improvement in minority class 
replay recall compared to the Transformer. Figure 3(c) compares the macro F1 and shows that selective state 
propagation similar to Mamba improves class balance, not just the accuracy of the normal class [31]. 

 
Figure 3. Multi-attack detection performance comparison. (a) Accuracy comparison. (b) Precision and recall comparison. (c) Macro-F1 

comparison. 
 

The first two defects are replay and routing errors. Replay traffic usually has a valid message format but lacks 
extended temporal consistency. The Transformer identified some of this behavior, but its latency increases with 
the length of the context. BiLSTM can remember sequences, but it loses subtle evidence in longer 
communication windows. The proposed model has a smaller state and updates this state only when identity 
consistency, message intervals, and routing responses change simultaneously [32]. 
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Long-Context Modeling Contribution 

Figure 4 shows the false positive and false negative rates. As shown in Figure 4(a), there are false positives in 
the case of normal traffic bursts; the proposed model maintains a false positive rate of 4.9%, while XGBoost and 
CNN reached 8.2% and 7.6%, respectively. Figure 4(b) shows the missed detections under weak attacks, where 
low-frequency replay messages are the hardest samples to detect. Figure 4(c) shows threshold sensitivity. When 
the anomaly threshold changes from 0.55 to 0.70, the anomaly recall rate only decreases by 2.7 percentage 
points, and the posterior calibration remains stable [33]. 

 
Figure 4. False alarm and missed detection analysis. (a) False alarm under normal traffic. (b) Missed detection under weak attack. (c) 

Detection threshold sensitivity. 
 

As shown in Figure 5, this is a complete context model. Figure 5(a) shows the event detection results for context 
lengths of 64, 128, 256, and 512. At 256 events, the model achieved the best macro F1 score, remained stable 
at 512 events, but the Transformer latency increased. Figure 5(b) shows the state retention capability, which 
can be used for more than 180 events. Figure 5(c) compares sequence scalability, indicating that selective state 
propagation offers a better accuracy-cost trade-off than full attention [34]. 
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Figure 5. Long-context modeling effect. (a) Performance under different context lengths. (b) State retention capability. (c) Sequence 

scalability comparison. 
 

The module has been proven to be valuable Through ablation studies. Due to the removal of selective state 
transitions, the macro F1 dropped from 96.3% to 93.8%. Removing the reliability mask will increase the false 
positive rate of packet loss by 2.6 percentage points. Removing the anomaly-sensitive contrast will reduce the 
distinction of replay deception, with the replay recall rate dropping from 93.4% to 89.1%. Therefore, the 
improved performance of long-context memory and anomaly-oriented representations may stem from a larger 
number of parameters rather than other factors [35]. 

Robustness and Edge Efficiency 

Under dynamic vehicle communication, the robustness is shown in Figure 6. Figure 6(a) depicts the situation of 
lost data packets. In the case of 20% packet loss, the proposed model's macro F1 score is 94.5%, while the BiLSTM 
score is 90.2%. Figure 6(b) shows the communication delay. Due to the reliability mask reducing the impact of 
the 100-millisecond delay token, the anomaly recall rate remains at 93.8%. Figure 6(c) shows the density of cars. 
At a density of 180 cars per square kilometer or higher, the false alarm rate of all models increases; however, 
the proposed method can keep it below 6.1% [36]. 
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Figure 6. Robustness under dynamic vehicular communication. (a) Packet loss condition. (b) Communication delay condition. (c) Vehicle 

density condition. 
 

Edge efficiency is shown in Figure 7. Figure 7(a) shows the inference latency. The proposed method has a delay 
of 5.8 milliseconds per 256-event window, while the delays for Transformer and BiLSTM are 13.7 milliseconds 
and 10.4 milliseconds, respectively. As shown in Figure 7(b), the proposed model requires 18.6 MB of memory, 
while the Transformer requires 42.3 MB of memory. Figure 7(c) is the accuracy-latency trade-off curve, 
representing the most efficient frontier of the model [37]. 
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Figure 7. Edge efficiency comparison. (a) Inference latency. (b) Memory usage. (c) Accuracy-latency trade-off. 

 
According to the interpretability analysis, sudden changes in source identity, repeated message IDs, abnormal 
routing responses, or dense packet bursts are usually associated with high-contribution tokens. This is consistent 
with research on anomalies in connected vehicles, which requires interpretability of security responses [38]. 
Token masks are more easily connected with message logs and directly show a reduction in anomaly scores. 
Furthermore, these findings support the practical value of explainable intrusion detection in vehicular edge 
systems [39]. During hybrid attacks, the model uses interval bias, identity inconsistency, and routing state 
memory to make more reliable decisions [40]. 

Conclusion 
This paper proposes a method for identifying abnormal communication behaviors in the Internet of Vehicles 
based on the extended Mamba. In order to retain long-distance anomaly evidence, heterogeneous vehicle 
messages are aligned to the communication behavior window and selective state propagation is used. Compared 
to previous RNN, CNN, and attention-based models, the design in this paper improves the model for capturing 
replay, spoofing, denial of service, routing anomalies, and hybrid anomaly behaviors in dynamic vehicular 
communication. 
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According to the above experiments, the new model improves anomaly recall rate, edge inference efficiency, 
false positive control, and macro F1 score. A reliability mask uses an anomaly-sensitive contrast mechanism to 
distinguish visually similar category-based attacks and helps reduce packet loss and communication delays. Since 
the model provides token-level anomaly score contribution evidence, security checks and operational responses 
become easier. 

Future research will expand this framework by incorporating real roadside unit trajectories, federated learning 
between vehicle edge nodes, updates to privacy-preserving models, and adaptive thresholds based on different 
traffic densities. Online incremental training, hardware-aware compression, and quantization can enhance the 
feasibility of deploying large-scale vehicular communication security systems. 
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