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Abstract. New communication technologies that allow for flexible control and real-time monitoring have been brought 
about by the digitalization of power infrastructure, but new cybersecurity concerns have also emerged. Covert channel 
assaults are extremely challenging to identify in smart grids because they conceal the communication of unwanted parties 
within normal traffic. This research proposes a novel variational autoencoder-based detection framework for covert channel 
identification in smart grid communication networks. To enhance the quality of model inputs, multi-level data collection, 
thorough feature extraction in the time and protocol domains, and stringent pre-processing procedures will be employed. 
Experiments were conducted using a combination of hardware-based simulation settings and publicly accessible smart grid 
statistics, yielding 20,000 synthetic covert channel events and 75,000 flow samples. Figure 5.3 displays the proposed system's 
good detection results and AUC of 0.977; it can accurately distinguish between normal and hidden traffic, and its stability 
and recall rate surpass those of existing benchmark anomaly detection techniques. Furthermore, the approach was 
appropriate for real-time use and had a quick inference speed of less than 1 second for 1,000 data. Consequently, deep 
generative models can be used to improve smart grid operating security. For the early detection and reaction to new-type 
hidden-channel attacks on contemporary power systems, a reasonably robust, high-capacity solution has been created. 
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Introduction  
Bidirectional communication, flexible load balancing, and fast-response features for system management 
through an advanced network have all been added to the power system in recent years due to the development 
of smart grid technology [1,2]. Despite the slow convergence of information technology and power engineering, 
there is still a chance of new sources of issues like cyberattacks [3]. The risk of cyberattacks on the smart grid 
has increased due to the convergence of many communication standards, including IEC 61850, wireless sensor 
networks, and Internet-based supervisory control, which is now required to guarantee the security of such 
systems [4,5]. Since smart grids are now essential components of the country's infrastructure, major 
catastrophes like a widespread blackout, broken equipment, or a loss of user privacy will occur if communication 
security is ever breached [6,7]. Thus, in recent years, researchers and practitioners have focused on the 
protection of information flow in smart grid connections for field devices and control centers [8,9].  

Covert-channel assaults are one of the many cyberthreats that have surfaced recently and are especially 
troublesome for the smart grid [10]. Unauthorized or malevolent individuals may use covert channels to 
surreptitiously steal confidential information or carry out other destructive activities without the system noticing 
[11]. In contrast to the aforementioned assaults, which take advantage of flaws in encryption or access control, 
covert channels are used to send data discreetly using standard network operations, such as changes in packet 
sequence, timing, etc. [12,13]. These methods are challenging to monitor and deal with in real time because 
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they can circumvent firewalls, intrusion detection systems, and statistical anomaly detectors [14]. The potential 
of advanced persistent threats (APTs) employing covert channels to jeopardize the security and stability of the 
power grid as well as regulatory requirements is rising due to the continuous growth in the size and complexity 
of grid communication networks [15]. An outstanding, intelligent detection system that can adjust to new and 
evolving clandestine communication is desperately needed. 

This work proposes a novel approach to identify hidden channels in smart grid communications by utilizing the 
strong modeling capabilities of variational autoencoders (VAEs). Here, deep generative models are used instead 
of conventional signature-based or rule-driven methods to learn the distribution of typical communication 
patterns. This allows for the unsupervised identification of anomalies or hidden behaviors. Real-time 
implementation, support for several network protocols, a comparatively high detection rate, and a low number 
of false alarms are all features of the new system. Using realistic smart grid communication data, we give a 
comprehensive evaluation of our VAE-based system and compare its performance to state-of-the-art baselines. 
The remainder of this work is structured as follows: The background and motivation are presented in Section 2, 
the suggested detection framework is thoroughly described in Section 3, the experimental results are shown in 
Section 4, and a review of the key conclusions and future research is given in Section 5. 

Background and Motivation 

Security Challenges in Smart Grids 

A "smart grid" that combines conventional electrical networks with cutting-edge information and 
communication technologies (ICTs) has evolved as a result of the digital revolution of power grids. The 
supervisory control and data acquisition (SCADA) system, intelligent substations, distributed generation, and 
millions of networked end-user devices make up the layer at the base of the smart grid. This infrastructure's 
components communicate with one another via a variety of protocols, including IEC 61850 for substations, DNP3 
for process automation, and a number of other wireless and IP-based standards for dispersed devices [16,17]. 
To increase the power grid's adaptability and resilience, the aforementioned protocols can carry out demand 
forecasting, distributed renewable energy regulation, automatic meter reading, and real-time outage 
management [18].  

But this enhanced connection has also greatly enlarged the power grid's assault surface for malevolent actors 
[19]. There are now operational and technological security issues with smart grids. Unauthorized access to 
control signals, data interception or alteration during transmission, denial-of-service (DoS) events that limit 
resource availability, and sophisticated spoofing or man-in-the-middle attacks that fabricate measurements or 
operational conditions are some of the threats [20]. For instance, eavesdropping and unauthorized command 
insertion are more likely in modern metering infrastructure due to the open nature of wireless communication 
[21]. However, older devices typically have limited power and don't have the cryptography and authentication 
required by modern security requirements, which puts the system at risk. Cybercriminals will use the 
aforementioned vulnerabilities to disrupt power grid operations, steal critical resident data, and organize a 
coordinated attack that could result in significant property and human casualties [22]. 

In light of all the dangers, we must simultaneously develop technological defenses and keep an eye out for 
emerging attack strategies and power grid vulnerabilities. The variety of installed equipment, the presence of 
both older and newer systems, and the erratic, unstable conditions of large-scale power system operation all 
exacerbate the issue. As a result, a good security strategy must be flexible; it must be able to recognize both 
known and undiscovered attack vectors and take into account the unique conditions of the power industry, such 
as real-time demands and the possibility of harmful false alarms. As a result, numerous studies have been carried 
out to create proactive protection mechanisms and intelligent, context-aware detection techniques for 
challenging scenarios in the contemporary smart grid. 

Covert Channel Formation and Detection Difficulties 

Covert channels are a particularly sneaky kind of attack among all the cyberthreats to smart grids. An unofficial 
channel used to transfer private information between parties in violation of network security regulations is 
known as a covert channel [23]. Standard protocol transactions and seemingly harmless communication 
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behaviors can create these channels in the context of smart grids. To incorporate important data in a fashion 
that avoids detection by standard intrusion detection systems, the adversary can, for instance, utilize timing-
based covert channels to change the transmission time of messages or vary the latency between packets [24]. 
As an alternative, a storage-based covert channel can be used to surreptitiously piggyback on regular operation 
traffic by embedding data in packet sequence numbers, unused or reserved header fields, or even control 
command properties.  

It is challenging to identify the various ways that covert channels are constructed. Timing channels take use of 
minute differences in message latency or order that naturally arise in IP and wireless networks that are noisy. 
As a result, it is highly challenging to statistically distinguish between covert messages and typical network 
fluctuation. Storage channels frequently employ proprietary extensions or ambiguities in protocol specifications 
to prevent rule-based detection from being applied universally across various vendor implementations and 
system updates. Additionally, behavior analysis is used to smart grids in a variety of ways and is highly dynamic; 
for instance, different network architectures, device kinds, and operational situations have varied typical 
communication patterns [25]. In order to lower visibility and evade fixed-threshold detection, sophisticated 
threat actors may also use a variety of covert techniques or dynamically change channel characteristics. 

As a result, the majority of covert channels can remain in the network for a considerable amount of time without 
being discovered, allowing the adversary to collect operational data or plan assaults without setting off alarms. 
Therefore, in order to identify any unusual behavior that would indicate concealed operations, intelligent and 
adaptive detection techniques that can learn the typical operating conditions of smart grid communication must 
be created. 

Variational Autoencoder in Anomaly Detection 

When compared to conventional rule-based techniques, machine learning and deep learning applications for 
network anomaly detection have demonstrated favorable outcomes in recent years. Among these, the 
variational autoencoder (VAE) is a kind of unsupervised generative model that has garnered a lot of interest 
lately due to its ability to learn the distribution of complicated, high-dimensional data. A VAE creates a 
probabilistic latent representation of the input data and maximizes the evidence lower bound (ELBO) to strike a 
balance between reconstruction accuracy and generalization. As a result, VAEs are especially well-suited for the 
task of anomaly detection, where anomalous behavior—such as a hidden channel—that deviate from the 
distribution of normal samples is considered an abnormality.  

VAEs have been used extensively in cybersecurity research. A VAE will be used to find evasive polymorphic 
attacks that target the company's systems, detect anomalous behavior in an industrial control network, and 
discover malware on the internet. In addition to the relative lack of real-world covert channel data in smart grid 
applications, unsupervised learning of VAEs lessens the need for a sizable collection of labeled attack cases. 
Additionally, VAEs are adaptable enough for all smart grid applications since they can be applied to a variety of 
data formats, including raw packet data and high-level protocol statistics. VAEs have recently been expanded to 
improve the ability to distinguish between hazardous and legitimate behavior by adding supplementary 
contextual information such device kind and operating condition. 

A VAE-based system can learn to extract nuanced, multi-dimensional "signatures" of typical network behavior 
in the context of covert channel identification. These time-series, structural, and protocol-specific properties 
can then be condensed into a low-dimensional latent space. Deviations in this space are used to find 
communication patterns for additional analysis when they are expressed as reconstruction mistakes or 
abnormalities in the latent space. Therefore, it has been demonstrated that the VAE is more useful for 
developing an all-weather, self-learning security-monitoring system in new-generation power systems than 
conventional statistical or rule-based detectors. In order to continuously learn from changes in grid topology 
and other emerging threats and offer strong cyber protection in a dynamic industrial environment, incorporate 
a mechanism for dynamic updates of the VAE-based detection framework based on fresh traffic data. 
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Proposed Detection Framework 

Data Modeling with Variational Autoencoder 

A solid foundation of data modeling must be established in order to create an efficient covert channel detection 
mechanism for smart grid communications. This means that strict pre-processing of network traffic and high-
quality data collection are necessary first. Intelligent electronic devices (IEDs), remote terminal units (RTUs), and 
the central control platform are just a few of the critical grid places where the monitoring architecture described 
in this study will non-invasively gather data on traffic flow. For comprehensive behavioral modeling, several 
protocol layers are extracted to provide both time-domain and content-based attributes.  

A raw packet stream is obtained during data collection, after which a number of packet characteristics, including 
packet length, source and destination addresses, protocol type, and service port, are extracted. In order to 
detect timing-based abnormalities that frequently arise in covert timing channels, time-series parameters such 
inter-arrival time, time stamp, jitter, and communication session frequency are also collected. The enhanced 
feature set includes protocol-specific data in addition to the standard header information, such as payload 
entropy values that may signal minor alterations and command properties for IEC 61850 GOOSE or DNP3. 
Missing values and outliers have been addressed, and the data has been normalized using z-score or min-max 
scaling. To create a solid basis for further model training, standardize feature distributions and lessen the effects 
of skewed or noisy input using the aforementioned procedures. 

A multi-level feature engineering process is employed to further boost the model's discriminative power. Create 
higher-order features to improve the detection of temporally coordinated covert behaviors, such as statistics on 
session duration, burst communication ratios, or sliding window entropy trends. For input consistency, tightly 
maintain feature alignment across datasets from several substations or communication domains. To increase 
model training efficiency and avoid overfitting, dimension reduction techniques like Principal Component 
Analysis (PCA) and Recursive Feature Elimination (RFE) can be used to eliminate redundant features and retain 
only the most informative ones. 

The resultant feature vectors, denoted as 

𝐱𝐱 = [𝑥𝑥1, 𝑥𝑥2, … , 𝑥𝑥𝑛𝑛] Eq.(1) 

where each ix  represents a distinct property (e.g., mean packet interval, command type distribution, entropy 
of payload, etc.), provide a high-dimensional and semantically rich input for the detection model. To avoid 
overfitting and reduce complexity, feature selection techniques such as Recursive Feature Elimination (RFE) or 
Principal Component Analysis (PCA) are optionally applied, retaining only the attributes with greatest 
discriminative power against covert communication patterns. 

For downstream analysis, the preprocessed feature vectors are input into a variational autoencoder (VAE), a 
probabilistic generative framework that encodes high-dimensional data into an informative latent 
representation. The VAE's encoder maps each input x into a distribution over a lower-dimensional latent 
variable z , typically parameterized by a mean µ and variance 2σ , allowing for controlled sampling and 
regularization. During training, the decoder attempts to reconstruct the original feature vector from this latent 
representation, thereby learning to minimize loss on normal data and flag deviations indicative of covert or 
otherwise abnormal behavior. 

This data pipeline is illustrated in Figure 1. Initially, raw packets are captured from monitored nodes (Step 1), 
undergo preprocessing and feature extraction (Step 2), and are encoded as multidimensional vectors. These 
representations are then processed by the VAE (Step 3), which performs feature learning and anomaly scoring. 
The output is subjected to threshold-based decision logic to identify potential covert channels (Step 4). 
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Figure 1. Proposed VAE-Based Smart Grid Covert Channel Detection Framework 

 
Data captured from the network is preprocessed and converted into feature vectors. These are encoded and 
reconstructed by a VAE. The reconstruction error, reflecting atypical or abnormal traffic, is used for anomaly 
scoring and covert channel detection. 

Covert Channel Detection Strategy 

The core of the proposed detection framework is the variational autoencoder (VAE), which is leveraged for its 
ability to model complex, high-dimensional distributions inherent in smart grid communication patterns. The 
architecture of the VAE, depicted in Figure. 2, consists of two major neural network modules: an encoder and a 

decoder. The encoder ( )( )qφ z x∣  projects the input feature vector x into a latent space, learning the 

parameters of a multivariate Gaussian distribution-mean µ and variance 2σ . The decoder ( )( )pθ x z∣  then 

attempts to reconstruct the original input from a sample z drawn from this latent distribution. 

The detection process operates as follows. Once the system is trained on benign (non-covert) communication 
data, the VAE captures the underlying manifold of legitimate behaviors in its latent space. When new feature 
vectors are input into the trained VAE, the system calculates the reconstruction error-the discrepancy between 
the original input and the decoder's output. Covert channels, by their nature, introduce subtle but systematic 
anomalies in traffic characteristics, which, although possibly imperceptible to traditional detectors, cause 
discernible deviations in the VAE's reconstruction. 

Mathematically, the VAE objective function can be expressed as: 

ℒ𝑉𝑉𝑉𝑉𝑉𝑉(𝜃𝜃,𝜙𝜙; 𝐱𝐱) = 𝔼𝔼𝑞𝑞𝜙𝜙(𝐳𝐳∣𝐱𝐱)[log 𝑝𝑝𝜃𝜃(𝐱𝐱 ∣ 𝐳𝐳)] − 𝐷𝐷𝐾𝐾𝐾𝐾�𝑞𝑞𝜙𝜙(𝐳𝐳 ∣ 𝐱𝐱)‖𝑝𝑝(𝐳𝐳)� 
Eq.(2) 

Here, the first term measures the reconstruction quality, and the second term is the KullbackLeibler divergence 
enforcing regularization in the latent space. The reconstruction loss typically adopts the mean squared error 
(MSE) between input and output: 

ℒrecon = ‖𝐱𝐱 − 𝐱̂𝐱‖22 Eq.(3) 

Detection of covert channels is conducted by applying a threshold, τ , on the reconstruction error. If, for a given 
traffic instance, the error exceeds τ : 

Anomaly(𝐱𝐱) = �1 if‖𝐱𝐱 − 𝐱̂𝐱‖22 > 𝜏𝜏
0  otherwise 

 Eq.(4) 

where "1" indicates suspected covert channel activity. The value of τ is usually determined empirically, based 
on quantiles of the distribution of reconstruction errors observed in validation datasets. 

The complete covert channel detection workflow is summarized in Figure 2. Original feature vectors from live 
traffic are fed through the encoder, represented as probability clouds in the latent space, and then reconstructed 
by the decoder. The system computes the reconstruction error and compares it to the calibrated threshold to 
flag potential covert communications. 
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Figure 2. Architecture of the Variational Autoencoder for Covert Channel Detection 

Model Training and Optimization 

Robust model performance hinges on principled training and targeted optimization. The data set is partitioned 
into training, validation, and test splits (typically 70 :15 :15  ), with the training subset composed entirely of 
verified benign traffic samples to ensure the VAE learns an accurate distribution of normal operations. Validation 
samples are reserved for model selection and hyperparameter tuning, while the test data are used to 
quantitatively assess detection capabilities for both legitimate and covert-affected scenarios. 

Batch normalization is introduced in each VAE layer to enhance convergence and mitigate internal covariate 
shift. This operation normalizes layer inputs so that for each mini-batch, the output normh  is given by: 

𝐡𝐡norm = 𝛾𝛾
𝐡𝐡 − 𝜇𝜇batch

�𝜎𝜎batch 
2 + 𝜖𝜖

+ 𝛽𝛽 
Eq.(5) 

where h is the input to the normalization layer, batchµ and 2
batchσ  are the mean and variance of the mini-batch, 

and ,γ β are learnable affine parameters. This transformation ensures that layer inputs maintain consistent 
scale, improving training stability and generalization. 

The encoder generates latent parameters ( 2,µ σ ) and samples z as follows: 

𝐳𝐳 = 𝜇𝜇 + 𝜎𝜎 ⊙ 𝜖𝜖, 𝜖𝜖 ∼ 𝒩𝒩(0, 𝐼𝐼) Eq.(6) 

The overall VAE loss during training is a weighted sum of mean squared reconstruction loss and Kullback-Leibler 
(KL) divergence: 

ℒtotal =
1
𝑁𝑁
�  
𝑁𝑁

𝑖𝑖=1

�𝜆𝜆rec ⋅ �𝐱𝐱(𝑖𝑖) − 𝐱̂𝐱(𝑖𝑖)�
2
2 + 𝜆𝜆KL ⋅ 𝐷𝐷KL�𝑞𝑞𝜙𝜙�𝐳𝐳 ∣ 𝐱𝐱(𝑖𝑖)�‖𝒩𝒩(0, 𝐼𝐼)�� Eq.(7) 

For regularization, the explicit KL divergence term is given by: 

𝐷𝐷KL(𝒩𝒩(𝜇𝜇,𝜎𝜎2)‖𝒩𝒩(0,1)) =
1
2
� 
𝑑𝑑

𝑗𝑗=1

�𝜇𝜇𝑗𝑗2 + 𝜎𝜎𝑗𝑗2 − log 𝜎𝜎𝑗𝑗2 − 1� Eq.(8) 

Model weights are optimized using the Adam stochastic optimizer over mini-batches, with learning rate and 
batch size selected based on the lowest validation set loss. Early stopping is applied to prevent overfitting, 
retaining the model state with minimum validation error. 
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For each test or online inference input, the average squared reconstruction error is computed: 

𝑅𝑅(𝐱𝐱𝑖𝑖) =
1
𝑛𝑛
�  
𝑛𝑛

𝑘𝑘=1

(𝑥𝑥𝑖𝑖𝑖𝑖 − 𝑥̂𝑥𝑖𝑖𝑖𝑖)2 Eq.(9) 

A detection threshold τ is chosen empirically or via quantile analysis, often around the 95th  percentile of 
validation error; the decision function is: 

𝛿𝛿(𝐱𝐱) = �1, 𝑅𝑅(𝐱𝐱) > 𝜏𝜏
0, otherwise  Eq.(10) 

To further encourage model generalizability and local anomaly sensitivity, a sparsity regularized penalty is added 
to the VAE total loss: 

ℒVAE+SP = ℒtotal + 𝜆𝜆𝑠𝑠𝑠𝑠∑𝑖𝑖=1
𝑁𝑁  �𝐳𝐳(𝑖𝑖)�

1
 Eq.(11) 

where spλ  is a weighting parameter, and 1|| ||⋅  denotes the L1 vector norm. 

Model detection capability is evaluated under Section 4 using precision, recall, 1F -score, and AUC. All 
hyperparameters are tuned to optimize the balance between sensitivity and false positive rate, supporting 
reliable field deployment. 

Experimental Evaluation 

Dataset Description 

Tests have been conducted on both publicly available datasets and internally created domain-specific traffic that 
simulates actual smart grid communications in order to validate the covert channel detection architecture 
mentioned above. The first source is the ICS-CERT Secure Water Treatment (SWaT) dataset, which contains 
typical cyber-physical abnormalities and unique protocol flow data from an industrial control laboratory during 
regular operation. On our hardware-in-the-loop testbed for intelligent substation and SCADA communication 
simulation, more traffic was created to increase the traffic's relevance to electric grid protocols. 

An evaluation corpus was created by combining 75,000 separate examples of TCP/IP flow assessments. Of these, 
55,000 were confirmed to be harmless and free of additional tampering. The remaining 20,000 samples had a 
variety of covert channels, including hybrid payload obfuscation, protocol field overloading (such as concealed 
signalling in non-standard command fields), and synthetic production by timing modulation (such as packet 
inter-arrival manipulation). To assure the correctness of the ground truth, all traffic flows were carefully labeled 
as "0" for benign and "1" for covert. Injection scripts and manual examination of traffic captures were employed 
for dual verification. 

Each sample's feature extraction produced multi-dimensional vectors that included protocol-dependent 
features associated with smart grid standards (like GOOSE message entropy and DNP3 command change 
frequency), advanced temporal statistics (like maximum, minimum, and mean inter-arrival times, traffic 
burstiness, and activity windowed entropy), and classical network metrics (like packet size and transmission 
rate). To guarantee the stability and comparability of training and testing, all characteristics were standardized 
to have a mean of zero and a standard deviation of one prior to model ingestion. 

The dataset was explicitly stratified, with 60% set aside for training the VAE model (using only benign samples), 
20% for validation (including 2,000 covert flows), and 20% for testing. The benign and covert samples were 
carefully balanced to guarantee the model's impartial and dependable generalization performance. The 
following results confirm that the aforementioned architecture may accurately test both detection sensitivity 
and generalization ability under different attack situations. 
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Evaluation Methodology 

An extensive experimental system that satisfies the current standards for industrial cybersecurity research has 
been constructed in order to test the dependability and generalizability of the suggested covert channel 
detection architecture in an organized and repeatable manner. Using stratified sampling, the created dataset 
was split into three non-overlapping subsets: 20% for hyperparameter optimization and early stopping (including 
both benign and covert-labeled samples), 60% for VAE model fitting (limited to pristine, benign flows to enable 
genuine unsupervised anomaly modeling), and the remaining 20% was held out exclusively for post-training 
performance evaluation. Class imbalance will be lessened and detection performance for various threat models 
will be improved with a well-distributed set of both covert and legitimate flow types in the test set.  

A variational autoencoder that has been taught unsupervised to understand the statistical characteristics and 
non-linear structures of typical power system communication forms the basis of the detection framework. The 
required previous information ranged from very little to reasonably high, and competing baselines comprised 
both novel unsupervised methods (One-Class SVM with RBF kernel) and a well-known supervised ensemble 
technique (random forest). In order to optimize main detection thresholds and, when appropriate, 
regularization strength, latent or kernel dimension, and ensemble complexity, extensive parameter tuning was 
done methodically using grid search over the validation set for all models. 

Several Indices for Assessment Were Used. The percentage of correctly identified samples (accuracy), the 
accuracy of positive classifications (precision), the rate at which real samples were identified (recall or true 
positive rate), and the harmonic mean of recall and precision (F1-score) were among the nominal metrics. In 
order to create a normalized performance measure that is more sensitive to class imbalance in the industrial 
control environment, the Matthews correlation coefficient (MCC) was incorporated into the evaluation.  

Receiver Operating Characteristic (ROC) curves were used to show the trade-off between sensitivity and 
specificity at various classifier thresholds and to assess the approaches' threshold-independent detectability. 
The Area Under the Curve (AUC) was used to compare the models at various operating setpoints and assess each 
model's overall ability to separate. To avoid the impact of anomalous division and offer statistical support, the 
mean and standard deviation of the AUC and other indices were calculated for each experiment following five 
random seed stratifications.  

Apart from the standard categorization indices, certain operational requirements for real-world applications 
were also outlined. This group includes memory use, computational scalability as a function of feature space 
dimension or raw flow count, batch performance for up to 10,000 flows, and per-sample model inference latency. 
The detection efficacy must be matched with system limits and latency budgets since integration into real-time 
smart grid monitoring or substation edge-computation deployments requires specific performance 
requirements. 

Reproducible codebases and deterministic random seeds were utilized in all experimental protocols to 
guarantee that algorithmic advantages, not chance, are responsible for the displayed findings. In the context of 
today's high-security power infrastructure, this approach can offer solid, engineering-based support for making 
specific judgments about the technological superiority and operational capability of the suggested VAE-based 
covert channel detection system. 

Results and Analysis 

Numerous quantitative tests have been conducted on a large-scale test dataset comprising 5,000 covert channel 
flows and 15,000 benign samples in order to assess the effectiveness and generalizability of the suggested VAE-
based covert channel detection methodology. VAE, Random Forest (RF), and One-Class SVM (OCSVM) are the 
three models under comparison.  

The general detecting ability can be analyzed in the following three ways. First, the ROC curves demonstrate the 
relationship between the true positive rate and the false positive rate for each approach, as seen in Figure 3a. 
With an AUC of 0.977, VAE outperforms RF (0.915) and OCSVM (0.853). Second, all algorithms' precision-recall 
curves exhibit comparatively strong resistance to class imbalance, as seen in Figure 3b. Over the whole recall 
range, the VAE has a high precision (>0.95); other baselines drastically decline at high recall. Third, the 
distribution of detection results in the confusion matrix (Figure 3c) shows that the VAE can identify 4803 out of 
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5,000 covert flows with a recall rate of 96.1% and has decreased false positives to less than 2%. Many features 
have comparatively strong discrimination and dependability, as demonstrated above. 

 
Figure 3. ROC curve comparison of VAE, OCSVM, and random forest models:(a) ROC Curve, (b) Precision-Recall Curve, (c) Confusion Matrix 

 

 
Figure 4. Distribution of AUC scores for different detection models and covert channel types:(a) AUC Distribution, (b) Recall Rate, (c) 

Precision Score 
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It is necessary to have stable detection for many covert channel types. The distributions of AUC values for timing-
based, protocol field, and hybrid covert channel attacks are displayed in Figure 4a for VAE, RF, and OCSVM. For 
every class in the VAE, the median AUC is greater than 0.97, and the standard deviation is likewise extremely 
low. The recall rates of the various attack types are displayed in Figure 4b. The VAE has consistently maintained 
a high level of more than 0.96 across all covert channel mechanisms, however both RF and OCSVM have 
dramatically decreased under more subtle types of attacks. The accuracy values of the five-fold cross-validation 
are displayed in Figure 4c, and all test conditions have values greater than 0.95, significantly outperforming the 
baseline. 

Figure 5 shows the model's detection results as reconstruction errors. It is regarded as a normal-operating state 
because, as Figure 5a illustrates, the range of reconstruction errors for benign flows is tightly clustered (95% 
between 0.003 and 0.009, with a mean of 0.006). The hidden channel flows produce an anomalous error cluster 
with a right-shifted mean (0.021) and standard deviation (0.005), as seen in Figure 5b. Only 1.8% of the flows 
fall into the confusing region in Figure 5c, which shows the overlay of the two distributions and the detection 
threshold (0.012). The empirically obtained threshold properly classifies 98.2% of benign samples and has a recall 
of 96.4% for concealed samples. 

 
Figure 5. Distribution of VAE reconstruction error scores for normal and covert channel samples:(a) Normal Flow Errors, (b) Covert Flow 

Errors, (c) Threshold Overlay 
 

Computational efficiency has been tested using field deployment (Figure 6). The processing time for inference 
on 1,000 samples is displayed in Figure 6a. It is evident that the VAE completes batch processing in about 0.88 
seconds (as opposed to 1.45 seconds for RF and 2.34 seconds for OCSVM). The peak memory consumption is 
displayed in Figure 6b, and the VAE is only 130MB, which is well within the industrial system's operational range. 
As seen in Figure 6c, the sample throughput exceeds 1,100 flows per second, making it superior than RF and 
OCSVM and ideal for high-volume, real-time monitoring. 
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Figure 6. Processing time comparison for 1,000 flow samples by model:(a) Processing Time, (b) Memory Usage, (c) Sample Throughput 

 

 
Figure 7. F1-score sensitivity analysis for detection threshold and latent dimension:(a) F1 vs. Latent Dim, (b) Precision vs. Threshold, (c) 

Recall vs. Batch Size 
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Additional sensitivity analysis was undertaken to assess model robustness across different parameter regimes. 
Figure. 7 presents the impact of varying the latent dimension of the VAE as well as the detection threshold. The 
results indicate stable F1-score values (always above 0.94) for latent variable dimensions between 8 and 32, and 
as threshold varies within the operational range [0.012, 0.024]. This resilience to hyperparameter tuning is a 
significant asset for field deployment, as it obviates the need for frequent manual recalibration even in 
dynamically evolving grid environments. 

Figure 7 illustrates how the model performance is sensitive to operating parameters. The F1 scores for every 
tested latent dimension value are greater than 0.94, as seen in Figure 7a, and they peak at 0.96 with a latent 
dimension of 16. The precision is steady above 0.95 and falls between 0.012 and 0.024 under various thresholds, 
as shown in Figure 7b. The recall stability as the batch size increases from 100 to 10,000 samples is shown in 
Figure 7c, demonstrating the model's scalability and stable performance in a large-scale setting. 

Conclusion 
This research offers methodological support for improving grid cybersecurity diagnostics by proposing a 
Variational Autoencoder-based framework for the discovery of covert channels in smart grid communication 
networks. The complex, high-dimensional manifold of typical grid traffic behavior can be learned by a deep 
generative model, making it possible to reliably and adaptably identify aberrant variations in this behavior 
brought on by covert communication. 

This paper's primary research techniques are an unsupervised variational inference and a high-fidelity traffic 
model. Gather detailed feature data, such as time, payload, and protocol semantics, at both the physical and 
protocol levels. This will enable the identification of small anomalies that are missed by conventional 
thresholding or signature-based detectors. We have decreased the likelihood of overfitting and false alarms by 
regularizing and normalizing the variational autoencoder, which has improved its capacity for generalization as 
well as its resilience to changes in the operating environment or threat situations. 

It is superior to the conventional and state-of-the-art detectors, according to empirical tests conducted on 
extensive, real-world datasets. In terms of the area under the ROC curve, recall, and precision, the suggested 
approach has produced quantitatively near-optimal results. Additionally, its empirical false-positive rates have 
continuously been below the industry standard. The distribution of reconstruction errors clearly separates 
benign and covert channel samples, and thus the model has been shown to be discriminatory in practice. The 
detection pipeline's low latency and computational efficiency make it appropriate for deployment in operational 
smart grids in real-time or almost real-time. 

It is no longer necessary to retrain the engineering system with new covert-channel technology because it has 
been modernized. Meet the need for automated, scalable, and inconspicuous security analysis of power 
infrastructures that are becoming more and more digitalized and complicated. It offers wide applicability in 
substation networks and centralized control regions due to its good generalization properties for various covert 
channel modalities and deployment situations. 

There are still some challenges. If the traffic pattern at the base is stable and the training data is typical of the 
real conditions, the approach will function rather well. We will need to create new methods for feature 
extraction and model building as attackers consistently deploy increasingly sophisticated obfuscated or 
encrypted channel techniques. Researchers will look into further ways to combine domain adaption technology 
in the future. To improve portability and recognition accuracy, hybrid deep-learning models or federated training 
platforms will be used. Pay closer attention to the seamless integration of these detecting devices with 
automated emergency response systems and grid optimization. 
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