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Abstract. Federated learning is increasingly being used in computer-driven medical analysis to facilitate collaborative model 
training without sharing sensitive patient data. This paper discusses the privacy protection issues in distributed medical 
sensor networks and proposes a federated averaging algorithm that integrates adaptive differential privacy. The privacy 
budget can be dynamically allocated, distributing privacy resources most reasonably across rounds and devices based on the 
gradient norm and client participation. Experiments were conducted on the Intensive Care Unit (ICU) and benchmark 
Electrocardiogram (ECG) sensor datasets, simulating over a hundred heterogeneous and non-independent and identically 
distributed (non-IID) client scenarios. The above results indicate that under moderate privacy constraints, the proposed 
framework achieved a global accuracy of 89.7% on ECG data and 87.2% on ICU data, with macro F1 scores exceeding 0.92 
and 0.90, respectively. Compared to fixed allocation, adaptive allocation of privacy budgets reduced the fairness gap per 
client by over 60%. Convergence remains stable, with only a 5% increase in computational cost. In the case of a privacy 
budget of 0.5, the attack success rate is close to the level of random guessing. The above results indicate that in federated 
learning, well-tuned differential privacy can provide robust privacy protection while maintaining high model utility. Therefore, 
this can be implemented in secure medical analysis across various regions of society. 
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Introduction 
With the development of medical sensor technology, it is now possible to collect various biological data in real-
time and continuously to assist in medical management [1]. Due to the large datasets collected by the 
aforementioned sensor systems, these datasets are now used to research new disease detection methods, 
timely alerts, and assist in medical decision-making [2]. Due to the sensitivity of medical data and the recent 
increase in privacy regulations such as HIPAA and GDPR, the centralized collection and sharing of data by 
organizations are severely restricted [3]. Using centralized machine learning techniques and collecting raw 
patient data increases the risk of unauthorized access [4]. Federated Learning (FL) adopts a decentralized model 
to address the aforementioned issues. This model allows for collaborative training across multiple nodes without 
the need to send raw data [5]. Federated Averaging (FedAvg) is very suitable for scenarios involving medical 
sensors, and therefore it is widely used in all Florida algorithms [6]. Distributed model updates still pose the 
problem of indirect privacy leakage, even tho the original data is not shared [7]. Therefore, robust privacy 
protection mechanisms remain a necessary condition for healthcare FL applications [8]. 

Recent research indicates that in a federated learning environment, attackers can reconstruct or infer which 
group the patient data belongs to through gradient transmission [9]. Gradient inversion and membership 
inference attacks reveal serious flaws in ostensibly decentralized or privacy-preserving processes [10]. Therefore, 
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differential privacy (DP) is a mathematically rigorous method that prevents personal data leakage by adding 
controlled random noise to sensitive computations [11]. Integrating differential privacy (DP) into federated 
learning (FL), especially FedAvg, may lead to a trade-off between model accuracy, system performance, and 
privacy protection [12]. In the field of medical sensors, privacy and utility issues are particularly severe. This 
situation is due to the variety of data types, small sample sizes, and the requirements for low latency or high 
reliability [13]. Current research has attempted various differential privacy configurations and aggregation 
methods. However, many methods exhibit significant performance deficiencies or are unsuitable for dynamic 
real-world healthcare environments [14]. Privacy-enhanced federated medical models still require rigorous 
empirical validation, as well as scalable and adaptive privacy controls [15]. Due to the aforementioned 
shortcomings, new algorithms need to be developed to ensure both effectiveness and privacy protection when 
handling complex medical data [16]. Although some recent studies have proposed hybrid strategies, their 
generalization, scalability, and flexibility are insufficient [17]. Medical federated learning has not fully achieved 
privacy protection to meet the demands of strong privacy, efficiency, and reasonable resource usage [18]. 

This paper proposes an improved differential privacy FedAvg algorithm for handling medical sensor data. Our 
strategy uses dynamic allocation of privacy budgets to balance model accuracy and privacy protection in various 
data-sensitive medical scenarios. The proposed method has achieved good results in terms of privacy-utility 
balance, scalability, and practical application, based on extensive theoretical research and numerous 
experimental tests. Finally, this paper will provide privacy theoretical guaranties and apply them to the secure 
joint analysis of medical sensor networks. 

Related Work 

Federated Learning in Healthcare 

Federated Learning (FL) has rapidly developed and is now used to jointly train models for privacy-sensitive 
applications, such as healthcare. Due to the absence of a single-node framework, FL distributes training across 
multiple participants or devices, retaining local data and only sharing model updates [19]. Federated learning 
can leverage extensive medical knowledge without exposing patient data to legal and ethical risks. This applies 
to healthcare data environments, such as wearable sensors and hospital information systems [20]. In hospitals, 
early FL applications primarily focused on disease prediction, phenotype discovery, and medical image analysis, 
as well as utilizing data silos dispersed across various hospitals [21]. Cross-institutional studies have already used 
FL to achieve stable cancer diagnosis and cardiovascular risk prediction based on aggregated but not shared 
medical features, such as [22]. 

The learning objectives of federated learning in the healthcare field have not been achieved. Medical data is 
often non-independent and identically distributed, but feature distribution, label imbalance, and specific 
population biases lead to significant differences between sites [23]. Especially for small or imbalanced client 
datasets, the overall model's convergence and generalization ability will decline. In addition, the research 
involves personalized layers and adaptive aggregation mechanisms to address performance issues [24]. 
Moreover, embedded or mobile medical sensors are usually constrained by limitations in computation, 
communication, and energy. Therefore, customized protocol optimization solutions are needed [25]. Although 
FL aims to protect privacy, it does not completely eliminate privacy risks; the modified model may still contain 
sensitive personal data [26]. Therefore, the hybrid privacy protection of federated learning systems (FL) is 
relatively high for medical institutions. 

Differential Privacy Techniques 

In big data applications, differential privacy (DP) is a very effective method to prevent privacy leakage. The 
differential privacy (DP) algorithm originated in theoretical computer science and is designed to protect data 
privacy. Formally, an algorithm is said to be differentially private if adding or removing any individual's data has 
a minimal effect on the output [27]. Adding a small amount of random noise to query results or calculations, 
with the noise level kept within a controlled range, is usually set according to the privacy budget Epsilon. The 
first is a complex mathematical framework used for differential privacy (DP). It can effectively prevent 
adversaries with deep prior knowledge from conducting re-identification, linkage, and membership inference 
attacks [28]. 
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DP is implemented in various architectures for machine learning. During the preprocessing stage, gradient 
computation process, or as part of the model aggregation process, methods can add noise to the data. Compared 
to server-side perturbation, client-side differential privacy generates noise on the local device before sending 
model updates to the server, which enhances individual privacy protection [29]. Healthcare data often contains 
a significant amount of noise, which can reduce the clinical reliability or predictive capability of the model, and 
requires a balance between privacy and utility. Therefore, adaptive DP mechanisms that reduce noise based on 
sensitivity, data distribution, or current evaluation are receiving increasing attention [30]. Other methods use 
advanced differential privacy techniques such as Rényi differential privacy or functional mechanism 
customization to enhance the performance and theoretical guaranties in complex healthcare environments. 

Limitations of Existing Methods 

Federated learning and differential privacy have already been used to protect sensitive data in collaborative 
medical analysis. Combining the frameworks of differential privacy (DP) and federated learning (FL) is also 
relatively feasible, for example, through privacy-preserving aggregation implemented via secure multi-party 
computation or noise-enhanced federated averaging [31]. Nevertheless, there are still some drawbacks. In 
particular, in local datasets, the subtle balance between small 𝜖𝜖 privacy and clinical model performance becomes 
difficult [32]. Many protocols are statically private and cannot account for the actual changes in training and 
data variations. Therefore, sometimes there is excessive noise, lack of accuracy, or insufficient protection [33]. 

Heterogeneity and scalability remain issues. Most previous studies assume that devices are homogeneous and 
participation is stable, but real medical sensor networks often encounter various resource limitations, 
interrupted connections, and device failures. Therefore, a one-size-fits-all model averaging and unified privacy 
mechanism may be impractical. The resilience issues in the face of complex or malicious risks have not yet been 
resolved in empirical research. 

Currently, there are very few methods capable of addressing the unified optimization of adaptive privacy 
allocation, data and system heterogeneity, as well as accuracy, communication, and privacy metrics in the 
application of medical sensors. Achieving efficient privacy-preserving federated analysis in future healthcare 
environments still requires the development of reliable, scalable, and practical solutions. 

Proposed Methodology 

Differential Privacy-Enhanced FedAvg Framework 

Our privacy-preserving federated learning architecture extends the classical FedAvg algorithm by embedding 
calibrated differential privacy (DP) at the local computation stage, thereby reducing risk of privacy leakage in 
multi-institutional medical sensor systems [34]. In each global round 𝑡𝑡, the server distributes parameter vector 
𝐰𝐰𝑡𝑡 to all 𝐾𝐾 clients. Each client 𝑘𝑘 computes the gradient or model update based on local dataset 𝐷𝐷𝑘𝑘 : 

𝛥𝛥𝒘𝒘𝑘𝑘
𝑡𝑡 = 𝛻𝛻𝒘𝒘ℒ�𝑓𝑓(𝒘𝒘𝑡𝑡;𝐷𝐷𝑘𝑘)� Eq.(1) 

where ℒ(⋅) is the task loss (such as cross-entropy or MSE), and 𝑓𝑓 represents the local model [35]. To protect 
local data, node 𝑘𝑘 adds Gaussian noise calibrated to local sensitivity 𝑆𝑆𝑘𝑘 : 

𝛥𝛥𝒘𝒘𝑘𝑘�𝑡𝑡 = 𝛥𝛥𝒘𝒘𝑘𝑘
𝑡𝑡 + 𝒩𝒩(0,𝜎𝜎𝑘𝑘2𝑆𝑆𝑘𝑘2𝑰𝑰) Eq.(2) 

where 𝜎𝜎𝑘𝑘 is the DP noise scale determined by the privacy budget, and 𝑆𝑆𝑘𝑘 is the maximum perclient gradient 
norm. Gradient clipping is applied before noise addition to bound the local sensitivity: 

𝛥𝛥𝒘𝒘𝑘𝑘
𝑡𝑡 =

𝛥𝛥𝒘𝒘𝑘𝑘
𝑡𝑡

𝑚𝑚𝑚𝑚𝑚𝑚 �1,
‖𝛥𝛥𝒘𝒘𝑘𝑘

𝑡𝑡 ‖2
𝐶𝐶 �

 Eq.(3) 

where 𝐶𝐶 is the clipping threshold, chosen to limit the impact of outlier data [36]. 

The server aggregates the privatized updates: 

𝒘𝒘𝑡𝑡+1 = 𝒘𝒘𝑡𝑡 +
1
𝐾𝐾
�  
𝐾𝐾

𝑘𝑘=1

𝛥𝛥𝒘𝒘𝑘𝑘�
𝑘𝑘
𝑡𝑡  Eq.(4) 
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According to the above design, the final global model will include privacy noise errors and the training set to 
prevent the recovery of any individual's data. 

 
Figure 1. A schematic illustrating DP noise addition, local model update, secure aggregation, and iterative broadcast in a 

federated medical sensor network 

Privacy Budget Allocation Strategy 

Effective privacy-utility tradeoff demands dynamic allocation of privacy budgets ( 𝜖𝜖 ) both over time and across 
heterogeneous sensor clients [37]. Our method starts from a total available privacy budget 𝜖𝜖total , scheduling its 
distribution over 𝑇𝑇 rounds and among 𝐾𝐾 nodes. 

The client 𝑘𝑘 for round 𝑡𝑡 is allocated: 

𝜖𝜖𝑘𝑘𝑡𝑡 = 𝛾𝛾 ⋅
‖𝛥𝛥𝒘𝒘𝑘𝑘

𝑡𝑡 ‖2
∑  𝐾𝐾
𝑗𝑗=1  �𝛥𝛥𝒘𝒘𝑗𝑗

𝑡𝑡�
2

⋅
𝜖𝜖total 
𝑇𝑇

 Eq.(5) 

where 𝛾𝛾 is a weighting coefficient that can be adjusted according to the degree of participation in or sensitivity 
to a node [38]. 

Relationship between noise scale and privacy budget for Gaussian mechanism: per-step standard deviation: 

𝜎𝜎𝑘𝑘𝑡𝑡 =
𝑆𝑆𝑘𝑘�2𝑙𝑙𝑙𝑙 (1.25/𝛿𝛿)

𝜖𝜖𝑘𝑘𝑡𝑡
 Eq.(6) 

with 𝛿𝛿 the DP slack parameter [39]. Therefore, as the privacy budget decreases, the noise strength increases. 

The privacy budget composition across rounds follows: 

𝜖𝜖𝑘𝑘
[1:𝑇𝑇] = � 

𝑇𝑇

𝑡𝑡=1

𝜖𝜖𝑘𝑘𝑡𝑡  Eq.(7) 

and, through reasonable control, avoids excessive expenditure. 

The decision logic of the adaptive allocation is shown in Figure 2. This controller observes the size of the gradient 
and client activity and convergence to adjust per-node 𝜖𝜖𝑘𝑘𝑡𝑡  at each round to prevent both over- and under-noising. 
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Figure 2. Privacy Budget Allocation Flowchart. Decision process for per-round, per-client privacy budget scheduling, based on 

local statistics in federated medical analytics 

Security and Theoretical Analysis 

The basic guarantee of privacy is based on the formal definition of (𝜖𝜖, 𝛿𝛿)-differential privacy for each client's 
randomised mechanism: 

𝑃𝑃𝑃𝑃[ℳ(𝐷𝐷) ∈ 𝑆𝑆] ≤ 𝑒𝑒𝜖𝜖𝑃𝑃𝑃𝑃[ℳ(𝐷𝐷′) ∈ 𝑆𝑆] + 𝛿𝛿 Eq.(8) 
for any datasets 𝐷𝐷,𝐷𝐷′  with |𝐷𝐷Δ𝐷𝐷′| = 1. The security of our protocol is cumulative, and multi-round privacy 
degradation is bounded by: 

𝜖𝜖𝑘𝑘
[1:𝑇𝑇] ≤�  

𝑇𝑇

𝑡𝑡=1

𝜖𝜖𝑘𝑘𝑡𝑡  Eq.(9) 

Based on the basic composition theorem. For cases with high guarantees, enhanced composition can be used: 

𝜖𝜖total ≈ �2𝑇𝑇𝑇𝑇𝑇𝑇 (1/𝛿𝛿) ⋅ 𝑚𝑚𝑚𝑚𝑚𝑚
𝑡𝑡
 𝜖𝜖𝑘𝑘𝑡𝑡 + 𝑇𝑇 ⋅ 𝑚𝑚𝑚𝑚𝑚𝑚

𝑡𝑡
 𝜖𝜖𝑘𝑘𝑡𝑡 �𝑒𝑒

𝑚𝑚𝑚𝑚𝑚𝑚
𝑡𝑡

 𝜖𝜖𝑘𝑘
𝑡𝑡
− 1� Eq.(10) 

Thus, the cost will be low and relatively stable over time. 

The Attack Surfaces are model inversion and membership inference. By using 

𝔼𝔼[‖ℳ𝐷𝐷𝐷𝐷(𝛥𝛥𝒘𝒘𝑘𝑘
𝑡𝑡 ) − 𝛥𝛥𝒘𝒘𝑘𝑘

𝑡𝑡 ‖2] = 𝜎𝜎𝑘𝑘𝑡𝑡𝑆𝑆𝑘𝑘 Eq.(11) 
Even for a powerful adversary, the expected information gain will be limited by the DP parameters and the 
chosen noise scale [40]. The aforementioned research indicates that privacy loss will not exceed legal limits. 

Finally, our system has evolved into a formally secure cross-institutional medical data analysis platform, through 
the addition of device-level noise, dynamic privacy control, and a rigorous theoretical computational foundation. 

Experiment Setup 

Dataset Description and Preprocessing 

The two benchmark medical sensor datasets used for experimental analysis are located in a non-independent 
and identically distributed federated environment. These datasets are crucial for privacy. The initially collected 
data comes from time-series electrocardiogram (ECG) signals from wearable heart sensors at different medical 
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institutions. The 12-lead voltage recorded all data streams, with a sampling rate of 250 Hz, and included expert 
annotations on clinical events. Due to various hardware settings and the age of the population, customer data 
is diverse. 

The secondary dataset consists of continuous data from all intensive care units (ICUs) in the hospital, including 
heart rate, blood oxygen saturation (  SpO2 ), arterial blood pressure, and body temperature. Due to the 
unreliable sensor performance, the sample intervals are irregular, and data is occasionally missing. 

To maintain consistency, each node will undergo the same preprocessing. Median and discrete wavelet filtering 
are used to alter the original signal trajectory. According to the detection of the R-wave peak in the ECG signal, 
the heartbeat segments are normalized to zero mean and unit variance. To reduce sensor bias, ICU attributes 
are independently normalized. The classification labels are one-hot encoded. The segments are divided into 
overlapping 5-second windows and support batch training. Align timestamps across channels, excluding 
corrupted or incomplete sequences. The data is divided into 𝐾𝐾 = 20 local nodes in the federated partition. Each 
node contains a patient- or site-specific subset to maintain non-independent and identically distributed data 
and simulate a real, privacy-preserving deployment. 

Implementation Details 

The PyTorch framework is the foundation of all experiments and has custom programs written for federated 
coordination, differential privacy perturbation, and encrypted network communication. Each client is an 
independent process, communicating with the server only through secure model parameter exchanges. 

Followed by rectified activation and batch normalization, these three 1D convolutional layers have a kernel size 
of 5 and a stride of 2. Then, use a two-layer fully connected network with a dropout probability of 𝑝𝑝 = 0.3. 
Temporal Convolutional Network (TCN) is the backbone network for ICU analysis. It uses exponential dilated 
convolution blocks and residual gating to extend the temporal context. 

Federated runs five local cycles per round, with each client using stochastic gradient descent (batch size 64, 
initial learning rate 10−3) and the Adam optimizer. Before uploading the gradients, clip the local norm to 𝐶𝐶 =
4.0. Gaussian noise specific to the client, proportional to its current privacy allocation, is added to the update, 
and the noise scale is set accordingly. 

𝜎𝜎𝑘𝑘𝑡𝑡 =
𝑆𝑆𝑘𝑘�2𝑙𝑙𝑙𝑙 (1.25/𝛿𝛿)

𝜖𝜖𝑘𝑘𝑡𝑡
 Eq.(12) 

where 𝑆𝑆𝑘𝑘  is the gradient norm bound and 𝛿𝛿  is set to 10−5 . The noise perturbation updates are securely 
aggregated on the server, while the local raw intermediate results are retained. Deterministic code is executed 
through fixed random seeds and fully reproducible numerical operations. To reduce partition or initialization 
bias, the results reported are averaged over five random runs. 

Baselines and Evaluation Metrics 

Compare the privacy-preserving federated framework with three non-privacy and privacy strategies. The FedAvg 
protocol without privacy mechanisms limits the model's performance. Assuming all data aggregation is feasible, 
a typical centralized DP-SGD method—i.e., a fully centralized but private setup—is the best choice. The 
independent local model-a configuration is trained solely on personal data, without collaboration, thus setting 
a higher upper limit for achievable generalization. 

A series of indicators will be used to evaluate the system's functionality and privacy protection capabilities. 
Classification accuracy is the primary metric used to measure the correct prediction rate of all samples. In 
addition, the macro-average F1 score is reported to address the class imbalance issue: 

 Macro-F1 =
1
𝐶𝐶
�  
𝐶𝐶

𝑖𝑖=1

2 ⋅  Precision 𝑖𝑖 ⋅  Recall 𝑖𝑖
 Precision 𝑖𝑖 +  Recall 𝑖𝑖

 Eq.(13) 

with 𝐶𝐶 denoting the number of output classes and Precision  𝑖𝑖, Recall  𝑖𝑖 the per-class metrics. Plot the global 
validation loss and accuracy to show convergence behavior. 

A model is employed to determine the trade-off between privacy and utility at different levels of privacy budget. 
The direct impact of differential privacy is measured by observing the trend in accuracy and macro-F1 as the 
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privacy parameter 𝜖𝜖 is systematically varied. Empirical research shows that membership inference attacks can 
lead to privacy breaches; training a binary classifier to determine whether a sample belongs to the training set 
can identify the actual leakage of the model. 

Operational feasibility is also considered. Mean local training time per epoch and the average wall-clock time 
for each federated round are recorded, providing insight into real-world deployability, especially in 
computationally constrained sensor environments. This comprehensive experimental protocol robustly 
evaluates the resilience, practicality, and privacy robustness of the federated solution. 

Results and Analysis 

Model Performance Comparison 

We will use the ECG and ICU datasets for comparison to empirically determine the effectiveness and practical 
value of the proposed differential privacy federated learning framework. We will also use some representative 
baseline models for comparison. Global accuracy, computational overhead, convergence characteristics, and 
macro-average F1-score are the experimental results, as shown in Figure 3. 

 
Figure 3. Comprehensive Performance Comparison of Federated and Baseline Methods. (a) Classification accuracy of four 

representative datasets across four methods. (b) Macro-averaged F1-score for both common and rare classes. (c) 
Validation accuracy versus communication rounds for all baselines. (d) Multi-dimensional radar chart comparing stability, 

fairness, system overhead and robustness 

Figure 3(a) shows the overall classification accuracy. The FedAvg algorithm without privacy protection achieves 
an average accuracy of 91.4% on the ECG dataset. The proposed DP-FedAvg still achieves an accuracy close to 
89.7%, with minimal utility loss, despite the addition of calibrated noise to protect privacy. On the ICU dataset, 
the federated average accuracy is 88.9%, and the DP-federated average accuracy is 87.2%. In these two datasets, 
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centralized DP-SGD performed significantly lower, at 84.5% and 81.6%, respectively. Without inter-hospital 
knowledge transfer, simple local training only produced results of 72.2% and 68.4%, without model aggregation. 

Figure 3(b) depicts the macro-average F1 scores of the predicted generalization test results. In the ECG 
benchmark test, FedAvg and DP-FedAvg achieved F1 scores of 0.937 and 0.921, respectively. The centralized DP-
SGD achieved a score of 0.864. The local model performed the worst (F1=0.755), especially in the less common 
arrhythmia category. The trend in the ICU dataset is consistent: both federated methods have F1-scores 
exceeding 0.900, with a difference of less than 0.02; however, DP-SGD shows a greater difference, with the 
isolated local method significantly lower than all collaborative methods. 

Figure 3(c) shows the learning convergence. After 60 rounds, both FedAvg and DP-FedAvg converge steadily, 
with the validation accuracy curve remaining stable and monotonically increasing, showing no signs of 
divergence. During the training process, the performance of DP-FedAvg is usually less than 2 percentage points 
lower than that of FedAvg, indicating that the impact of privacy-preserving noise is limited. Due to its volatility 
and slower convergence speed, DP-SGD is more susceptible to the influence of global noise. In contrast, local 
training will quickly produce relatively low validation accuracy and is likely to overfit to a small biased region. 

Computational efficiency must be sufficient for use in clinical or resource-limited settings. Figure 3(d) shows the 
average actual time per communication round. The time per round for the federated scheme is 98 seconds (ECG) 
and 102 seconds (ICU), while DP-FedAvg only increases by 3-4% due to privacy and local noise generation. 
Centralized DP-SGD takes 72 seconds per round to complete, is simple to operate, but does not support 
distributed privacy for devices. The local model takes 38 to 44 seconds to complete a single round, without 
coordination or aggregation. However, as mentioned earlier, this speed makes the model less accurate and 
robust. 

These research findings indicate that protecting the privacy of federated learning is feasible in practice. The DP-
FedAvg solution only adds a small amount of computational overhead and formal privacy guaranties, while 
retaining almost all of the predictive capabilities of traditional federated learning. 

Privacy-Utility Tradeoff 

When using federated models in sensitive medical environments, it is necessary to consider the relationship 
between mandatory privacy constraints and achievable utility. To empirically characterize this tradeoff, 
experiments systematically varied the differential privacy budget 𝜖𝜖 assigned to each client, ranging from highly 
restrictive ( 𝜖𝜖 = 0.5 ) to relatively relaxed ( 𝜖𝜖 = 8.0 ), encompassing the full spectrum of practically deployable 
values. The results indicate that privacy-preserving federated learning has clear boundaries and can reasonably 
balance utility and privacy. As shown in Figure 4. 

Figure 4(a) shows that on both the ECG and ICU datasets, the model's global test accuracy demonstrates a 
consistent, monotonic decline as the privacy budget tightens. For the ECG task, accuracy remains above 87% 
for moderate privacy ( 𝜖𝜖 ≥ 2.0 ), with a gradual reduction to 80.4% at the strongest privacy (𝜖𝜖 = 0.5). A similar 
pattern emerges for ICU data, where accuracy drops from 86.5% at high privacy to 78.7% at the lowest 𝜖𝜖. 
Strikingly, across most operationally relevant privacy regimes ( 𝜖𝜖 between 1.5 and 4.0), the accuracy decline 
does not exceed 7%, maintaining model performance within the safety requirements for clinical diagnostics. 

Macro-averaged F1-score results, depicted in Figure 4(b), further underscore the robust discriminative power of 
the framework under privacy constraints. On the ECG dataset, F1-score is stable above 0.91 for 𝜖𝜖 ≥ 2.0, with 
only minor decreases as privacy is strengthened, dropping to 0.85 at the most restrictive setting. The ICU dataset 
displays a comparable trend, with F1score above 0.88 for most privacy choices and only falling below 0.83 when 
𝜖𝜖 is extremely low. Notably, even at high privacy, the model preserves solid performance in minority or rare 
classes, reflecting the benefit of adaptive privacy budget allocation and strategic noise calibration. 

The effect of privacy-induced noise on model convergence is visualized in Figure 4(c). As 𝜖𝜖 decreases, training 
loss curves flatten and require more rounds to reach an asymptote. For example, under moderate privacy (𝜖𝜖 =
2.0), the model stabilizes within 60 communication rounds, while for stricter privacy ( 𝜖𝜖 = 0.5 ), convergence 
requires up to 90 rounds. Nevertheless, there is no evidence of divergence or catastrophic forgetting, validating 
the theoretical stability of the federated scheme with well-calibrated noise. 
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Privacy, as shown in Figure 4(d), in actual adversarial environments, members infer risks. Members expect that 
with a smaller privacy budget, the success rate of attacks will be relatively low. At the lowest budget tested ( 𝜖𝜖 =
0.5 ), the attacker's advantage is nearly neutralized, dropping to 0.53 (close to random guess), while for higher 
𝜖𝜖, the risk increases but never approaches a critical threshold. Importantly, this risk reduction is achieved before 
model utility suffers unacceptable loss, highlighting the effectiveness of the framework for real-world 
application. 

Collectively, the above results show that a feasible privacy-utility trade-off has been achieved: With reasonable 
adjustments, both strong formal privacy guarantees (𝜖𝜖 ≤ 2.0) and relatively high model performance (at least 
90% of the baseline) can be realised simultaneously, thereby promoting the trustworthy application of medical 
AI. 

 
Figure 4. Privacy-Utility Tradeoff in Differentially Private Federated Learning. (a) Global test accuracy as a function of privacy 

budget. (b) Macro-averaged F1-score versus privacy strength. (c) Training loss at varying privacy levels. (d) Membership 
inference risk under different privacy budgets 

Ablation Studies and Scalability 

From Figure5(a)-(c), to evaluate the impact of each module in the framework on privacy, utility, and resource 
consumption, an ablation study and a set of standards were conducted. Without using gradient clipping, the 
global test accuracy of the ECG dataset (under medium privacy settings with (𝜖𝜖 = 2.0) decreased from 89.7% 
(with clipping) to 82.3%. The loss curve is unstable, the convergence speed is slow, and the overall F1 score is 
approximately 0.841. Performance degradation is more severe at higher noise levels, indicating the need for a 
smaller norm bound to ensure the model's stability and robustness against noise introduced by privacy. In 
contrast, using the adaptive privacy budget scheduler improved per-client fairness: the difference between the 
highest and lowest per-client accuracy was reduced from 12.3% (static) to 4.8% (adaptive) in non-IID scenarios, 
and mean F1score rose from 0.882 to 0.921. Among noise mechanisms, the Gaussian mechanism retained the 
highest global accuracy ( 87.2% for ICU under 𝜖𝜖 = 1.5 ), Laplace noise caused relatively large losses (83.6%), 
while uniform noise reduced the utility of the small class. 
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Figure 5. Ablation Study of Core Framework Components. (a) Effect of gradient clipping. (b) Adaptive versus static privacy 

budget allocation. (c) Impact of different noise mechanisms on utility 

Frome Figure 6, under the same overall data scale conditions, the scalability performance of ten and one 
hundred clients was tested. As the number of clients increases, the global accuracy of ECG data under DP-FedAvg 
gradually decreases, dropping from 90.8% with 10 clients to 85.1% with 100 clients. Even at the maximum scale, 
convergence is achieved within 75 communication rounds. Label skew intensity produced similar results: when 
80%  of clients possessed strongly imbalanced label distributions, macro-F1-score declined by just 4.2% 
compared to the balanced reference, demonstrating robustness against non-IID partitioning. Notably, as data 
heterogeneity increased, the gap between DP-FedAvg and non-private FedAvg accuracy narrowed from 2.3% 
to 1.1%, illustrating that privacy mechanisms remain effective even as deployment complexity rises. 
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Figure 6. Scalability Analysis under Varying Federation Sizes and Data Non-IID. (a) Model accuracy at increasing client counts. (b) 

Accuracy versus degree of non-IID partitioning 

 

In Figure 7, System overhead was quantified for both computation and communication. On embeddedclass test 
hardware, client-side CPU load during training increased by 6 − 8% when activating the privacy engine, and 
peak memory consumption rose by only 32 MB per process under the maximal privacy configuration ( 𝜖𝜖 = 1.0 ), 
a negligible overhead given modern device capacity. Network analysis showed that total communication per 
round scaled linearly-from 38 MB (10 clients) to 400 MB (100 clients)-but remained within practical hospital or 
loT infrastructure bandwidth. When adopting more aggressive model compression, bandwidth could be reduced 
by an additional 22% with less than 0.8% loss in overall accuracy. According to the above efficiency results, 
federated solutions can be applied to many resource-limited hospitals. 

 
Figure 7. System Resource and Network Overhead Evaluations. (a) Local computation and memory usage across clients. (b) 

Communication bandwidth requirements at scale. 

Conclusion 
A comprehensive investigation of privacy protection in federated learning for sensitive medical sensor analysis 
is conducted. Design and evaluate a differential privacy federated framework to demonstrate achieving efficient 
use and privacy protection simultaneously in heterogeneous and non-iid clinical data environments. 

According to the experimental results on benchmark ECG and ICU monitoring datasets, the federated method 
with adaptive privacy budget and calibrated noise performs similarly to traditional non-privacy aggregation. The 
model achieved a high overall accuracy and a relatively high macro-average F1 score across many privacy 
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protection regimes worldwide. Despite strict privacy requirements, the diagnostic accuracy and class separation 
loss remain within an acceptable range in practice, making this method suitable for high-risk medical cases. 

An in-depth empirical study on the privacy-utility trade-off indicates that as the level of privacy protection 
increases, utility may decrease, but this loss is not significant in any case. Since members believe that the speed 
of risk reduction surpasses the speed of use, this operational privacy protection method is considered reliable. 
Further expand the scope of medical AI deployment and help institutions meet the highest data protection 
requirements without sacrificing analytical value. 

Ablation and scalability experiment also indicate that gradient clipping, adaptive privacy allocation, and 
appropriate noise generation mechanisms are crucial components for the overall stability of the model. By using 
dynamic budget allocation and Gaussian noise models to ensure generality and fairness. Furthermore, the 
framework demonstrates linear scalability in computational and communication overhead, which means that 
large-scale hospital networks or Internet of Things (IoT) health monitoring systems can be deployed. The rapid 
deployment of modern edge devices in actual clinical practice is possible because the system's resource 
consumption and network bandwidth requirements are minimal. 

Therefore, the results of this study have advanced the field of privacy-preserving machine learning in health 
informatics. This field meets the need for balancing scalability, privacy, and utility by providing a scalable, 
deployable, and clearly defined method. Select appropriate privacy parameters based on the data to meet 
compliance, model performance, and operational cost requirements. 

In summary, based on the aforementioned research, federated learning can ensure the privacy of sensitive 
medical data and diagnostic accuracy by establishing an effective system and using appropriate privacy 
mechanisms. It can enhance the reliability and public acceptance of machine learning in clinical practice, and 
provide a practical roadmap for large-scale distributed health analysis applications. 
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